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CO:MPUTER MATCHING AND PRIVACY PROTECTION ACT AGREENLENT 
BETWEEN 

THE SOCIAL SECURITY ADNUN.!:STRA!ION 
A.J.'{D 

THE HEALTH A.t"\ffi HUMAN SERVICES AGENCY 
OF :CALIFORi"iiA. 

I. Purpose and Legal A u thority 

A Puipo.se. 
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This· Computer Matching ·and Privacy Protection Act (Ci\1P PA) Agre~ment 
between the Social S·ecurity Administra·tion (SSA) ,and the California Health a:b.d 

· Human Services: Agency (St:ate Ageilcy), .sets forth the t~rms. a..11d cq:nditions 
governing di.sclosures of records, information, or d,at a (collectively r~ferred ·tO 
herein "data"). made by SSA to the State Agency that administers federally 
funded benefit programs. under various provisions ·ofthe Social S.ecurity Ac.t 
(Act), sueh. ~s se·ction 113;7 (.42 U.S.C. § U;iQb_.7)~ induQ.iJ+gth~ state-funded 
~?tate supplementary payment ptograil).S 110der title XVI of the Act. Th~ terms and 
'conditions of this Agreement ensur~ that S.SA.makes .such disclosures. of.data, .~d 
the S tate Agency uses -such disclosed data:, in ·accordance with the req¢re·metits. of 
the Pri.vacy Act of 1974, as ·amended by the Co.mputer Matching and Privacy · 
Protection A.ct of 1988, 5 U.S.G. § 552a. 

Under section 113 7 of the Act, the State Agency is required to use: an incoll}e: a;1t;i 
eligibility ver'ificatioh system to adn:inister specified feder:ally funded bepeP.t 
pro.gra,ms, _including th~ state-funded state supplementary payment programs 

. ·undertiti-e XVI ofthe Aet. To assist the ·State Agency in determining entitlement 
·to and eligibility for benefits under those programs, a.S well as <;>ther. :fedetally 
funde.d benefit progJ:ams, $$A disclose? cert~ data ·about ;:1p:plicants for stat e 
benefits· from SSA Privacy Act Systems ofRe.cords (SOR) and verifies the Social 
Security nwn:b.ers (SSN) of ~e applicants. · · 

B. ·Le·gal Authority 

SSA's ·authority to disclo~e data and t,he St~te A.gency'·s ·autho.riry to collect; 
maintain, and -use data p[otected: under SSA S. 0 Rs for specified purp.oses is: 

• Sections 1.137·, 453., and 1106(~) ofthe Act.(42 U.S.C. §§, 1320b-7, 653. 
and l3.06(b)) (income ~d eligibility verificatiop·data); 

• 16 U.S.C. §. 6103(J)(7) and (8) (tax return data); 
• . Section 202(x)(3){B)(iv) of the Act (42 U.S.C . . § 40l(x)(3)(B)(iv)) 

(prisoner data); 
• Section 161l(e)(l)(l)(iii) of the Act (42 U.S.C; ·§ H82(e)(l)(l)(iii) (SSI); 
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• Section 205(r)(3) of the Act (42 U.S.C. § 405(r)(~)) and the. Intelligence 
Reform and Terrorism Prevention Act of2004, Pub. L. 108A5S, 
§ 1213(a)(2}(death.data); 

• Sections 402,412,421, and 435 of Pub. L. 104-19.3 (8· U.S.C. §§ 1612,, 
1622, 1631, and 1645) (q.uQ.rters of coverage data); 

o Children's Heal~ Insurance Program Reauthorization. Act of2009-, 
Pub. L. 111-3 (citizenship data); and 

• Routine.use exception to the Privacy ACt, 5 U.S.C. § 552a(b)(3) (data 
necessary to administer other programs· compatible with SSA pr:ograms). 

2 

This Agreement' .further carries out ·sectionll06(a) of the Act {42 U.S.G . . § 1306); 
the regulations promulgated purs1,1an1 to. that section (20. C.F.R. Part 401), the · 
Privacy Act of 1974 (.5 U.S. C. § 552a), as ~ended by the CMPPA, related Office 
of Management and Budget (O:tv.1)3) guideJines, the iederallnfonrtatio:n Security 
Management Act of2002 (FISMA) (44 U.S ,C. § 35.41, et seq.), and :related 
National.Institute of Standards and Technology (NIST) guidelin:es, which provid¢ 
the requirements that the State Age·ncy must foil ow with regard to use., trea~ent, 
and safeguarding of data. : · 

Scope 

A. The State Agency will com.ply with the· ttmns and conditions of this· Agre~ment 
and the Privacy Act, as amended by the .CMPPA. 

B. The State Agency win execute one or more Information Exchange Agreements 
.:CIEA) with SSA, doclUUenting additional terr,os c:)Ild conditions applicable to those 
·specific d.ata .exchanges, includipg the particular-benefit pmgr<$5 ·adm.i.nistered py 
the State Agency, the data elements that will be disclosed, ai:J.d the data protection 
requirements iinp1emented to assist the State· Agency in the administration of 
those prbgrarns. · · 

C: _The State Agency will use the SSA data gov~rned by this· Agreement to determine· 
entitlement and eli~bility of individua~s for one or more of the .following 
programs: 

·1. Temporary Assi~tance to Needy Families (TA.Nf.) pro·gram. unde;r :Part A 
of title TV of the Act; · 

2. Medicaid provided under an appro-ved State plan or an .approved waiver under 
ti tle XIX of the Act; 

3. State Children's Health In~\.J.r"ance·Progr~m (CHIP) l,lllqe~title XXI of the A,ct, 
as amended by the Children's Health Insu:ranc·e Program Reauth·ori·zation Act 
of2009; . 

4. Supplemental. Nutritional Assistance Program (SNAP) vnder the Food Stamp 
Act of 1977 (7 .U.S.C. § 20 11., et seq.); 
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'5. Women, Infants and Children Program (\VIC) under the Child Nutrition Act 
of 1966 (42 U.S.C. § 1771, et seq.); 

6. Medicare Savings Ptograms (MSP) unaer-4:2 U.S.C. § 13'96~(1Q)(E); 

3 

7.. ·Unemployment Compensation p~ograms ·proViqed under a: ·state law described 
in section 330.4 of the Internal Revenue Code of 19'54; 

8. Low Income Heating and Energy Assistance (LJB...EAP or borne energy. 
grants) program under 42 U.S.C. § 8621; 

9. State-administered supplementary payments oftP.e type described in 
secti.on 1616(a) of the Act; · 

10. Programs under a plan approved under titles I, X, XIV or· XVI of the Act; 
'11. Foster Care a..'1d Ada.ption ASsiS.tancy unMr'title IY·cif.tbe Act; 
12. Child Support Enforcement progrcims· under section 453 of the Act 

(42 U.S.C. § 653); : 
13. Other applicable federally .fu..11ded programs administered by the State Agency 

under titles I, IV, X, XIV, XVI, XVIII, XIX, XX and XXI of the Act; an,d 
14. Any o.ther federally funded programs administered b:y the Sta:te Agency that 
. are <;:ompatible with SSA's programs. · 

D. The s ·tate Agen.cy will ensure that SSA data clisclosed for the spe::;ific purpose gf 
admini~tering, a particular federally funded benefit program is us~d o·~y to 
administer .that program. 

m. Justification and Expected RC.$Ults 

A. J usti.ficatio.n 

. . 
This Agreement and related data exchanges with the St~te Agency are necessaq 
for SSA to assist the State Agency in its administration of federally funded benefit 
programs by providipg the data re.qu:ired to accw.,-~tely determine entitlement ap:d. 
eligibility of individuals for benefits. provided un<ierihe~e programs.' :SSA uses 
computer technology to transfer ~e. dat.a because it is: more .economi<::al, efficient, 
and faster. ·than us~g·manual processes. 

B. Expected Results· ·. 

The State Agen.~y' \vill ·use the data· provided by SSA tb· improve· public service 
and program efficiency and integrity. The us·e ofSSA data expedites the 
applicatio.n.proce.ss and ensu:res .. thatbene:fits cu:e awa,rded t:mly to applicants that 
satisfy the S:ta:te Agency's program criteria. A cost-benefit analysis for the 
exchange. made. urider this Agreement is not required in acco.rdance with the 
determination by the SSA Oat~ futegrity B.o ard (DIB) t~nvaive such analysis 
pursuant ro 5 U.S.C. § 552a(u)(4)(B). · 
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IV. Record Description 

A Systems of Records 

SSA SORs used .for purposes of the subj ec.t data exchange.s ·.incl\:tde: 

• 60-005'8 --

• 60-00.59 :._ 

• 60-0090--

• 60~01 03 --

•. 60-0269 --

• 6.0-0321 --

Master Files of SSN Holders and SSN Applications 
(accessible through EVS, SVES, or Quarters of Coverage 
Query data systems); 
Earnings Recordiqg and Self-Eroploym~nt ln9.0P1e Syst.ern 
· (acces.sible ¢rough BEND EX, SVES, o:r Quarters ·of Ctwer~ge 
Query data systems);. 
Master Beneficiary Record (accessible through BENDEX or 
SVES data systems); . · 
Supplemental S'ecurity Income Record (SSR) ·~d $pecial 
Veteran:s Benefits. (SVB) (accessible thr.ough SDX or SVE$ 
data·systems); . . 
P.risoner Update l?rQces$ing System (PUPS) (acc-essibl.e through 
SVES or Prisoner Query data :;ys.terns). · · 
Medicare Part D and Part D Subsidy: File 

The State A.genGy will only use the ta-"< retUrn data,c·on:tained in SOR 60-00S9 
(Earnings Recording. and Self:-Employment Income. S;i.stem) .:i,n accordanc~; with 
26 u .. s . .c. ·§· 6103 . . . . . 

· B.. Data Eleme.nts 

Data elements disclosed in computer matching governed by-this Agre·einent are 
Personally Id~ntifiable Inform.ation (PII) from specified SSA SQRs, mciuding 
names, SSNs, !iddre;sses, amounts.; and other inf'orrnati(jn related to SSA benefits; 
·and earnings information. Spe.cific listings of data elements. are av~labka:t 

. htto:f/VNtW.ssa.qov/a ix/ 

C. Nurnber ·of.Records Involved · 

4 

The number of records for. e:ach pro·gram covered lJ,hder this Agreem~u~ .i~ equal to 
the nuniber oftitleii; title·~, or title :XVID.recipients resident iir the State as 
recorded in SSA' s Annual Statistical S).lppleroent found ori the. Internet ·at: 

http;//www.ssa.gov/policy/docs/statcomps/ 

Th.is number ·will fluctuate during the tenn of this Agreement, corresponding to 
the number oftitle II; title XVI, and title XVIIl recipients added to, or deleted 
from, SSA databases· during the term ofth.is· Agre~me.nt. 

·.c 
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Y. No tice and O pportunity to Contc~t Procedures 

A. Notice to Applicants 

The State Agency will noti.fy.all individuals who apply for federally funded, 
state-administered benefits under the Act that any data they providt are subject to 
verification through computer matching with SSA. The State Agency and SSA 

· will provide such J?.Otice through appropriate language printed on application 
forms .. or separate handouts. 

B. Notice to Bene(ldaries/Recipien,ts/An;nuitants 
I . 

T.qe. State Agen-cy will provide notice to beneficiaries, Ieeipients, and annuita,nts: 
under the programs covered by this Agreement informing them of ongoing 
computer matching with SSA. SSA \vill provide such notice through publication 
in ·the· Federal Register and periodic mailing-s to all beneficiaries, recipients, .and 
annuitants describing SSA's matching aGtivities. 

C , Opportunityto Contest 

The State Agency \vill not terminate, su·spend, reduc-e, deny; cir tak~ other adverse 
action agairut an -applicant. for .or recipient of federally 'funded, state-administered 
benefits based on data disclesed by SSA frem its =soRs until the individual is 
notified in writing of the potential adverse action and p rovided an ·oppo·cD.lniW .to 
contest the pla.."lD.ed action. · "Adver~e. action" means any: c,ction that results in a 
termination, su·spension, reduction, or .final denial 9f eligibility, paynient, or 
benefit. Such notices will: 

1. Inform the individual .of the match pn~g.s and .tbe opportunitY to contest . 
. these findings; · 

2. Give the individual"' until-the expira:tion of any time period established for the 
relevant program by a ·statute or regulation for the ·individual .to respond to 
the notice. If no such time period is established by a statute or r egulation for 
the pr~gram, a 30-day period will be provided. The time perio<!. hegins on · 
the date on· which notice is mailed or otherwise provided to the individual to . . - . . . 
resp.ond; and 

3. Clearly state that, unless tti.e individual responds to the ~otice in the required 
time period, the State Agency will conclude .that the SSA data are correct and 
will effec_ruate the thr.eatened action or otherwise ·make t):le necessary 

· adjustment to the individuaJ1s benefit or entitle·ment. 



Exhibit G 
Attachment I 

VI. Records Accuracy Assessment and Verification Procedures 

the St~te Agency may use SSA's benefit-data \.vithout independent verification. 
SSA has independently a:ssessed the-accuracy of its benefits data to be more than 
99 percent accurate when they are created. · 
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Prisoner and defl._th. data; some of whiGh is not independently verified by SSA, does 
not have the same degree of ac-curacy as SSA'-s benefit data·. Therefore; the State 
Agency·must independently verify these data through applicable State verification 
procedures and th.e notice-and opportunity to contest procedures specified in . 
Section V oftliis Agree-!llent befo-re tgking any adver~e ac~ion again~t .any individual. 

. . 

SSA' s citizenship data may be less than-50 percent cug-ent. Applicants for SSNs 
report their citizenship status at the time they apply for- their SSNs .. There is-no 
obligation for an:indi.vidual to report to SSA-a chang~ ln.Jtis··or her imrnigration·s.tatus 
until he or she files a claim for benefit-s. 

V.II. Dispositio.n and Rccox:ds Retention ofJVfatcpcd ltems 

-
A. The State Agency will retain aJl daf~:t received from SSA to administer progr~s 

governed by' this Agreement only-for the·-re·quired p_rocessing_times for the 
applicable federally funded benefit programs and v.-ill the~ destroy all SU:ch data. 

B . The State Agency may.retain SSAdata i:n hardcopy to meet evidentiary 
requirements, provided that t):J.~y retire such d·ata ~n accordam~e·with applicable 
state laws governing the St~te Agency's retention of records. . 

C. The State Agency ma:y u~e any accreticin.s, 9.eletio:ns> or changes to the SSA data, 
governed by thts Agreement to update their !Ilaster files of federally :fu.nd·ed, 
state-adininistered benefit program applicants and -recipients and retain such 
master fil~s in accordance with. applicable state hi.ws gov_eming the State 
Agency's retention of records. · 

.D. The State Agency may not create s~parate· tiles or records comprised_ solely of th_e 
data provi~ed by SSA to ad,minister programs governed by this Agre.ement. 

. . 
E. SSA will ·delete .electronic data-.input files. received frem the State Agency after it 

processes the applicable match. $SA will retire its da.ta in accor.<;l?-ftce --.,v.ith tb,e 
Federal Record~ Retention Schedule (44 V.S.C. § 3~03a). · 

VIII. Security Pr·oc.cdurcs 

The State Agency will comply with ~e security. ar:td .safeguarding requiremel}ts of the 
·privacy Act, ~- amended by the CMPPA, related 0M)3 guid,eli:nes, FISMA., related 
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NISI guidelines, and the current revision of IRS Publication 1075: Tax Information 
Security Guidelines for Federal, State and L.acal Agenci~s and Entities, availabl~ at 
htto://wWV./.its.goV. In addition, the St~te Agency will h~ve in p !?-ce aorn.iAistra~ive,' 
technical, arid physical safeguards for the matched data and results of such matches. 
Additional administrative, technical, and physical security requirements governing all 
data SSA provides electronically to the State Agency, including specific guidance on 
safegu·arding and reporting responsibilities for Plf, are set forth in the IEAs. 

IX. Records Usage, Duplication, and Redisclosurc Restrictions 

A. The State Agency will. use and access SSA data ;,md the records created using that 
data only for the purpose. of verifying eligibility for the specific federally fupded 
benefit programs identified :in the lEA. · 

B. The State· Agency wi ll <?Om ply with the follo\-ving limitations on use, duplicatior., 
and redisclosure of SSA d<~:ta:· · 

1. The State Agency will not use or redisclose the data disclosed by SSA for any 
purpose other than to determine· eligibility for, or the amount of, benefi:s 
under the state-administered income/health maintenance programs :identified 
in this Agre€ment. 

2, The s ·tate Agency will not use ihe dat<>. ciischYsed by SSA to extract 
information concerning individuals: who ru.e neither applicants for, nor 
recipients of, benefits under the state-administered incomefnealth maintenance 
progra.,rns ioentified in this Agreement . 

. ~· The State Agency will use the F.ederul tax information (FTI) disclosed by 
SSA only to determine individual eligibility for, or tfie amoup,t of, assistance 
under a state plan pursuant to section 1131 programs· and child support 
enforcement programs in accordance with 26 U.S .C. § 61 03(1)(7) and (8). 
The St<!-te Agency recelving FTI will maintain all F'JTfrom IRS in <!.CCo.r.dance 
with 26 U.S.C. § 6103(p)(4) anp the IRS Public?tion. l075. Cont;ractors and 
agents acting on behalf of the State Agency will only have access to tax r.eturn 
data where specifically a:uthorized by 26 U .S.C. § 6103 ·<).Ild the IRS 
P1,1blication 107 5 .. 

4. The State Agency will use the citizenship stat_us qata disclosed by SSP,.. 
under ·the Children's Health Insurance Pro.griUU Reauthorization Act of 2009, 
Pub. L. lll-3, only for the purpose of determining entitlement to Medica~d 
and·CHIP progr:ams .for new applicants. 

5. The State Agency will restrict'access to the data disclosed by SSA to only 
those authorized S.tate employees, contractors, and agents- who need sue~ ·data 
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to perform their official duties .in connection with the purposes identified in 
.this. Agreement. 

g 

6. The State Agency wil~ enter into a written agreement '-vith each of its 
contractors and a,gents who need SSA dam to perform their officiaJ .duties 
whereby such contractor or agent agre~s to abide by al1 rel~vant Federal ~aws, . 

restrictions on access, use, and disclosUre, and security requirements in this 
Agreement. The State Agency will provide its contractors and agents with 
copies of this Agreement, related IEAs, and all related attachments before 
initial clis{flosure of SSA data to such contractors and agents. Prior to. signing 
this Agreement, ap.d thereafter at SSA's reques~, the Sta,te Agency. will .obtain 
from its contractors and agents~ current list of the employees of such · . 
contractors and agents with a~cess to SSA data and pro-vide sueh lists to S.SA. 

.7. The State Agency's employe-es, contractors, and agents who access, use, .or 
disclose SSA data in. a manner or purpose not ·authorized by .this Agreement" 
may be subject to civil. and criminal sanctions. pursuant to applicable Federal 
stattites. 

C. The State Agency \vill not duplicate in a separate. file or disseminate, without prior 
vmtten per.m:ission from SSA, the data govemed·by this Aweement for any. 
_pu:wose other than ro determine entitlement to, or-eligibility for, federally funded 
benefits. The State Agency proposing the redisclosure must specify in writing to 
~SA what .data are being disclosed, to whom, and the reasons that justi-fy the 
.redisdosure. SSA. Will not give permission for such redisclosure unless the 
red.isclosure is req.uLred by law o:r essential to the c~mduct of the matching. 
progr~ and authorized under a rouline use. 

X. C9'¢ptr oJler General Acc~ss 

The Comptroller Gener~l (the_ Gov~rn:tnent Acc.ount~bility Office.) may have access to. 
all records of the State Agency that the Comptroller General deems necessary to 
monitor and ~erify compliance with this Agreement in accordance with · 
5 U.S.C. § 552a(o)(l)(K). 

XI; Duration, ·M.o.dification, and Termination of the ~greement 

A. Duration 

1. This Agreement is: effective from July 1, 2012 (Effec:tive Date) through 
December 31, 2013 (Expir11tion Date). ' 

2. In accordance with the CMPPA, -~SA will: (a) publish a Co·~put~:r 
Matchirrg Notice in the Federal Registe( at least 3_0 days prior to the 
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Effective Date;. (b) send reqtti.red notices to the Congress~onal committees of 
jl)Lisdict.ion upder 5 U.S.C. ·§ 55-2a(o)(2)(A)(i) at le~t 40 days prior to the · 
Effective Date; and (c) send the required report to the. OMB at leas_t 40 days 
prior to the Effective Date. 

3 . Within 3 months prior the·E(<piration Date,_ the SSA DD3·may, without 
·additional review, r enew this Agreement for a period-not to exceed 
12 month~, pursuant to 5 U,S.C. § .S52a(.o)(2,(D), if: 

the ?-pplicable data exchange will contin~e without a..11y -~hange; and 
• SSA and the. State Agency certify to the DIB in '-:Vriting that the 

applicable data .exchange has been conducted in compliance with Uris · 
Agreement 

4. If either ·ssA o.r the ·state Agency does ·not w ish to renew-this· Agreement, it 
must notify the other .party of its intent pot. ro renew .at least 3. months. prior 
tci the Expiration bate. 

B. Modi:ticati.on 

Any moc!ifcatio.rt to this Agreei:)ieb.t must be i.p. Writing, sigp.ed by both parties, 
and anproved.by the SSA.D.IB. . · . . 

C. Termination 

The parties may t~rrninate this Agreement at any· time-upon mutual written 
consent of both parties. Either party. may w..ilaterally1erminate this Agreement 
upon 90 d~ys advance written notice to the other pa.-rty; -s'(,lth unjlateral terrninatio,\1 
will be ·effectiv.e 90 .days "?fter the date of the notice, or at a later date specified in 
t..1.e notice. 

SSA may immediately and unilaterally suspend.the data flow ·Qr terminate tbis 
Agreement "if SSA deterrrii.nes, in its: sole -discretion, that-the State Agency has 
violated -odai1ed to. comply with this A~re~ment. 

X,II. Reimbursement 

In accordance wit.h section 11 06(b) qfthe Act, the Commissioner of SSA bas 
determined-not to charge the State Agencyt1~e costs of furnishing the electronic .data 
from th.e SSA SORs under this Agreement. 
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S.SA is not liable for any damag~s or loss resulting from·errors in the data provided 
to the State Agency under any lEAs governed by this· Agreement. Funhermere, SSA 
is not liable for any- damages or loss resulting from the destruction of any materials 
or data provided by the State Agency. 

XIV. Points Of Contact 

A. SSA Point of Contact 

Regional Office 
· Martin White, Director 

San ·Francisco Regional Office, Center for Programs Support. 
1221 Nevin Ave 

-Richmond CA 9480i 
Phone: (5 fO) 970~82.43/Fax:· (S 1 OJ 970~8 W.l 
Martin. Whi te@ssa.gov 

B. S tate Agency P oint of ContaCt 

S6nia.Her:rera 
J?:eaith ru;td Hurpan Servic¢~ Agency 
1600 Ninth Str.eet,. Room-460 
Sacramento, CA 95814 . . 
Phone: (916) 654-3459{Fax: (.946) 44-5001 
sherr.era:@chhs .ca. gov· 
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XV. SSA and Data Integrity B·oard Approval o~Model CMPPA Agreem!!nt 

The signatories below warrant ·and represent that .they have the compet~nt a\ithority 
on behalf of SSA to appr.ove t .he model of this CMPPA Agreement. 

SQCLP~L SECuRITY ADMINISTR.-\.TION 

AI~~ DawnS. Wig · · 
Deputy Executive Director . 
Office of Privacy and Disclosure 
Office ofthe General Counsel 

Date 

'I certify that tb:e SSA Data Integrity B.oard approved the n:iodd. of this C.lv1PPA 
Agreement. · 

Daniel F. Callahan 
Chair 

. SSA Da:a Integrity .. Board 

bate 

XVI. Authorized Sjgnatures 

The signatories ·below warrant and represent that they· hav.e the· competent authority. 
on behalf of their respe.ctive agenc·i~s to enter into the obligationS' set forth in this 
A~eement. 

11 
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SOCIAL SECURITY A.Dl\tiiNISTRATIO;N 

Date 1 
· I 

J:tEAL TH AND HUMAN SERVlCES.AGENCY 

~J-~ 
Diana s=. i?.ooley 
Secretary . · 

~ .17, ~/-;L 
Date 1 

. .. 
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AUrHORIZED DATA EXCHANGE SYSTEM(~) 
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Authorized Data Exchange System(s) 

. Attachment 2 

BEER (Beneficiary Earnings Exchange Record): Employer data for the last calendar year. : 

BEND EX (Beneficiary and Earnings Data Exchange): Primary source for Title II eligibility, 
benefit and d(lmographic data. 

LIS (Low-Income Subsidy): Data from the Low-Income Subsidy Application fo1; Medicare Part 
D beneficiaries -- used for Medicare Savings Programs (MSP) .. 

Medicare 1144 (Outreach): Lists of individuals on SSA roles, who may be eligible for medical 
assistance for: payment of the cost of Medicare cost-sharing under the Medicaid program 
pursuant to Sections 1902(a)(lO)(E) and 1933 of the Act; transitional !issistance under Section 
1860D-31(f) oftl;le Act; or premiums and cost~sharing subsidies for Iow-in9ome individuals 
under Section 1860D-14 oftheAct · 

PUPS (Prisoner Update Processing System): Confinement data received from over 2000 state 
and local institutions (su~h as jails, prisons, or otQer penal institutions or correctional faeilities) ,.­
PUPS matches the received data with the :MBR and SSR benefit data and generates alerts for 
·review/action. · · 

· QUARTERS OF COVERt\GE (QC): Quarters of Coverage data as assigned and described 
under Title II of the Act-- The term "quarters of coverage" is also referr(ld to as "credits" or 
"Social Security credits" in various SSA public information documentS, as well as to refer to 
"qualifying quarters" to determine entitlement to receive Food Stamps. 

SDX (SSI State Data Exch ange): Pr~a"ry source of Title XVI eligibility: benefit and 
demographic data as well as data for Title VIII Special Veterans Benefits (SVB). 

SOLQ/SOLQ-I (State On-line Query/State On-line Query-Internet): A real-time online 
system that provides SSN verification and MBR and SSR benefit data similar to data provided 
through SVES. 
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SVES (Stafe Verification and Exchange System): A batch system that provides SSN 
verification, NIBR benefit .information, anq SSR. infon'nation through a uniform data 
response based on authorized user-initiated querie~. The SVES types are divided into 
five different responses as follows: · · ' 

SVESl: 
SVES I/Citizenship* 

SVESTI:· 

SVES III: 

SVESIV: 

This batch provid~s strictly SSN verification. 
This batch provides strictly SSN verification and 
citizenship data. . 
This batch provides strictly SSN verification and 
MER benefit information 
This batch provides s~ctly. SSN verification and · 
·SSR/SVB. 
This batch provides SS:N' verification, MBR benefit 
information, and SSRJSVB informa~on, which . 
represents aU available SVES data. · 

* Citizenship status data disclosed by SSA under the Children's Health Insurance 
Program Reauthorization Act of-.2009, Pub. L. 111--3 is only for the purpose of . 
determining entitlement to Medicai~ and CHIP program for new applicants. 

Page 26 of 66 
. . 

2 . 



I 
I ! . 
! 

. Exhibit G 
Attachment I 

ATTACHMENT 3 OMITTED 

"\ . 

Page 27 of 66 



r 

I 
I 

I 
I 

I 
I 

l . 

·. ·Exhibit G. . • • * • • • ••• • •• •. - ·· ••• • 

Attachment I Page 28 of 66 

.. . . ... -·. . . . . . . 

. . ., .w ':,: . : ~:, ,. "':~ '._:;:' ::( ;; 
I , • • ... • 

... 

ATTACHMENT 4 · 

. . . 

ELECTRONIC IN.FORMATION EXCHANGE SECURITY 
REQUIREMENTS AND PROCEDURES 



Exhibit G . 
Attachment I 

ELECTRONIC INFORMATION EXCHANG~ · 
. .. . 

SECURITY ~EQ.OIREMENTS AND PROCEDURES 

· FOR 

STATE AND LOCAL AGENCIES 

EXCHANGING ELECTRONIC INFORMATION WITH THE 
. . 

SOCIAL SECURITY ADfv1INISTRATION 

SENSITIVE DOCUMENT 

VERSION 5.0 
MARCH 91 2012 

"1 . 

.· 

Page 29 of 66 



Exhibit G 
Attachment f 

ELECTRONICINFORMATIONEXCHANGE 
SECURITY REQUIREMENTS AND PROCEDURES 

· : J=:OR 
STATE AND LOCAL AGENCIES . 

EXCHANGING ELECTRONIC INFORMATION WIT.H THE 
SOCIAL· SECURITY ADMINISTRATION. 

Table of Contents 

1. Introduction 

2. Electronic Information Exchange {EIE) Definition 

3. Roles and Responsib ilities 

4 . General Systems Security Standards 

·s. Systems Security Requirements 
5.1 Overview 
5.2· General Svstem Security Design and Operating Environment 
5.3 System Access Control · 
5.4 Automated Audit Trail 
5.5 Personally Identifiable Information CPII) 
5.6 Monitoring and Anomaly Detection 
5.7 : Management Oversight and Quality Assurance 
5.8 Data and Communications Security 
5.9 Incident Reporting 
5.10 Security Awareness and Employee Sanctions· 
5.11 Contractors of Electronic Information Exchange Partners 

6. General--Security Certification and Compliance Review Programs 
6.1 The Security Certification Program 
6.2 Documenting Security Controls in the Security Desian Plan CSDP) . 

6.2.1· When the SOP and RA are Required 
6.3 The Certification Process 
6.4 The·compliance Review Program and Process 

6.5.1 EIEP Compliance Review Participation 
6 .5.2 Verification of Audit Samples 

6.6. Scheduling the Onsite Review 

7. Additional Definitions 

8. Regulatory References 

9. Frequently Asked o'uestions 

10. Diagrams 
Flow Chart· of the OIS Certification Process 
Flow Chart of the OIS Compliance Review Process 
Compliance Review Decision Matrix 

2 

Page 39 of 66 



I 

. •, 

1. Introduction 0 -

Exhibit G 
Attachment I 

. .. ,. 

ELECTRONIC INFORMATION EXCHANGE 
SECURITY REQUIREMENTS AND PROCEDURES 

.: FOR . 
STATE AND LOCAL AGENCIES . 

RECEIVING ELECTRONIC INFORMATION FROM THE 
SOCIAL SECURITY ADMIN~STRATION 

Page 31 of 66 

The Social Security Administration (SSA) is required by law to maintain oversight and assure th~ 
protection of information it has provided to its 'eleCtronic information exchange partners' (EIEP)s. 
~IEPs are entities that have established an electronic information sharing agreement 'filth the 
agency. 

The overall aim of this document is twofold. First, to ensure that EIEPs are properly certified as 
compliant by SSA to SSA security requirements, standards, and procedures expressed in this 
document, prior to being granted access to SSA information in a production environment; second, 
to ensure that EI EPs ad.equately safeguard electronic inform.ation provided to them by SSA. 

This document (which is considered SENSITIVE by SSA and must be handled accordingly), · . 
describes the security requirements which must be met including, SSA's standards and procedures 
wliich must be implemented by outside· entities (state and local agencies) in ord.er to obtain 
information from ·SSA electronica lly . Th is dpcument assists outside entities in understanding the 
criteria that SSA will use when evaluating and certifying the system design; and security features 
used for electronic access to SSA-provided information. It also provides the framework and 
general procedures for SSA's security compliance review program intended to ensure, on a periodic 
basis, conformance to SSA's security requirements by outside entities. · . 

The·addition, elimination, and modification of security. controls, etc. are predicated upon· factors . 
which impact the level of security and due diligence required for mitigat ing risks, e.g., the · 
emergence· of new threats and attack methods, the availability of 'new security technologies, etc. 
System secur ity, requirements (SSR) are, therefore, periodically reviewed and revised. Accordingly, 
qver time, the SSRs may be subject to change .. 

The EIEP must comply with SSA's most current SSRs for access to SSA- provided.data. However, 
SSA wi ll '«ork with its partners In the. EIEPs' resolution of. any defici~ncies which occur subsequent . 

· to previous approval for access as the result of updated SSRs. Additionally, EIEPs may proactively 
ensure their ongoing compliance with the SSRs by periodically requesting the ·most current SSR 
package from their SSA contact and making such. adjustments as may be n'ecessary . 

2, Electronic Information Exchange (EIE) Definition 0 

For discussion purposes herein, EIE is any electronic process in which information under SSA 
control is disclosed to any third party for program or non-program purposes, without the specific 
consent of the owner of that -information. EIE involves individual data t ransactions and data files 
that are processed within the programmatic systems of either or all parties to electronic 
information sharing agreements with SSA. Tnis includes direct terminal access (DTA) to SSA 
systems, batch processing, and variations t hereof (e.g., online query) regardless of the systematic 
method used to accomplis.h the activity or to interconnect SSA with the EIEP·. 
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·The SSA Office of Information Security {OIS) has agency-wide responsibility for interpreting, 
developing, and implementing security policy; providing security and integrity r~view requirements 
for all major SSA systems; managing SSA's fraud monitoring and reporting activities, developing 
and disseminating security training and awareness materials, and providing· consultC)tion and 
support for a variety of agen<;:y initiatives. SSA's security reviews ensure that external systems 
receiving information from SSA are secure and operate in a manner that is consistent with .SSA's 
I nformati'on Technology (IT) securitY policies and In compliance with the terms of electronic 
information sharing agreements executed by SSA and the outside entity. Within the context of 
SSA's security policies and ttle terms of electronic information sharing agreements with SSA's 
EIEPs, OIS exclusively conducts and brings to closure initial secu,rity certifications ·<;!nd periodi~ 
s.ecurity c6mpli~nce .reviews of EIEPs that process, maintain, transmit, or stbre SSA-provided data 
in accordance with pertinent Federal requirements which include the fol lowing (refer to 
References) : 

a. The Federai .I nforinat ion Security Management AQ: (FISMA) requires the protection of "Federal 
Information in contractor systems, Including those systems operated by state and local 
governments". 

b . . SoCial Security Admi.nistration (SSA) policies, standards, procedures( and directiyes. 

Privacy information is information about an individual including, but not limited· to, personal 
identifying information including the social security number (SSN). 

The data (last 4 digits of the SSf'l) provided by SSA to its EIEPs for purposes of the Help America 
Vote Act (HAVA) does not identify a specific individual and, therefore, is not 'Privacy I nformation' 
as defined by the Act. 

However, SSA is diligent In discharging its responsibility for establishing aoorooriate administrative, 
· t echnical, and physical' safeguards to ensure the security, confidentiality, and availability of Its 

records and to protect against any a!lticipate:d threats .or hazards to their·securi ty or integrity. 
. . 

Therefore, although the information provided HAVA is not, by definition, 'Privacy Information' and 
as such, does not require that SSA conduct compliance reviews of entities to which it provides 
information for purposes of HAVA; SSA does require that those organizations adhere to t he terms· 
of their electronic infor:mation sharing agreements with SSA. · . 

SSA regional Data Ex change Coordinators (DECs) are the bridge b~tween SSA and state EIEPs. 
As such, in the security arena, DECs will assist OIS In coordinating data exchange security review 
activit ies with state and lo·cal EIEPs; e.g., provid ing points of contact with state agencies, assisting 
in setting up security reviews, etc. DE<;:s are als·o the first points of contact for states if an · 
employee of a sta.te agency or an employee of a state agency's contractor or agent becomes aware 
of suspected or actual loss of SSA-provided personally identifiable information (PII) . · 

4 . General Systems Security Standards 0 . 

EIEPs that request and receive information electronically from ·s·sA must comply with the following 
general systems security standards concerning access to and control of $SA-provided information. 
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NOTE: EIEPs may not create separate files or records comprised solely of the information 
provid~d by SSA. 

a. EIEPs must ensure that means, methods, and technology by which SSAJprovided information is 
processed, maintained, transmitted, or stored neither prevent nor impede the EIEP's ability to: 

• safeguard the information in conformance to SSA requirements; 

• efficiently investigate fraud, breach, or security events that involve SSA-provlded data, or 
Instances of misuse of SSA-provlded data. · 

For example, utilization of cloud computing may have t he· potential to .jeopardize an EIEP's 
compliance with the terms of .their agreement or SSA's associated system security requirements 
and procedures. · 

b: EIEPs must ensure that SSA--provided data is not processed, maintained, t ransmitted, or stored 
in or by means of data communications channels, electronic devices, computers, computer . · 
networks, .etc. that are located In geographic or virtual areas not subject to U.S. law. · 

c. EI EPs must restrict access to the information to authorized users who need it to perform their 
official dut ies. 

NOTE: Contractors and agents (hereafter referred to as contractors) of the EIEP who 
process, maintain, transmit, or store SSA-provided data are held to. the same security 
requirements as are employees of the EIEP. Refer to the section 'Contractors of 
Electronic Information Exchange Partners; in the 'Systems Security Requirements' for 
additional information. · 

d . . Information received from SSA must be stored in a manner that, at all t imes, Is physica lly and 
electron ically secure from access by_ unauthorize~ persons. 

e. SSA-provided information must be proces~ed under the immediate supervision and control of 
authorized personnel. . 

f. EIEPs must employ both physical and technological safeguards to ensure against-unauthorized 
retrieval o~ _SSA~provided information by means of computer, remote terminal, or other rt:Jea ns. 

g. EIEPs must have in place formal PII incident response procedures. When faced with a security 
incident whether caused by ma!ware, unauthorized acce.ss, software Issues, or acts of nature, · 
etc., EIEP must be able_ to respond in a manner that protects SSA-provided information affected. 
by the inci~ent. 

h. EIEP:S m'ust have an aci:ive and robust employee security awareness program that is mandatory 
for all employees who may have access to SSA-provided,.information. 

i. EIEP e-mployees wit.h access to SSA provided information must be advised of the confidentiality 
of t he informat ion, t he safeguards required to ·protect the information, and the civil and criminal 
sanctions for non-compliance contained in the applicable Federal and state laws. 

j. At its discretion, SSA or its designee, must have the opt ion to conduct onsite ·security reviews 
or make other provisions, to ensure t hat EIEPs maintain adequate security controls to 
safeguard the information we provide. · 
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Following is a discussior.~ of SSA's security· requirements that must be met by its EI'EPs. SSA 
must certify that controls to meet the requirements have been implemented and Working as 
intended, before it will authorize initiating transactions to and from SS.A through batch data 
exchange processes or online processes such a~ State Online Query (SOLQ) or Internet SOLQ. 

The Systems Security Requirements. (SSR)s address ·management, operational, and technical 
aspects of security regarding the confidentiality, Integrity, and availability of Social Security 
Administration (SSA) provided information used, maintained, transmitted, or stored by SSA's 
EIEPs.: 

SSRs are representative of the ·current state-of-the-practice ·security controls, safeguards, and 
countermeasures required for Federal information systems by Federal regulatio.ns <;lnd 
statutes, congressional mandates,· etc., Including but not limited to the Privacy Act of 1974, 
the Federal I nformation Se~u~ity Management. Act (FISMA), etc. and recommended by 
standards and guidelines establlst)ed py NIST, etc. 

5.2 General System·security Design· and Operating Environment 0 
. . . 

The EIEP must provide descriptions and explanations of their overall system <;lesign, 
configuration, security features, and oper.ational environment and include discussions of how 
they conform to SSA's requirements. Discussion· must also Include: · 

• Description of the operating environment(s) in which SSA:-provided data Is to be utilized, 
maintained, and trcnsmltted · 

• Description of the business process(es) in which SSA-provided information i,s to be. us~d 

Physical safeguards employed to ensure that unauthorized personnel cann.ot access SSA­
provided data and that audit information pertaining to use of and access to SSA-provided 
information and ·the EIEP's as.sociated applications.ls readily available · 

Electronic safeguards, methods, and procedures for protecting the E~EP's network 
Infrastructure and for protecting SSA-provlded data while In transit, in use within a 
process or application, at rest (stored or not In use); preventing unauthorized retrieval .of 
SSA-provided information by computer, ·remote terminal, or other means; including · 
descriptions of security software other than access control software (e.g., security patch 

·and anti-malware software installation and maintena.nce; etc.). · 

5.3 System Access Control 0 

EIEPs must utilize and maintain technological (logical) access controls that limit access to 
SSA-pr.ovided information and associated traflsactions and functions to. only t hose users, 
processes acting on behalf of authorized users, or devices (including other information 
sys~ems) authorized for such access based on their official duties or purpose(s). EIEPs must 
employ a ·recognized user access security software package {e.g. RAC-F, ACF-2, TOP SECRET) 

··or a security software design· which is at minimum equivalent to such products. The access 
control software must ut!lize personal identification numbers (PIN) and passwords or 

6 



Exhibit G 
Attachment I Page 35 of 66 

biometric identifiers in combination with the user's system identification code (useriD), etc. 
(e.g., the access control software must employ and enforce (1) PIN/password, and/or (2) 
PIN/biometric identifier, and/or (3) SmartCard/ biometric identifier, etc., for authentication of · 

· users). · · 
. . . 

Depending upon the computing platform (e.g., client/server (PC),· malnframe) and the access 
software implementation, the terms "PIN" and "user system identification code (useriD)" may 
be, for practical purposes, synonymous. For example, the PIN/password combination may be 
required for access to an Individual's PS: after which, the useriD/password combination mQy 
be req·uired for access to a mainframe application. (A biometric Identifier may supplant one . 
element in the pair of those combinations). 

Impler:nentation of the control software must be in compliance with ·recognized industry 
standards. For example, password policies shou ld enforc~ sufficient construction strength 
(length and complexity) to defeat or minimize risk-based identified vulnerabilities, ensure 
limitatiOflS for password repetition; tec.hnicaf controls should enforce periodic password 

· changes based on a risk-based standard (e.g., maximum password age of 30 - 45 days, 
minimum password age of 3 - 7 days), enforce.alJtomatic disabling of user accounts that 
·have been Inactive for a specified period of time (e.g., 45 days); etc. 

EIEPs must have management control and oversight of the function of authorizing individual· 
user access to SSA-provided inforr:nation aQd over the process of issuing and managing 
~ccess control PINs, passwords, bio~etric identifiers, etc. for access to the EIEP's system. 

. . . . 
The EIEPs' systems access rules must cover such matters as least ·privilege and individual 
accountability regarding access to sensitive information and associated transaction~ .and 
functions, control of transactions by permissions modules, the assignm·ent and limitat ion of . 
system privileges, ·disabling accounts of separated employees (e.g., within 24 hours), · 
individual accountability, work at home, dial-up access, and connecting to the Internet. 

5.4 Automated Audit Trail 0 

EIEPs that receive inforr:nation electronically from SSA are required to implement and 
maintain a fully autom.ated audit trail system (ATS). The. system must, at a minimum, be 
capable of creating, storing, protecting, and efficiently retrieving and collecting records 
ide·ntifying the individual user that initiates a request for information from S$A or accesses 
SSA-provided data. At a minimum, individual audit trail records must contain the data · 
needed (including date and time stamps) to associate each query transaction or access to 
SSA-provided information with its initiator, their action~ if any, ~nd the relevant business · 
purpose/process (e.g. , SSN verification for driver license, etc.). l;:ach entry in the audit file 

·must be stored as a separate record, not overlaid by subsequent records. Transaction fi les 
. must be created to capture a!l input from interactive internet applications which access or 
query SSA-provided data. · · 

EIEPs whose t ransactions with SSA are mediated AND audifed by an STC (e.g., State 
Transmission Component} are responsible for ensuring that the STC's audit capabilities meet 
SSA's requirements for an automated audit t rai l system. The EIEP must also establis~ a 
process by which the EIEP is able to efficiently obtain audit information from the STC 
regardi~g the EIEP's SSA transactions. 

Access to the. audit file must be rest ricted to authorized users with a "need to know" and audit 
file data must be unalterable (read· only) and maintained for a minimum of-three (preferably 
seven) years. Information in the ·audit file must be retrievable by an automated method and 
ca.pable of being made available to SSA upon· request. Audit trail records must be backed up 
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on a regular basis to ensure their availability. Backup audit files must have the same level of 
protection as that applied to the original files. · 

If SSA-provi.ded information is retained by the EIEP (e.g., Access databa.se, Share Point, etc.), · 
or if certain data elements within the EiEP's system will indicate to users that the information 
has been ver ified by SSA, the EIEP's system must also capture an audjt trail' re.cord of any 
user who views SSA-provided information stored within the EIEP's system. -The audit trail 
requirements for these Inquiry transactions are the same as those outlined above for the 
EIEP's transactions requesting or accessing informatio(l di_rectly from SSA. 

5.5 Personally I dentifiable Information (PII) 0 

PII is defined as any information which can be used to distinguish or trace an individual 's 
identity, such as their name, social security number, biometric records, etc., alone or when 
combined with other personal or identifying information which is linked or linkable to ·a 
specific individual, such as date and place of birth, mother's malden name, etc. 

PII loss Is defined. as a circumstancE; wherein SSA has reason to believe that information on 
hard copy or in electronic format which contains PII provided by SSA to an EIEP, has left the 
EIEP's custody or has been disclosed by the EIEP to an unauthorized individual or entity. PII 
loss is a reportable in,cident (refer to Incident Reporting). · · 

'If a PII loss involving SSA-provi9ed d(!ta occurs or is suspecteq, the EIEP must be able to 
quantify the extent of the loss and compile a complete list of the individuals potentially 
affected Incident (refer to Incident Reoorting). 

5.6 Monitoring and Anoma~y Detection 0 

The EIEP must establish and/or maintain continuous monitoring of its network infrastructure 
and asset$ to ensure that: · 

• implemented security con.trols continue to be effective over time 

• only authorized individuals, devices, and proces~es have access to SSA-pr.qvided 
information . 

· • efforts by external and internal entities, devices, or processes to perform unauthorized 
actions (i.e . ~ data breaches, malicious attacks, access to network assets, 
software/hardware installations, etc.) are detected as soon as they occur 

. . 
• i:he necessary parties are immediately alerted to unauthorized actions performed by 

externa l and· internal entities, devices, ~r processes 

• upon detection of unauthorized actions, measures are immediately initiated to prevent or 
·mitigate associated risk · 

. • in the event of a data breach or .security incident, the necessary remedial actions cari be 
efficiently determined and initiated · 

• trends, patterns, or anomalous occurrences and behavior in user or network activity that 
may be indicative of potent ial security issues are more 'readily discem2bl~ 
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The EIEP's system must include the capabi lity to prevent employees from browsing SSA 
records (e.g., utilize a permission module and/or employ a system design which is 
t ransaction-driven, whereby employees are unable to initiate transactions). If such a design· 
is used, the EIEP then needs only minim!:ll additional monitoring and anomaly· detection .· 
(detect and monito·r employees' attempts to gain access to SSA-provided data to which they 
are not authorized and attemptS to obtain information from SSA for cl ients not in the EIEP's 
client system). However, measures must exist to prevent circumvent ion of the permission . 
module (e.g., creation of a bogus case ·and subsequently deleting It in such a way that it goes 
undetected) . 

If the EIEP's design does not currently utilize a permission module and is not transaction­
driven, until at least one of these security features is Implemented, the'EIEP must develop · 
and implement compensating security controls to deter their employees from browsing SSA 
records. These controls must include monitoring and anomaly detection features, either · 
systematic, manual, or a combination thereof. Such features must include the capability to 
detect ·anomalies in the volume .and/or type of transactions or queries requested or initiated 
by individuals and include systematic or manual procedures for veri fying that req~ests for and 
queries of SSA-provided Information are in compliance with val id official business purposes. 
The system must also produce reports providing management and/or supervisors with th.e 
capability to appropriately monitor user activity, such as: 

• L)ser ID Exception Reports : 

This type of report captures information about users who enter incorrect user IPs when 
attempting to gain access to the syste(ll or to the transaction that initiates requests for 
information from SSA, including fai led· attempts tq.enter a password. 

• In.qulry Match.Exception Reports: 

Th is type of report captures Information about users who may be initiating transactions for 
SSNs that have no client case association within the EIEP's system (100 percent of 
these cases must be·riwiewed by the EIEP's management). 

• System Error Excepti~n Reports : 

This type of report captures information about users who may not understand or be . 
following proper procedures for access to SSA-provided information. 

• Inquiry Activity Statistical Reports: 

This type of report captures information about transa.ction usage patterns among 
authorized users and is a tool which would enable t he EIEP's management to monitor 
typical usage patterns in contrast to extraordinary usage. 

The EIEP must have a process for distributing these monitoring and exception reports to 
pppropriate local managers/supervisors or to local security officers to ensure th.at the reports 
are used by t hose whose responsibilities include monitoring anomalous activity of users · 
including th~se who have been granted exceptional system r ights and privileges. 

·s.7 Management Oversight and Quality Assur~nce 0 

The EIEP must establish and/or maintain ongoing ~anagemenfoversight and quality 
assurance capabilities to ensure that only authorized employees have access to SSA-provided 
information and to. ensure that there is ongoing compliance with the terms of the. EIEP's 
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electronic information sharing agreement with SSA and the SSRs established by SSA for 
access to and use of SSA-provided dc:ta by EIEPs: The management oversight function must 
consist of one or more of the .EIEP's management officials whose j ob functions include 
responsibility for assuring that access to and use of SSA-provided information is appropriate 
for each employee posit ion type for which access is granted. 

· ·The EIEP must assure that employees granted access to SSA-provided Information receive· 
adequate t raining on the sensitivity of the information, associated safeguards, procedures 
that must be followed and the penalties for misuse. 

Although not required,. it is recommended that EIEPs establish the fo llowing functions arid 
require that they be performed by e.mployees whose job functions are separate from tho~e 
V.tho request or use information from SSA: · 

• . Performing periodic self-reviews to monitor t he EIEP's ongoing usage of SSA-provided 
i nformatiori . 

• · Random sampling of work activity Involving SSA-provlded information to determine 
whether the access c:nd usag.e cor:nply with SSA's requirements. · 

5.8 Data and Communications Secur ity 0 

EI EPs·must encrypt all pn and SSA-provided information when it is transmitted across 
dedicat ed communications circuits between its systems, included in intrastate 
communications among its local office locations, and resident on the EIEP's mobile 
computers/devices and removable media, etc. The encryption method employed must meet 
acceptable standards as designated by the National Institute of Standards and Technology . 
(NIST). The recommended encryption method for securing SSA-provided data during 
transport is the Advanced Encryption Standard (AES) or t riple DES (Data Encryption Standard 
3) if AES is unavailable. Files encrypted for ext ernal users (when using tools such as 
Microsoft WORD encryption, etc.) require a key length of 9 characters. Although not required, 
it is recommended thanhe key (also referred to as a password) contain both a number and a 
special character. However, it is required that the key be delivered in a manner.wherein the 
key does notaccompany the media. Also, the key must be secured when unattended or not 
in use. 

I t is recommended that .the public Internet not .be used for transmission of SSA-provided 
information. If it is, however, I nternet and all other electronic communications (e .g., emails 

. and FAXes) conta ining ssA.:.provided information must, at minimum, ut ilize Secure Socket 
Layer (SS~) and 256-bit encryption protocols or more secure methods such as Virtual Private 
Network technology. Additionally, the data must be·trarismitted only to a secure address or. 
device. · 

EIEPs may retain SSA-prov(ded dc:ta for only the business purpose(s) and period of time 
stipul.ated.in the EIEP's I nformation Exchange Agreement with SSA. SSA-provided · 
information is to be deleted, purged, destroyed, or returned to SSA when the purpose for 
which the information was obtained h(l~ been completed. 

. . 
The EIEP m.aY not save or create sepc:rate files comprised solely of information provided by 

. SSA. The EIEP. m2y, however, apply specific SSA7provided data to the EI EP's matched record 
. (i.e., specified data obtained from SSA which matches t hat in the EIEP's preexisting record). 

Duplication and red isclosure of SSA-provided information with in or outside the EIEP without 
the written approval pf SSA is prohibited. 
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EIEPs must prevent unauthorized disclosure of SSA-provided data after processing has been 
completed and also after the data is no longer required by ttie EIEP. The EIEP's operational 
processes must ensure that no residual SSA-provided data remains on the hard drives of 
users' wo.rkstations after the user has eXited the application(s) in which SSA-pro.vided data 
was utilized. In cases where a PC, hard drive, or other computing or storage device on which 
SSA-provided Information resided will be sent offsite ·from the EIEP for repair and its · 
information must be retrievable, the EI~P's repair contract must include a requirement for 
non-disclosure of SSA-provided data by the servicing vendor. SSA-provided information must 
be ~omplete ly r~move.d from, rendered unrecoverable, or destroyed on any electronic device 
or media (e.g., hard drives, removable storage devices, etc.) prior to the·device or .media 
being serviced by ~n external vendor (When the data need not be recovered), excessed, sold, 
or placed in the custody of another organization. 

To san·itize media, one of the following methods must be used : 

• Overwriting 

Overwrite utilities can only be used on working devices. The media to be overwritten 
must be designed for multiple. reads and writes. This includes d isk drives, magnetic tapes, 
floppies, USB flash drives, etc. The overwrite utility must completely .overwrite the media 
by the purging type of media sanitization to make the data irretrievable by a laboratory. 
attack or laboratory forensic procedures ( refer to Definitio ns for mo.re information 
regarding Media Sanitiz~tion) . . Reformatting the media does not overwrite the ~ata . 

• Degaussing 

Degaussing Is a sa.nltization method for magnetic. media (e,g., d isk drives, tapes, floppies, 
etc.) .. Degaussing· is not effective for purging non-magnetic media {e.g., optical discs). 
Degaussing must be performed with a certified tool designed for the media being 
degaussed. Certification of t he tool is required to ensure that the magnetic flux applied to 

· the media is strong enough to render t he Information irretdevable. The degaussing 
process· must render data on the media irret rievable by a laboratory attack or laboratory 

. forensic procedures ( refer to .Definitions for more information regarding Media 
Sanitization) . 

• Physical destruction 

Physical destruction is t he method which must be used when degaussing or over-writing 
cannot be accomplished (for example, CDs, floppies, DVDs, damaged tapes, hard drives, 
damaged USB flash drives, etc.). Ex(!mples of physical destruction include shredding, 
pulverizing, and burning. 

. . . 
State agencies may ~eta i n SSA-provided data in hardcopy if it is required to fulfi ll evidentiary . 
requirements, provided the agencies retire Sl,!Ch data. in accordance with applicable state laws. · 
governing ·state agencies' retention of records. The EIEP must ensure that p·rint media · 
containing SSA-provided data is controlled to restrict its access to only authorized employees 
who need such access to perform their officia l duties and must have in place secure processes 
by which print media containing SSA-provided data Is destroyed w hen It Is no longer required. 
Paper documents conta ining SSA-provided data must be destroyed by burning, pulpingr 
shredding, macerating, or other similar means that ensures that the information cannot be 
r!?covered. 

NOTE: Hand tearing or lining through documents to obscure information does not 
meet SSA.'s requirements for appropriate destruction of PII). · 
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The EIEP must employ measures to ensure that communications and data furnished to SSA 
contain no viruses or other malware. · 

5.9 !nd~ent Reporting 0 

The EIEP must develop and implement policies and procedures for responding to the breach 
or loss of PII and explain how they conform to SSA's requirements. The procedures must 
include the follo~ing information: · 

If the EIEP experiences or suspects a breach or loss of PI! or a security incident which 
includes SSA-provided data, they must notify the Unite(f States Computer Emergency 
Readiness Team (l)S-CERT) within one hour of discovering the incident . . The EIEP must 
also notify the SSA Systems Security contact named in the agreement, If. within 1 hour 
the EIEP has been unable to make contact with that person, the EIEP must ca!I .SSA 's 
National Network Service Center (NNSC) toll free at 877-697:-4889 (sefect "Security and · 
PI! Reporting" fmm the options list). The EIEP will provide updates as they become 
available to SSA contact, as appropriate. Refer to the worksheet, Attachment 5, 
provided in the agreement to facilitate gathering and organizing information about an 
incident.. · · · . · 

\ 

The EIEP must agree that ifSSA determines that the risk presented by the breach or security 
incident requires the notification of the individuals whose information is involved and/or 
re(Tledial action, the EIEP will perform those actions without cost to SSA. 

5 .10 Securi.ty Awareness and Employe~ Sanctions 0 · 

The EIEP must establl~h and/or maintain an o~going function that Is respons(ble for providing 
~ecurlty awareness training for employees. granted access to SSA-provided information. 
Tra ini.ng .must inclu~e discussion of: 

• . The sensitivity of SSA-provided information and address the Privacy Act and other Federal 
and state laws governing its use and misuse 

• -Rules of behavior concerning use of and security in systems processiflg. S~A-provided aata 

•· Restrictions on viewing and/or copying SSA-provided informatio~ 

• T~·e employees' responsibility for proper use and protection of SSA-provided Information 
including its proper disposal 

• Security incident reporting 'procedures 

• The possible sanctions and penalties for misuse of SSA-provided information. 
. . 

The EIEP must provide security awareness training periodically or. as needed, and have ,in 
place admin istrative procedures for sanctioning employees who' violate laws governing the use. 
and misuse of SSA-provided data through unauthorized or unlawful use or disclosure of SSA-
provided information. · · 

5 .:!,1 Contractors of Electronic Information Exch<;mge Partners 0 
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As previously stated, in The General Svstems Security Standards, .contract.ors of the ElEP 
are ·held to the same security requirements as are employees of the EIEP. As such, the EIEP . 
is res·ponsible for oversight and compli~nce of their contrac;tors with SSA's security 
requirements. The EIEP must be able to provide proof of the contractual agreement between 
itself and its contractors (e.g., copy oftheir contract, etc.) who are authorized .bY the EIEP to 
perform on its behalf ·and who have access to or are involved in the processing, handling, · 
transmission, etc. of information provided to the ·EIEP by SSA. The EIEP must also explain 
the role· of those contractors within the EIEP's operations. . · 

. ' .. . . 
The EIEP must also require that their contractors who will have access to or be Involved in the 
processing, handling, transmission, etc. of information provided to the EIEP by SSA,.sigri an 
agreement with the EIEP that obligates the contractor· to follow the terms of the EIEP's data 

. · exchange agreement with SSA .. The. EIEP must p~ovide its contractors a copy ·of the data 
exchange agreement between the EIEP and SSA and relate.d attachments before any 
disclosure by the EIEP of SSA-provided information to the EIEP's contractor/agent. 

If the EIEP's contractor will be involved with the processing, handling, transmission, etc. of 
information provided to the EIEP by SSA offsite fromthe EIEP, the EIEP must have the · 
contractual option to perform onsite reviews of that offslte facility t o ensure that the following 
meet SSA's requirements: · · · 

.• safeguards for sensitive information 

• computer system safeguards 
. . 

• security controls and measures ta. prevent, detect/ and re.solve unauthorized access to 1 

.use of, and redisclosure of SSA-provlded information 

6. General-- Security Certification and Compliance ·Review Programs 0 

SSA's security certification and compliance review programs are two distinct programs with the 
sa)11e objective. The. certification program is a one-t ime process associated exclusively with an 
EIEP's initial request for electronic access· to SSA-provided information or an initial change to online. 

: access. The certification process entails two rigorous stages intended to· ensure that technica l, 
m·anagement, and qperational security measures implemented by EIEPs fully conform to SSA's 
security requfrements and are working as intended , EI EPs rnust .sati?fy both stages of the . . . 
certification process before s·sA will permit online access to its d.ata (n a production environment. 

The compliance review program1 however,. Is Intended to ensure that the suite of security measures 
implemented by an EIEP to safeguard SSA-provlded data remains in ful l compliance with SSA's 
security standards and requirements. The compliance review program is applicable to online 
access to SSA-provided data as well as batch processes. Under the compliance review program, · 
EIEPs are subject to ongoing periodic security reviews by SSA that are regularly scheduled or ad 
hoc. · 

6.1 The Security Ce.rtification Program 0 

The security certification process applies to EIEPs that see~ online electronic access to SSA 
information and consists of two general phases:. 

• Phase One: The Se.curity Design Plan (SDP) phase wherein a· formal written plan is 
- authored by the EIEP to. comprehensively document its technical and n·on-techn ical · · 
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security controls to safeguard SSA-provided information ·(refer to Documenting Security 
Contro ls in the Securit y Des ian Pla n ). 

NOTE: SSA m ay have legacy EI EPs ( EIEPs not certifie~ under the current 
process) who have not prepared an SOP. OIS strongly recommends that the~e 
EIEPs prepare an SOP. 

The EIEPs' preparation· and maintenance of a current SOP w ill aid them in 
determining potential compliance issues prior to reviews, assuring continued 
compliance w ith SSA's security requirements, and provid ing for more efficient 
security revi ews. 

Phase 2: SSA Onsite Certification phase v,vherein a formal onsite review is conducted· by 
SSA to examine t he fu ll suite of technical and non-technical sec.urity controls implemented 
by the EIEP to safeguard data obtained from SSA electronically (refer to The · 
Certification Process). · 

6.2 Documenting Security Controls in the Security Des ign Pla n ( SOP) 0 

6.2.1 When t he SDP and RA are Required 0 

EIEPs [liust submit to SSA an SOP and a security risk assessment (RA) for evaluation when · 
one or more of the following circUI:nstances apply. The RA must be in an electronic format · 

·and include discussion of the measures planned or implemented tci mitigate risks identified by 
the RA and (as applicable) risks associated with the circumstances below: 

to obtain approval for requested initial access to SSA-provided lnforma~lon for an Initial 
_agreement 

to obtain approval to reestablish previously terminated access to SSA-provided data 

when implemer)tjng a new operating or security platforr:n in which SSA-provld~d data will 
be involved 

. • significant changes to .the !;:IEP's organizational structure, techn ical· processes, operational 
environment , data recovery capabilities, or secur ity implementations are planned or have 
been made since approval of t heir most recent SOP or of their most recent successfully 
completed security review · · 

• one or more security breaches or incidents involving SSA-provided data have occurred. 
since approval of the EIEP's most recent SOP or of their m·ost recent successfully · 
corT)pleted security review · 

• t o document descriptions and explanations of measures implemente.d as the result of a 
data breach or security incident 

• to document descriptions and explanations of measures Implemented to resolve non­
compliancy ·issue(s) 

• when approval of the SOP has been revoked 

TheRA may also be required -if changes (other than those listed above) that may impact the 
t erms of the EIEP's data sharing agreement wi th SSA have occurred. 
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The SDP must be approved by SSA prior to the initiation of transactions andjor 
a ccess to SSA-provided informatiOIJ by the EIEP. 

An SOP must satisfactorily document the EIEP's compl iat:~ce with all of SSA's SSRs in order to 
provide the m inimum level of security acceptable to ·ssA for its EIEPs' access to SSA-provided 
information . · 

. Deficiencies identified through the·eyal.uation of the SOP must be corrected bY the EIEP and a 
revised SOP which Incorporates descriptions and ·explanations of the measures Implemented 
to el iminate the deficiencies must be submitted. Until the deficiencies have been corrected · 
and documented in lts SOP,. and the SOP is approved, the EIEP will not be granted access to 
SSA-provided information or certified for electronic receipt of the information. The progress 
of corrective implementation(s) must be communicated to SSA on a regular basis. If, within a 
reasonable time as determined by SSA, the EIEP is unable to rectify a deficiency determined 
by SSA to present ·an untenable risk to SSA-provided information or the agency, approval of 
the SOP wi ll be withheld. 

If, at any time subsequent to approval of its SDP .the EIEP is found to be In non-compl iance 
with one or more SSRs, SSA may revoke approval of the EIEP's access to SSA-provided data. 
A revised SOP which incorporates descriptions and explanations of the measures implemented . 
to resolve the non-compliance issue(s) must be submitted . The progress of corrective 
implementation(s) must be communicated to SSA 'on a regular basis . Until resolution of the · 
issue(s) has been accomplished and documented in its SOP; and the SOP is approved, the 
EIEP will be in non-compliance with SSA's SSRs. If, within a reasonable time as deter1_11ined 
by SSA, the EIEP is unable to rectify a deficiency determined by SSA to present an untenable 
risk to SSA-provided information or to SSA, approval'of the SDP wi ll be withheld and the flow 
of SSA-provided information to the EIEP may be discontinued. 

NOT/;: EIEPs that function only as an STC, transferring SSA-provided data to other 
EIEPs must, per the terms of their ' agreements with SSA, adhere to SSA's System 
security Requirements (SSR) and exercise their responsibilities regarding 
protection Qf SSA- provided information. 

· 6 .3 Th~ Certif!catio,n _!Jroces~ 0 

Once the EIEP has successfully satisfied Phase 1, SSA will conduct an onsite certification 
review. The objective of the onsite review will be to ensure by SSA's exa·mlnatlon and the 
EIEP's demonstration that the non-technical and technical controls implemented by the EIEP 
to safeguard Social· Security-provided data from misuse and improper disclosure .are fully 
functioning and working as int~nded . · · . . · ·: 

At its discretion; SSA may. request that the I;IEP participate in an onsite .review and 
compliance certification of thei r security infrast ructure and implementation of SS,A.'s security .. 
requirements. 

The onsite review may address any 'or all of SSA's security requi rements and Include, where 
appropriate: · · 

• a demonstration of the EIEP's implementation of each requ iremen-t 

• random sampling of audit records' and transactions submitted to SSA 
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• a walkthrough of the EIEP's data center to observe and document physical security 
safeguards 

• a demonstration of the EIEP's implementation of electronic exchange of data with SSA 

• discussions with managers/supervisors 

• examination of management cohtrol procedures and reports (e.g., anomaly detection 
reports, etc.) · 

• demonstration of technical tools pertaining to user access control and, if appropriate, 
bro~sing prevention, specifically: 

o If the design is based on a permission module or similar design, or is transaction 
driven, the EIEP will demonstrate how the system triggers requests for informa~ion 
from SSA. 

o If the design is based on a permission module, the EIEP will demonstrate the process 
by which requests for SSA-provided information are prevented for SSNs not present in 

. the· EIEP.'s system (e.g.; by attempting to obtain information from SSA using at least · 
one, ·randomly created, fictitious number not known to the. EIEP's system). 

During the certification rev!ew, SSA, or a certifier acting on its behalf; may n:iques~ a 
demonstration of the system's audit trail and retrieval capability. Tne certifier may ·request a 
demonstration of the system's capabil ity for t racking the activity of employees that are 
permitted to view SSA-provided information within the EIEP's system. Additionally, the 
certifier may request those EIEPs whose tr.ansactions with SSA are meoiated AND audited by 
an STC to demonstrate the process(es) by which the EIEP obtains audit information from the 
STC regarding the EIEP's SSA transactions. · 

EIEPs whose transactions with SSA are mediated AND audited by an STC will be required to . 
· demonstrate both their own in-house audit capabilities AND the process(es) by whi~h the EIEP 

obtains audit information from the ST~ regarding the EIEP's transactions with SSA. 

If the EIEP employs a contractor who will be involved with the processing, handling, 
transmission, etc. of the EIEP's SSA-provided information offsite from the EIEP, SSA, at its 

· discretion, may include in. the onsite certification review an onsite inspection of the 
contractor's facility. The inspectfon may·occur with or without~ representative of the EIEP. 

Upon successful completlcl) of the onsite certification exercise, SSA wil l authorize electronic 
access to production data by the EIEP. SSA will provide written notification of its certification 
to the EIEP as well as air appropriate internal components. 
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The following is a high- level flow chart of t he OIS Certification Process: 0 

6.5 The Compliance Review Program a nd Process 0 
. . . 

Page 45 of 66 

Similar to the certification process, the compliance review program entails a rigorous process . 
intended to ensure that EIEPs current ly receiving electronic Information from SSA are ·in· full 
~ompl iance with the Agency's security requirements and standards. As a practice, SSA 
attempts to condup: compliance reviews fol lowing a 3 t b 5 year periodic review schedule .. 
However, as cir~umstances warrant, a review may take place at anytime. Three prominent 
examples that wo~,Jid trigger an ad hoc review are: · 

• a significant change in.the outside EIEP's computing platform 

• . a violation of any of SSA's systems security requirements 

• an unauthorized disclosure of ~SA Information by the EIEP 

: 

17 . 



Exhibit G. 
Attachment I Page 46 of 66 

. . 
The following is a high-level flow chart of the OiS Compliance Review Process: 0 

SSA may, at its discretion, conduct compliance revievys onsite at-the EIEPs' site, including a 
f ield office location, if appropriate. 

·ssA may, also at its discretion, request that the EIEP ·participate in an onsite compliance 
revi~w-~f their ~e~urity infr~structure an~ impl_er:nentat_ion of SSA'~ security re~uirements . .. 

. The onsite review may address any or all of SSA1S security requirements and Include, where 
appropriate: · 

. . 
· • a demonstration of t h_e EIEP's implementation of each requirement 

• random sampling of audit records and transactions submitted to SSA 

• a walkthrough of the EIEP/s data center to observe and document physica l security 
s9fegua·rds · 

• a demonstration of the EIEP1
S implementation ?f online exchange of data with SSA 

• discussions·with ~anagers/supervisors 

• examination of management control procedures and reports (e.g., arJQmaly detection 
reports, etc.) 

18 



Exhibit G 
Attachment I · Page 47 of 66 

• demonstration of technical tools pertaining to user acc;ess control and, if appropriate, 
browsing prevention, specifically: 

o If the design is based on a perf!!ission module or similar design, or is transaction 
driven, the EIEP will demonstrate how the system triggers requests for information · 
from ?SA. 

o If the design is based. on a perm.ission module, the EIEP will demonstrate the process 
by' which requests for SSA-ptovided inforl1}ation are preventet;l for SSNs not present in 
the 'EIEP's system (e.g·.; by -attempting to obtain information from SSA using at least . 
one, randomly created, fictit ious number not known to the EIEP's system): · 

. . . 
. . 

SSA may also, at its discretion, perform an ad hoc onsite or remote review for reasons 
including but not limited to the following:. · 

• the EIEP has e~perienced a security breach or incident involving SSA~provided dat~ 

• the EIEP has Ul}resolved non-compliancy lssue(s) 
. . 

• to review an EIEP's offsite (relative to the EIEP) contractor's facilities involving SSA-
provided data · · 

·• .· the EIEP is a legacy organization that has not yet been through SSA's security certification 
a·nd compliance review programs 

• the EIEP has requested that an IV & V (Independent Verification and Validation review) t:ie 
performed by SSA : 

During the compliance review, SSA, or a certifier a~ting on Its behalf, may request a 
demonstration of the system's aucjit trail arid retrieval capability. The certifier may request a 
demonstration of the system's capability for trac)<in.g the activity of employees that are 
'permitted to view SSA-provided information within the EIEP's system. Additionally, the 
·certifier may request those EIEP.s whose transactions with SSA are mediated AND audited by 
an STC to demonstrate the process(es) by which the EIEP .obtains .audit information from the 
STC reg·arding the EIEP's SSA transactions. 

EIEPs.whose transactions with SSA are mediated AND audited by an STC may be required to 
demonstrate both their own in-house audit capabilities AND the process(es) by which th.e EIEP 
obtains audit information from the STC regarding the EIEP's transactions with SSA. · 

If the EIEP employs a contractor who will be- involved with the processing, handling, 
transmission, etc. of the EIEP's SSA-provided information offsite from the EIEP, SSA, at its 
discretion, may include in the onsite complia·nce ·review an onsite inspection of the 
contractor's facility. The inspection may occur with or without a repre.sentative of the EIEP. 
However, manpower limitations or fiscal constraints could drive an alternative approach, such 
as teleconferencing. In any event , the format of the review in routine circumstances (i.e., the 

. compliance review is not being conducted to address a special circumstance, such ·as a 
disclosure· vioiation, etc.) will generally consist of reviewing and updating the EIEP's 
compliance with the systems security requirements described above In th is document. ·At the 
conclusion of the review, SSA will issue a formal report to appropriate EIEP personnel. 
Findings and recommendations from SSA's compliance review; if any, will be discussed In its 
report and monitored for closure. · · 
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NOTE: Documentation provided SSA by the EIEP for compliance reviews is 
considered sensitive and is, therefore, handled accordingly by SSA. E.g ., the 
information is access ible to only a!Jthorized individuals who have a nef?d for th f;l 
inform ation as it relates to comp1iance of th e EIEP with its electronic information 
sharing agreement" with SSA and SSA 's associated system security r equirements 
and procedures. Additionally, the EIEP's documentation is re tained for only as long 
as required and is deleted, purged, or destroyed when the r equirement for which · 
the information was obtained has expirecJ.. 

The following is a high- level example of the analysis that aids in making preliminary decisions 
as to which review format may be most appropriate. Various additional factors may also be 
factored in determining whether SSA· performs an onsite or remote compliance review. 

• High/Medium Risk Criteria 
o undocumented dosing of prior review finding(s) . 
o Implementation of technical/operational controls that impact security of SSA provided · 

data (e.g., implementation of new data access method, etc.) 
o reported PI! breach · 

• Low .Risk Criteria 
o no prior review finding(s) or prior finding(s) documented as closed 
o no implementation of technical/operational controls that impact security of SSA provided 

data (e.g., implementation of new data access method, etc.) 
o no reported PII breach · 

6.5.1 EIEP Co m pliance Review Part!dpation 0 

During the compliance review SSA may request to meet with the following : 

• a sample of managers and/or supervisors responsible for enforcing and monitoring 
ongoing compliance to security requirem~nts and procedures to. assess their level 
of training to. monitor their ·employee's use of SSA-provided information, and for 
reviewing reports and taking necessary action 

• 

• 

the individuals responsible for security awareness and employee sanction functions 
and Tequest an explanation ·of how these responsibilities are performe·d . 

a sample of the EIEP's employees to assess their level of training and 
understanding of the requirements and potential sanctions applicable to the use 
and misuse of SSA-provided information 

. . . 
the. individual(s) responsible for management oversight and quality assurance . 
fun~ions. and request a description of how these responsibilities· will be carried out 

• additional individuals as deemed appropriate by SSA 

6.5.2 Verification of Audit Samples 0 

Prior to or during the compliance review, SSA will ·present to the EIEP a sampling of 
t ransactions previously submitted to SSA for verification. The EIEP is required to 
verify whether each transaction was, per the terms of their agreement with SSA, 
legitimately submitted by a user authorized to do so. 
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The EIEP must provide SSA a written attestation of the resu lts of the EIEP's review of 
the transactions. The document must provide: 

• confirmation for each sample transaction located in the EIEP's audit f ile(s) and 
determined to have been submitted by its employee(s) for legitimate and 
authorized business purposes · · 

• an explanation for each sample transaction located In the EIEP's audit file(s) 
determined to have been unauthorized 

• an explanat ion for. each sample transaction not found in the EIEP's ATS 

When the sample transactions are provided to the EIEP, det ailed inst ructions will be 
included. Only an official responsible for the EIEP. is to provide the attestation. 

6.6 Scheduling·the Onsit e Review 0 
. . 

The SDP must be approved before its associated onsite review is scheduled. Notification of 
the approval of a plan will be sent via email . Although there is no prescribed .time frame for: 
arranging the subsequent onsite review (certification review for an EIEP requesting initial 
access to SSA-provided informatioll for an initial agreement or compliance review for. other 
EIEPs), unless there a.re compelling circumstances preci!Jding it, the onsite revi ew will follow · 
as soon as reasonably possible. · · '. , 

However, the scheduling of the onsite review may depend on additional factors including: 

• the reason for submission of a plan 

• the severity of secu_rity Issues if any · 

• circumstances of'the previous review if any 

·• SSA workload considerations 

. Although the scheduling of the .review is contingent. upon .. approva l of the SOP, ill extreme 
Circumstances, S$A may, at its discretion, perforni an onsite review prior to approval if . 
determined necessary by SSA for completion of t~e evaluation of a plan. 

. . . . 
(THE REST OF THIS PAGE HAS BEEN LEFT B~ANK INTENTI'ONALL Y) 
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Back Button: . . 
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Refers to a· button on a web browser's toolbar, the backspace button on a ·computer keyboard, a 
progr?mmed keyboard button or mouse button, etc., that returns a user to a previously visited 
web· page or application screen. · · 

Breach: 
Refers to actual loss, loss of control, compro.mise, unauthorized disclosure, unauthorized 
acquisition, unauthorized access, or any similar term referring to situations where pers.ons other 
than authorized users and for other than authorized purposes have access or potential access to 
PI~ or Covered Information, whether physical, electronic, or in spoken word or recording. 

Browsing: · · 
Requests for or queries of SSA-pn:>Vided data for purposes not related to the performance of official 
job duties.· ·. · 

Choke Point: . 
The firewall between a local network and the Internet Is considered a choke point In network 
security, because any attacker would have to come through that channel, which is typically 
protected and monitored.· · · · 

·Cloud Computing: 
The term refers to" Internet-bas.ed computing and is derived from the cloud drawing representing 
the Internet in computer network diagrams. Cloud computing providers deliver on-demand online 
comput ing resources (e.g., services; software applications, data storage, and information) 
accessible to thei r cus~omers by means of a web service or browser. 

Cloud Drive : 
A cloud drive is a· yYeb-based servi~e. that" provides storage space on a remote se·rv~r.-

CioudAudit: 
CloudAudit is a S;:Jecification that provides cloud computing service providers a standard lf!ay to 
present and share detailed, automated statistics about performance and security. 

Commingling: · 
:rhe process .by which qn EIEPadjoins specific SSA-provided data. to specific preexisting EIEP 
information according to a particular data-matching scheme. 

Degaussing: 
Degaussing is the method of using a degausser (i.e., a device that generates a magnetic field) in. 
order to disrupt magentically recorded information. Degaussing can be effective for purging 
damaged media and media with exceptionally large storage capacities. Degaussing is not effective 
for purging non-magnetic· media (e.g.,. optical discs) . 

Dia!-up: · · 
Sometimes used synonymously with dial-in, refers to digital data transmission over the wires of a· 
local telephone network. 

Function: . . 
One or more persons or organizational components assigned to serve a particular purpose, or 
perform a particular role. Also, the purpose, activity, or role assigned to one or more persons or 
organizational components. · · · 
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Hub: 
As it relates to electronic data exchange with SSA, a hub is an organization which performs as an 

. electronic information distribution and/or collection point (and may also be referred to as a State. 
Transmission Component or STC). ·· · 

ICON: . 
Interstate Connection Network (various entit_ies use 'Connectivity' rather than 'Connection') 

IV&V: 
Independent Verification and Va.lidation 

Legacy System: . 
A term usually referring to a corporate or organizational computer system or network that utilizes 
outmoded programming languages, software, and/or hardware that typically no longer receive · 
support from the original vendors or developers. 

Manuaf Transaction: . 
An operation (also referred to as a 'user-initiated transaction') which Is Initiated at the volition of a 
user rather than system-gene·rated within an automated process. 

Exampie: A user enters a client's information including the client's SSN on an input screen an·d 
presses the 'ENTER' key to acknowledge that input of data has been completed. A new screen 
appears with mult iple options ·which include 'VERIFY SSN' .and 'CONTINUE'. The user has the 
option to verify the client's SSN or perform alternative actions. 

Media Sanitization: 

• Disposal: Refers to the discarding (e.g·., ~ecycllng) of media that contains .no sensitive or 
confideni:fa l data. · 

• Clearing : This type of media sanitlz13tion is considered to be adequate for protecting 
. information from a robust keyboard attack Clearing m·ust prevent retrieval of Information by 

data, disk; or file recovery utilities. Clearing must be resistant to keystroke recovery attempts 
executed from standard input devices and from qata scavenging tools . For example, 
overwritin.g is an acceptable method for 'clearing media. Deleting items, however, is not 
sufficient for cl.earing. · 

I .. This process may include overwriting a!l addres~able locations of the data, as vyell. as its logical 
storage location (e.g., its file allocation table). The aim of the overwriting process is to replace· 
or obfuscate existing infqrmatlon with random data. Most rewriteable media may be cleared by 
a single overwrite. This method of sanitizat ion cannot be utilized on unwriteable or damaged 
media. · · · 

Purging : This type of media sanitization is a process that protects information from a 
laboratory attack. The terms. clearing and purging are sometimes considered sy_ilonymous. 
However, for some media, clearing is not sufficient for purging (i.e., protecting data from a 
laboratory attack): Although most rewriteable media may.be cleared by a single overwrite, 
purging may require. multip.le rewrites using different characters for each. write cycle .. 

This is because a ·laboratory attack involves threats with the capability to employ non-standard 
assets (e.g., specialized hardware) to attempt data recovery on media outside of that media's · 
normal operating environment. . 

Degaussing is. also an example of an acceptable method for purging magnetic media. If purging 
media is not a·viable method for sanitization, the media should be destroyed. 
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Destruction: Physical destruction 'of media is th'e most effective form of sanit ization. Methods 
of destruction include burning, pulverizing, and shredding. Any residual medium should .be able 
to wit~stand a laboratory attack. · 

Permission module: 
A.utility or subprogram within an application which automatically enforces the relati onship of a 
request for or query of SSA-provided aata to an authorized process or transaction legitimately 
initiated; e.g., verification of an SSN for issuance of a driver license which can be t riggered only 
automat ically from within a state's driver license application, ·requests for information from SSA by · 
an EIEP's employee which cannot be In itiated unless the EIEP's cl ient system has a record 

·containing t he.SSN of the individual for which information Is sought, etc . 

Screen Scraping: 

Screen scraping is normally associated with the programmatic collection of visual data from a 
source. Originally, screen scraping referred to the practice of reading text data from a computer. 
display terminal'_s screen. This was generally done by reading the terminal's memory through its 
auxiliary port, or by connecting the terminal output_ port of on~ computer system to an Input port 
on another. The term screen scraping Is .also commonly used to refer to the bi dl r~ctional exchange 
of data. · 

A screen scraper might connect to a legacy system via Tel net, emulate the keystrokes needed to 
·navigate the !egacy user i nt~rface, process the resulting display output, extract the desired data, . 

. · and pass_ it on to a modern system. · · · 

More modern screen scra-ping techniques include capturing the bitmap data from a· screen and 
ru·nning it through an-optical cha-racter reader engine, -or in the case of graphical user interface 
applications, querying the graphical controls by programmatically obtain ing references to their 
underlying programming objec~s. 

Security Breach : 

An act from outside an organization that bypasses or contravenes security policies~ practices, or 
procedures: 

Securit y I ncident: 

- - · - ·- · A fact or event-which-signifies the possibility that- a breach--of security may be taking place; or may . 
have taken place. All threat~ are security incider]ts, but not all _securify Incidents are t hreats. 

Securit y Violation: 

An act f rom within an organization that bypasses or contravenes security pqlicies, practices·, or 
procedures. · 

Sensitive data: 

I nformation such as PII and information provided by $SA to an EIEP, the lossi misuse, or 
unauthorized access to or modification of which, could adversely affect the nationa l interest 'or the 
conduct of Federal programs, or'the priVilCY to which individuals are entitled under 5 U.S.C. Section 
552a (the Privacy Act), but that has not been specifically authorized under criteria established by 
an Executive Order or an Act of Congress to be kept classified in the interest of national defense or 
foreign policy but is to be protected in accordance with the requirements of the Computer S~curity . 

· Act of 1987 (P.L.l00-235). · · · · 
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SMDS (Switched Multimegabit Data Service (SMDS): . 
SMDS is a telecommunications service that provides connectionless, high- performance, packet­
switched data transport. Although not a pro~ocol, it .supports standard protocols and 
communications interfaces using current technology. 

SSA-provided data/information: 
Synonymous with 'SSA-supplied data/information', defin~s information under the control of SSA 
provided to an external entity under·the terms of an Informat ion exchange agreement with SSA. 
The fo llowing are examples of SSA-provided d<;Jta/informat lon information: . . . . . . 

SSA's response to a request from an EIEP for information from SSA (e.g"· date of death) 

SSA's response to a query from an EIEP for verification of an SSN 

SSA da.t a/informat ion: 
This is term, sometimes used interchangeably wi~h ' SSA-provided data/information',· denotes 
information under the control of SSA provided to an external entity under the terms of an 
information e.xchange agreement With SSA. However, 'SSA data/Information' also ·includes 
information providecj to the EIEP by a source other than SSA, but which Js attested by the EIEP to 
have been verified by SSA, or is coupled with data from SSA as to the accuracy of the information. 
The following an:,! examples of ~SA information: · · · · . . 

SSA's response to a request frol!l an ·EIEP for infomiation from SSA (e.g., date of death) 

• SSA's response to a query from ·!'ln EIEP for veri0cati.on ofan SSN · 

• Display by the EIEP of SSA's response to a query for veri fication of an SSN and the 
associated SSN provided by SSA · · 

• Display by the EIEP of SSA's response to a query for verification of an SSN and. the 
associated SSN provided to the EIEP by a source other t han SSA 

·• Electronic records that contain only SSA's response to a query for verification ·of an SSN 
and the associated SSN whether p rovided to the EIEP by SSA or a source other. than SSA . . 

SSN: 
S.ocial Sec.urity Numbe~ .. 

. ·sTc: 
A.State Transmission Component is an organization wh ich performs as an electronic Information 
distrlbutj on. and/or collection point for one or more· other entitles (and may" also be referred to as a 
hub). 

System-generated transaction: 
A transaction automatically triggered by an automated system process. ·. . 

Example : A user enters a client's ·information including the cl ient's SSN on an input screen and 
presses the 'ENTER' key to acknowledge that input of data has ·been completed. An automated 
process then matches the SSN against the user's organization's database and when no match Is 
found, automatically sends an electronic-request for verification of the SSN to SSA. 

Systems process: . . 
Refers to a software program module that runs in th~ background within an automated batch, 
online, or other process. 
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This term pertains to an entity (person or organization) provided access to SSA-provided 
information by an EIEP or other SSA busine$s partner for which one or more of the following apply: 

• is not stipulated access to SSA-provided data by an information-sharing agreement between 
an EIEP and SSA . 

• has no information-sharing agreement with SSA · 
• is not directly authorized by SSA for access to SSA-provided data 

Transaction-driven: 
This term pertains to an automatically initiated online query of or request for SSA Information by· 
an automated transaction process (e.g., driver license issuance, etc.) . . The query or request will 
only occur: if prescribed conditions are met within t.he aut?mated process. 

Uncontrolled transaction: 
This term pertains to a transaction that is not co-ntrolled by a permission module (i.e.,· not subject 
to a systematically enforced relati onship to an authorized process or application or an existing 
cl ient record) , · · · 
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Federal Information Processing Standards (FIPS) Publications. 

Federal I nformation Security. Managem~nt Act of 2002 (FISMA) 

Homeland Security Presidentia l Di rective (HSPD-12) 

National Institute of Standards and T~chnolo.gy (NIST) Special Publications 

Page 55 of 66 

Office of Management and Budget (OMB) Circular A-123, Management's Responsibility for Internal 
Control . 

Office of Management and Budget (OMB) Circu,lar A-130, Appendix III, Management of Federal 
Information Resources · 

Office of Management and Budget (OMB) Memo M-06-16, Protection of Sensitive Agency 
Information, June 23,· 2006 -

Office of Management and Budget (OMB) Memo M-07-16, Memor~mdum for the Heads of Executive 
Departments and Agencies, May 22, 2007 · · 

. . 
Office of Manag·ement and Budget (OMB) Memo M-07-17, Safeguarding Against ·anr;J Responding to 
the Breach of Personally Identifiable Information, May 22, 2007 

Privacy Act of 1974 
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(Click links .for answers or additional i.nformation) 

1. Q: What is a breach of data? . 
A: Refer also tp Security Breach; Security Incident,. and Security Violation. 

2. Q: What is employee browsinai 
A: Click ·hyperlink 

3. Q: Okay, so the SDP was submitted. Can the Onsite Review be scheduled now? 
A: Refer to Scheduling the Onsite Review. 

4. Q: What is a 'Permission Module'? 
A: Click hyperlink 

5. Q: What is meant by Screen Scraoinq? 
A: Click hyperlink 

6. Q: When does an SDP have to be submitted? 
A: Refer to When the SDP and RA are Required. 

. . 
7. Q: Does an SDP have to be submitted when the agreement is renewed? 
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A: The SDP does not have to be submitted because the agreement between the EIEP 
and SSA was renewed . There are, however, circumstances that require an SDP to be 
submitted. Refer to When the SDP and RA are Reauired. 

8. Q: Is It acceptable to save SSA data with a verified indicator on a (EIEP) workstation as 
long as the hard drive is encrypted? If not, what options does the agency have? 

A: There is no problem with an EIEP saving SSA-provided information to the encrypted 
hard drives of computers processing the data provided the Information is retained only 
as provided for In the EIEP's data-sharing agreement With SSA: Refer to· Data and 
Communications Security-. · 

. . . . 
9. Q: I s caching of SSA-provided data on EIEP workstations allowed? 

A: Caching during processing is not a problem. However·, SSA-provided data ·must be 
cleared from the cache when the user exits the application in which the data was ·used 
or accessed . Refer to Data and Communications Secur ity. · 

·10. Q: What is mea.nt by "interconnections to other systems"? · . 
· A: As used .In SSA's system security requi rements document, the term "interconnections" 

is synonymous with "connections". 

11. Q: Is it acceptable to submit the SOP as a PDF file? · 
A: No, It is not. · · 

12. Q: Should the SDP be written from the standpoint of my agency's SVES access itself, or 
from the standpoint of access to ·all data provided to us by· SSA? 

A: The SDP is to encompass your agency's electronic access to SSA-provided data as per 
the electronic data sharing agreement between your agency and ssA. Refer to 
Develoolnq the SDP. 

·is. Q: Does having a "transaction-driven" system mean that employees cannot Initiate a 
query to SSA and that a permission module is not needed? · 

A: Not necessarily. "Transaction driven" basically means that queries, etc. are submftted 
automatically (and it mlght depend on the transaction) . Depending on the system 
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implementation, queries might not be automatic or, if they are, manua l transactions 
might still be permitted (for example, when something needs to be corrected) . Also, · 
even if a "transaction-driven" system is implemented in such a way"that manual . 
transactions cannot be performed, if the system does not require the user to be in a 
particular appl ication and/or the query to be fo r an existing record in the EI EP's 
system before the system will allow· a query to go through to SSA, it would still need 
a permission mo.dule. · 

16. Q: What is an Onsite Compliance Review? . . 
A; The Onsite Compl iance Review is· the process. wherein SSA performs periodic site visits 

t o its Electronic Information Exchange Partners (EIEP) to certify whether the EIEP;s 
technical, managerial, and operational security measures for protecting data obtained 
electronically from SSA continue to conform to the terms of the EIEPs' data sharing 
agreements with SSA and SSA's associated system security requirements and· 
procedures. Refer to the Como!iance Review Program and Process. · 

17.. Q: What are the criteria for performing an ·onsite Compliance Review? 
A: The fol lowing are criteria for performing the Onsite Compl!ance Rev.iew : 

• EIEP init iating new access or new access method for obtaining information from 
SSA 

• EIEP's cyclical review (previous review was performed remotely) 

• . EIEP has made significant change(s) in its operating or ~ecurity platform involving 
SSA-provided data 

• EI EP experienced a. breach of SSA-pro.viaed personally identifying information (PII) 

• EIEP has been determined to be high-risk 

Refer ;3lso to the Review Determination Matrix, 

18. Q: What is a Remote Compliance Review? 
A: The Remote Compliance Review is the process wherein SSA conducts periodic 

meetings remotely (e.g., .via conference calls) wit h its EIEPs to determine wh.ether the 
EIEP's technical, managerial, and operational security measures for protecting data 
obtained electronically from SSA continue to conform to the terms of the EIEPs' data 

· ·sharing agreements with SSA and SSA's assoCiated system security requirements and 
procedures. Refer to the Compliance Review Proaram and Process. 

19. Q: What are the. criteria for pe·rformlng a Remote Compliance Review? . 
A: Each of the following criteria must be satisfi.ed for performing the Remote Compliance 

Review: 

.. 
• 

• 

• 

EIEP's cyclical review (previous review was performed onsite without findings or 
issues for which findings were cited have been· satisfactorily resol.ved). 

EIEP has made no significant change(s) in its operating or security platform 
Involving SSA-provid~d data . 

EIEP has no~ e':(perienced a breach of SSA-provided personally identifYing 
information (PII) since its previous compliance review. 

EIEP has been determined to be low-risk 

Refer also to the Review Determination tvtatrix 
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Worksheet for Reporting Loss or.Potential Loss of Personally Identifiable 
Information 

1. Information about the individual ~aking the report to the NCSC: 
. . 

Name: I . 
Position: I 
Deputy Commissioner Level Organization: I 
Phone Numbers: . . . 

Work: I I Cell: I I Home/Other: I 
E-mail Address: I 
Check one of the following: 

Management Official . I I Security Officer ·1 I Non-Management 

. . . 
2. Information about the data that was lost/stolen: 

Describe what was lost or stolen (e.g., case file, MB~ data) : 

. ·which element(s) ofPII did the data contain? 
Name Bank Account Info 
SSN . MedicaVHealth Information 
Date of Birth BenefitPaymentfufo 
Place of Birth Mother's Maiden Name 
Address Other (describe): 

Estimated volUllle of records involved: 

3. How was the data physically stored, packaged and/or contained? 
Paper or Electronic? (circle one): 

If Electronic, what type of device? 
Laptop Tablet Backup Tape · Blackberrv 

09121106 

1 

[ 
Workstation Server CD/DVD Blackberry Phone # 
Hard Drive Floppy Disk USB Drive 
Other (describe): 
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Additional Questions ifElectronic: 

a. Was the device encrypted? 
b. Was the device password protected? · 
c. If a laptop or tablet, was a VPN SmartCard lost? 

Cardholder's Name: 
Cardholder's SSA logon Pm: 
Hardware Make/Model: 
Hardware Serial -Number: 

Additional Questions ifPaper: 

a. Was the information in a locked briefcase? 

Yes No 

Yes No 

b. wa·s the information in a locked cabinet or drawer? 
c. Was the information in a locked vehicle~? 
d. Was the information redacted?. 
e. Other circumstances: 

. . 

09/27/06 

·Not Sure 

Not Sure 

4. If the employee/co~traCtor who was in possessio_n of the data or to whom the 
data was assigned is not the person making the report to the NCSC (as listed in 
#1), information about this employee/contractor: · 

Name: I 
Position:. I 
Deputy Comniissioner Level Organization: I 
Phone Numbers: 

.. Work: I ···· · ·-· . I Cell: T . . . ... . -I· Home/Other: T . . . . 

E-mail Address : I 

5. Circumstances of the loss: 
a. When was it lost/stolen? 

b . . Brief description of how the loss/theft occurred: : 

. . 

c. When was it reported to SSA management official (date and time)? 

6. Have any other SSA components been contacted? If so, who? (Include deputy 
commissioner level, agency level, regional/associate-level component names) 
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ATTACHMENTS 09/27/06 

7. Which reports have been ·filed? (include FPS, local polic~, and SSA reports) 

· Report Filed Yes I No Reoort Number 
Federal Protective Service - I 
Local Police . I 

I Yes No 
SSA -3114 (Incident Alert) -· I 
SSA-342 (Report of Survey) I 
Other (describe)" 

8. Other pertinent ·information (include actions under way, as wel;I as any _contacts · 
with other agenc;ies, law enforcement or the press) : · 

... . -:. ... 
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RECERTIFICATION OF THE COMPUTER MATCHING AGREEMENT 
BETWEEN 

THE SOCIAL SECURITY ADi'viiNISTRATlON (SSA) 
AND 

THE HEALTH AND HUMAN SERVICES AGENCY OF CALIFORNIA 
(STATE AGENCY) 

SSA Match #6003 
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Under the app licable provisions of the Privacy Act of 1974, amended by the Computer Matching 
and Privacy Protec tion Act (CMPPA) of 1988, 5 U.S.C. § 552a(o)(2), a computer matching 
agreement will remain in effect for a period not to exceed 18 mon ths. Within 3 months prior to 
the expiration of such computer matchi ng agreement, however, the Data Integrity Board (DIB) 
may, without additional review, renew the computer matching agreement for a current, ongoing 
matching program for a pe riod not to exceed 12 additional months if: 

I. such program will be conducted without any changes; and 

2. each party to the agreement certifies to the DIB in wri ting that the program has been 
conducted in compliance \vith the agreement. 

The following match meets the conditions for renewal by this recert ification: 

I. TITLE OF MATCH: 

Computer Matchin·g and Privacy Protection Act Agreement Between the Social Security 
Administration and the Health and Human Services Agency of California (Match #6003) 

II. PARTIES TO THE MATCH: 

Recipient Agency: The Health and Human Services of California (State Agency) 

Source Agency: Social Security Administrat ion (SSA) 

III . PURPOSE OF THE AGREEMENT: 

This CM PPA Agreement between SSA and the Stme Agency, sets forth the terms a11d 

co ndi tions governing disclosu res of records, information, or data (co llectively referred to 
herein "data") made by SSA to the State Agency that admi nisters federally !'unded benefit 
programs under various provisions of the Social Security Act (Act), such as section 1137 
(42 U.S.C. § 1320b-7), including the state-funded state supplementary payment programs 
under tit le XVI of the Act. Under section 1137 of the Act, the State Agency is requi red 
to use an income ancl eligibility verificat ion system to administer specified federally 
funded benefit programs, including the state-funded state supplementary payment 
programs under title XVI of the Act. To assist the State Agency in determin ing 
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entitl ement to and cligibllity for benefits under those programs, as wel l as other federally 
funded benefit programs, SSA discloses certain data about arplicants for state benefits 
from SSA Privacy Act Sy~tems of Records and verifies the Social Security numbers of 
the appl icants. 

IV. ORIGINAL EFFECTIVE Ai D EXPIRATION DATES OF THE MATCH: 

Effective Date: 
Expiration Date: 

July l, 2012 
December 31, 2013 

V. RENEWAL AND NEW EXPIRATION DATES: 

Renewal Dale: January I, 2014 
New Expira tion Date: December 31, 20·14 

VI. CHANGES: 

13y this recertification, SSA and the Stale Agency make the following non-subs tan tive 
changes to the compu ter matching agreement: 

In Article XIV, " Poin ts of Contuct,'. information under .subsection A. , "SSA Point of 
Contact, Regional Office," should be deleted in its entirety and replaced with the 
following: 

Dolores Dunnac hic, Director 
San Francisco Regional Office, Center for Programs Sup;:>ort 
1221 Nevin Ave 
Richmond CA 9480 l 
Phone: (510) 970-8444/Fax: (5 l 0) 970-8Un 
Dolores. Du nnach ie(ci:ss:1. gov 



Social SecuritY Administration 

Source Agency Certification: 
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,) 

As the authorized representative of the source agency named above, I certify that: ( I) the 
subject matching program was conducted in compliance with the existing computer 
matching agreement between the.: parties; and (2) the subject matching program will 
continue without any change fo r an additional 12 months, subject to the approval of the 
Data lnLegri ty Board of the Social Security Administration. 

Grace M .. Kim 
Regional Commissioner 
San Francisco 

Date I '• 1 L.:.- \ L.;-::, 

Data Integrity 13oa rcl Certification: 

As Chair of the Data Integrity Board of the source agency named above, I certi fy that: 
(1 ) the subject matching program was conducted in compl iance with the existing 
computer matching agreement between the parties; and (2) the subject matching program 
will cont inue without any change for an additional 12 months. 

/ 

_ ~.£';-t~C.~irf.Y1c,u_ C0l{z _ _ _ 
Kirstc.:n J. Monc.j.~ 
Ch?li.r 
Ihttu lnlc:grity Board 

IJ<~te_ ._![ /l£jl '? ----

. ! 
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Health and Human Services Agency of Cali fo rnia 

Recirient Ager.cv Certificat ion: 

As the authorized representative of the recipient agency named above, I ccrti fy that: 
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( I) the subject matching program was conducted in compliance with the existing 
computer matching agreement betwctn the parties; and (2) the subject matching program 
wi ll continue without any change for an addi tiona112 months, subject to the approval of 
the Data Inlegrity Board of the Social Secu rity Administration. 

Diana S. Dooley, Secretary 

Date~ 3(} ~L3 



CCC-307 

CERTIFICATION 

I, the official named below, CERTIFY UNDER PENALTY OF PERJURY that I am duly 
authorized to legally bind the prospective Contractor to the clause(s) listed below. This 
certification is made under the laws of the State of California. 

Contractor/Bidder Firm Name (Printed) 
Yolo County Department of Health Services 

By (Authorized Signature) 

Printed Name and Title of Person Signin 

Karen Larsen, Mental Health Director and Alcohol & Drug Administrator 

I E.tecuted in the County of 
Yolo 

CONTRACTOR CERTIFICATION CLAUSES 

Federal ID Number 
14-90116 

1. STATEMENT OF COMPLIANCE: Contractor has, unless exempted, complied with 
the nondiscrimination program requirements. (Gov. Code§ 12990 (a-f) and CCR, Title 2, 
Section 8103) (Not applicable to public entities.) 

2. DRUG-FREE WORKPLACE REQUIREMENTS: Contractor will comply with the 
requirements of the Drug-Free Workplace Act of 1990 and will provide a drug-free 
workplace by taking the following actions: 

a. Publish a statement notifying employees that unlawful manufacture, distribution, 
dispensation, possession or use of a controlled substance is prohibited and specifying 
actions to be taken against employees for violations. 

b. Establish a Drug-Free Awareness Program to inform employees about: 

1) the dangers of drug abuse in the workplace; 
2) the person's or organization's policy of maintaining a drug-free workplace; 
3) any available counseling, rehabilitation and employee assistance programs; and, 
4) penalties that may be imposed upon employees for drug abuse violations. 

c. Every employee who works on the proposed Agreement will : 

1) receive a copy of the company's drug-free workplace policy statement; and, 
2) agree to abide by the terms of the company's statement as a condition of employment 
on the Agreement. 

Failure to comply with these requirements may result in suspension of payments under 
the Agreement or termination of the Agreement or both and Contractor may be ineligible 
for award of any future State agreements if the department detetmines that any of the 
following has occurred: the Contractor has made false certification, or violated the 



certification by failing to carry out the requirements as noted above. (Gov. Code §8350 et 
seq.) 

·-
3. NATIONAL LABOR RELATIONS BOARD CERTIFICATION: Contractor certifies 
that no more than ~:me (1) final unappealable finding of co_ntempt of court by· a Federal 
court has· been issued against Co!)tractor within theJII¥llediately preceding two-year 
period because of.Contractor's failure to comply with a~ order of a Federal court, which 
orders Contractor to comply with an order of the National Labor Relations Board. (Pub. 
Contract Code ;~ 1 0296) (Not applicable to public entities.) 

I . . 

4. CONTRACTS FOR LEGAL SERVICES $50,000 OR MORE- PRO BONO 
REQUIREMENT: Contractor hereby certifies that contractor will comply with the 
requirements. of Section 6072 of the Business and Profes_sions Code, effec~ive January 1, 
2003. 

Contractor agrees to make a good faith effort to provide a minimum number of hours of 
pro bono legal services during each year of the contract equal to-the lessor of 30 
multiplied by the number of full time attorneys in the firm's offices in the State, with the 
number of hours prorated on an.actual day basis for any contract period of less than a full 
year or i 0% of its contract with 'the State. 

Failure to make a good faith effort ni.~y be caJse for non-rhnewal of a state ·contract for 
legal services, and may be taken into account when determining the award of future 
contracts with the State for legal services. •' 

,. 
5. EXPATRIATE CORPORATIONS: Contractor hereby declares that it is not an 
expatriate corporation or subsidiary of an expatriate corporation within the meaning of 
Public Contract Code Section 10286 and 10286.1 , and is eligible to contract with the 
State of California. 

6. SWEA TFREE CODE OF CONDUCT: 
0 -

a. All Contractors contracting for the procurement orJaund~ring of apparel, garments or 
corresponding accessories, or the procurement of equipment, materials, or supplies, other 
than procurement related to a public works contract, declare under penaltfof perjury that 
no apparel, garments or corresponding accessori~s, equipment, materials, or supplies 
furnished to the st51te pursuant to the cor;ttr~ct. ha~e been l~undered or produc~d in ,whole 
or in part by sweatshop labor, forced labor, convict labo_r,. ind~ntured labor under penal 
sanction, abu_~.ive. fom1s 9,f cP:ild, labor 9r expi~~~atio-~ ?f ~liildien in s'we_atshop l~bor, _or 
with the benefit of sweatshop labor, forc~q labor, convict labor, ind~ntured labor under 
penal sanction, abusive forms of child labor ·or exploitation of children in sweatshop 
labor. The contractor further declares under penalty of perjury that they adhere to the 
Sweatfree Code of Conduct as set forth on the California Department of Industrial , 
Relations website located at www.dir.ca.gov, and Public Contract Code Section 6108. 

b. The contractor agrees to cooperate fully in piovidmg reasonable access to the 
contractor\; records, documents, agents or employees, or prernlses if reasonably required 
by authorized officials o_f the contracting agency, the Department of Industrial Rel~tions, 



or the Department of Justice to determine the contractor' s compliance with the 
requirements under paragraph (a). 

7. DOMESTIC PARTNERS: For contracts over $100,000 executed or amended after 
January 1, 2007, the contractor certifies that contractor is in compliance with Public 
Contract Code section 10295.3. 

DOING BUSINESS \;VITH THE STATE OF CALIFOR!'liA 

The following laws apply to persons or entities doing business with the State of 
California. 

1. CONFLICT OF INTEREST: Contractor needs to be aware of the following provisions 
regarding current or former state employees. If Contractor has any questions on the 
status of any person rendering services or involved with the Agreement, the awarding 
agency must be contacted immediately for clarification. 

Current State Employees (Pub. Contract Code §10410): 

1). No officer or employee shall engage in any employment, activity or enterprise from 
which the officer or employee receives compensation or has a financial interest and 
which is sponsored or funded by any state agency, unless the employment, activity or 
enterprise is required as a condition of regular state employment. 

2). No officer or employee shall contract on his or her own behalf as an independent 
contractor with any state agency to provide goods or services. 

Former State Employees (Pub. Contract Code§ 10411): 

1). For the two-year period from the date he or she left state employment, no former state 
officer or employee may enter into a contract in which he or she engaged in any of the 
negotiations, transactions, planning, arrangements or any part of the decision-making 
process relevant to the contract while employed in any capacity by any state agency. 

2). For the twelve-month period from the date he or she left state employment, no former 
state officer or employee may enter into a contract with any state agency if he or she was 
employed by that state agency in a policy-making position in the same general subject 
area as the proposed contract within the 12-month period prior to his or her leaving state 
service. 

If Contractor violates any provisions of above paragraphs, such action by Contractor shall 
render this Agreement void. (Pub. Contract Code § 1 0420) 

Members of boards and commissions are exempt from this section if they do not receive 
payment other than payment of each meeting of the board or commission, payment for 
preparatory time and payment for per diem. (Pub. Contract Code §10430 (e)) 

2. LABOR CODE/WORKERS' COMPENSATION: Contractor needs to be aware of the 
provisions which require every employer to be insured against liability for Worker's 
Compensation or to undertake self-insurance in accordance with the provisions, and 



Contractor affirms to comply with such provisions before commencing the performance 
of the work of this Agreement. (Labor Code Section 3700) 

3. AMERICANS WITH DISABILITIES ACT: Contractor assures the State that it 
complies with the Americans with Disabilities Act (ADA) of 1990, which -prohibits 
discrimination on the basis of disability, as well as all applicable regulations and 
guidelines issued pursuant to the ADA. ( 42 U.S.C. 12101 et seq.) 

• . I t : ~ .~ -' .. : • : ; ~ J. I .J . _ - : .\ , . 

4. CONTRACTOR NAME CHANGE: An amendment is required to change the 
Contractor's riaine ·as listed on· this Agreement. Up-on receip-t of legal documentation of 
the name change the State will process the amendment. Payment of invoices presented 
with a new name cannot l;>e p~id prior to ~pproval of said amendment. ·' , . 
r • .- • • • • . ' • • -~ ' ~ ·-· --- .' . - • 

5. CORPORATE QUALiFICATIONS TO DO BUSINESS IN CALIFORNIA: 
\ .• .: 

a. When agreements are to be performed in the state by corporations, the:contracting 
agencies will be verifying that the contractor is currently qualified to do business in 
California in order to ensure that all obligations due tcJ"the stat~' are ful'fi11ed. 

b . fj''Doing business" is de:filled in"f{&TC.Section· 23 101 as actively engag1ng iri any .. 
transaction· for 'the purpose of fmancial or 'pectini'ary gain or profit. · Although ther'e are 
some statutory· exceptions to taxation, nirely:willfa '·corpotate'cbritractdr'perforrning . 
within the state not be subjed to thefranchise tax'. . _-: _; ;;ljo'[, . ' . 

c. Both domestic and foteign 'corporations (those incorporated outside of Califorllia) ·iTI.ust 
be in good standing in ordedo be qualified fo do busines~Hn.CalifomHt.' 1Ag.eiicies will 
determine whether a corporation is in good standing by calling the Office .of the Secretary 
of State. · · 

6. RESOLUTION:· A county, 'city, district, or 'other local public body must provid~ _the 
Stat_e with a copy ·of a resolution, order, motion, or 9rdinance of the local gov~rning body 
which 1J:Y' law has' authority to enter into an agreement; authorizing e?(ecution 'o:f the ' . 
agreerri'erit. - · · - -· ·. ·· 

7. AIR OR WATER POLLUTION 'viOLATION: Under the State laws, the Contractor 
shall not be: (1) in violation of any order' or resolt.itiori'no't subject to review promulgated 
by tht:r State Air' Resources Board or'an air pollution control district; (2) subjeCt to ce·ase 
and desist order not subject to review is~u-ed pursuant to Section 13301 of the Water · 
Code for violation of waste discharge requirements or discharge prohibitions; or (3) · 
f~alJ~ determi_n~d to bein vi? lation of pr~:>Vi~~ons ?f fede~all~w relating t~ air or ~~ter 
pollution. · · _ - _ 

'• I .' • ; ' 

8. PAYEE DATA RECORD FORM STD. 204: This formp11;1~t be completed by all 
contractor;~ ~hat are not another st~te agency. or other gov_ernmental entity. 
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Fiscal Management and Accountability Branch {FMAB) Effective October 14. 2014 

County Assignment Listing 

County Name Analyst Name County Name Analyst Name County Name Analyst Name 
Alameda Susan Munoz Madera Valerie Ludington San Joaquin Shirley Rath 
Alpine Anita Valdivia Marin Brad Watson San Luis Obispo Xerylle Almojuela 
Amador Shirley Rath Mariposa Ely Munoz San Mateo Julie Munoz 
Butte Jeff Trapnell Mendocino Shirley Rath Santa Barbara Ely Munoz 
Calaveras Jarrett Davis Merced Scott Oros Santa Clara Tamara Martfeld 
Colusa Jeff Trapnell Modoc Scott Oros Santa Cruz Jarrett Davis 
Contra Costa Shirley Rath Mono Valerie Ludinqton Shasta Brad Watson 
Del Norte Irma Nieves Monterey Xerylle Almojuela Sierra Scott Oros 
ElDorado Anita Valdivia Napa Valerie Ludington Siskiyou Tamara Martfeld 
Fresno Susan Munoz Nevada Irma Nieves Solano Tamara Martfeld 
Glenn Irma Nieves Orange Irma Nieves Sonoma Tamara Martfeld 
Humboldt Susan Munoz Placer Leslie Fonq Stanislaus Shirley Rath 
Imperial Anita Valdivia Plumas Brad Watson Sutter-Yuba Julie Munoz 
In yo Ely Munoz Riverside Anita Valdivia Tehama Xe_ryjle Almojuela 
Kern Scott Oros Sacramento Tamara Martfeld Trinity Tamara Martfeld 
Kings Anita Valdivia San Benito Brad Watson Tulare Susan Munoz 
Lake Jeff Trapnell San Bernardino Susan Munoz Tuolumne Julie Munoz 
Lassen Leslie Fong San Diego Jarrett Davis Ventura Jarrett Davis 
~s_t\n_geles Brad Watson San Francisco Valerie Ludington Yolo Susan Munoz 

Supervisor: Susan Heavens Superviser: Mike Reeves Supervisor: Francine Manas 
(916 445-0323 (916 327-4886 (916) 322-4847 

Jeff Trapnell (916) 323-1819 Brad Watson (916) 327-8342 Leslie Fong (916) 323-1815 
Susan Munoz (916) 322-8043 Shirley Rath (916) 327-9501 Ely Munoz (916) 323-1810 

Tamara Martfeld (916) 445-7438 Julie Munoz (916) 323-1817 Xerylle Almojuela (916) 327-9882 
Jarrett Davis (916) 324-7228 Anita Valdivia -(91th 327-4884 Valerie Ludington (916) 322-1947 

Vacant Scott Oros (916) 324-0235 Vacant 
Vacant 

Branch Chief: Susan King 
(916 323-6698 

Irma Nieves (916) 323-2087 
Rosie Porraz (916) 324-3077 

---


