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Model CMPPA Agreement

CO\/EPUTER MATCHING AND PRIVACY PROTECTION ACT AGREEMENT
BETWEEN '
TI-IE SOCIAL SECURITY ADMINISTRATION
AND
THE HEALTH AND HUMAN SERVICES AGENCY
OF CALIFORNIA

I Purpose and Legal Authority
A. Purpose.

This Computer Matching and Privacy Protection Act (CMPPA) Agresment
between the Social Security Administration (SSA) and the California Health and

" Human Services: Agéncy (State Agency), sets forth the terms and conditions
governing disclosures of records, information, or data (collectively referred to
herein “data™) meade by SSA to the State Agency that administers federally
funded benefit progrems under various provisions of the Social Security Act
(Act), such as section 1137 (42 U.S.C. § 1320b-7), including the state-funded
state supplementary payent programs under title XVI of the Act. The terms and
conditions of this Agrezment ensure that SSA malkes such diselosures of- data, and
the State Ager.cy usessuch éisclosed dara, in-accordance with the requirements of
the Privacy Act cf 1974, as amended by the Computer Matching and Privacy '
Protection Act of1988 S5USC. §552a ‘

Under section 1137 of tae Act, the State Agency is required to use én income-and
eligibility verification system to administer specified fedezally funded benefit
programs, including the state-funded state supplementary payment programs

. undertiitle XVI of the Act. To assist the State Agency in determining entitlément
to and eligibility for benefits under those programs, as well as ¢ther federally
funded benefit programs, SSA disclosss certain data about ap’plicants for state
benefits from SSA Privacy Act Systems of Recorda (80R) and verifies the Social
Security numbers (SSN) of the appl*cants

B. Legai Authority

SSA's authonty to disclose data and the State Agency’s authority to colleat;
mamra.m and use data protected under SSA SORs for specified purposes is:

. Sections 1137, 453, and 1106(b) of the Act.(42 U.S.C. §8 1320b-7, 633,
and 1306(b)) (income and eligibility verification data);

o 26U.8.C. §6103(1)(7) and (8) (tax return data);

o . Section 202(x)(3)(B)(iv) of the Act (42 U.S.C. § 401(x)}(3)B)(iv))
{prisoner data),

o Section 1611(e)(LYD(L) of the Act (42 U.S.C. § 1382(e)(H(D(HHD (SS]),
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e Section 205(0)(3) of the Act (42 U.S.C. § 405(r)(3)) and the Intelligence
Reform and Terrorism Prevention Act of 2004, Pub. L. 108-438,
§ 7213(2)(2) (death data);

» Sections 402, 412, 421, and 435 of Pub. L. 104-193 (3 U.S.C. §§ 1612,
1622, 1631, and 1645) (quarters of coverage data);

s. Children's Health Insurance: Program Reauthorization Act of 2009,
Pub. L. 111-3 {citizenship data); and

s Routine. use exception to the Privacy Agt, 5 U.S.C. § 552a(b)(3) (cla’ca A
necessary to administer other proararns compatible with SSA programs).

This Agreement further carries out section 1106(a) of the Act (42 U. S C. § 1306),

- the regulations promulgated pursuant to that section (20 C.F.R. Part 401), the
Privacy Act 0of 1974 (3 U.S.C. § 552a), as amended by the CMPPA, related Office
of Management and Budget (O\/IB) guidelines, the Federal Information Security
Management Act of 2002 (FISMA) (44 U.S:C. § 3541, et seq.), and related
National Institute of Standards and Technology (N_IST) guidelines, whichi provide
the requirements that the State Agency must follow with regard to use, treatment,
and safeguarding of data. ©

Scope

A. The State Agency will comply with the terms and conditions of this Agreement
and the Privacy Act, as amended by the CMPPA.

B. The State Agency will execute one or more Information Exchange Agreements
([EA)with SSA, documenting additional terms and conditions applicable to those
‘specific data exchanges, including the particular benefit programs administered by

the State Agency, the data elements that will be disclosed, and the data protection
requirements implemented to assist the State Agency in the admmmtranon of
those programs.

C. The State Agency will use the SSA data govémed by this Agreement to determine

entitlement and eligibility of individuals for one or more of the following
programs: -

‘1. Temporary Assistance to Needy Families (TANF) procram under Parta -

. oftitle TV of the Act;

2. Medicaid provided under an approved State plan or an approved waiver under

title XIX of the Act;

State Children’s Health Insurance Program (CHIP) under title XXI of the Act

as amended by the Children’s Hezlth Insurance Program Reauthorization Act

of2009,

4. Supplemental Nutritional Assistanee Program (SNAP) under the F ood Stamp
Actof 1977 (7US.C. § 2011, et seq.);

wl
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Women, Infants and Children Program (WIC) under the Child Nutrition Act
of 1966 (42 U.8.C. § 1771, et seq.);
Medicare Savings Programs (MSP) under 42 U.S.C. § 1396:.(10)(E)
“Unemployment Compensation programs provided under a state law described
in section 3304 of the Internal Revenua Code of 1954,
8. Low Income Heating and Energy Assistance (LIHEAP or home erergy
grants) program under 42 U.S.C. § 8621; .
9. State-admisistered supplementary peyments of the type described in
section 1616(a) of the Act; ' ‘
10. Programs under a plaa approved under titles I, X, XIV or X VI of the Act;
11. Foster Care and Adoption Assistance under title ['V of the Act;
12. Child Support Enforcement procrrams under section 453 of the Act:
(42 U.S.C. § 653),
13. Other applicable federally funded programs admmlstered by the State Agéncy
under titles I, IV, X, XIV, XVI, XVII, XIX, XX and XXI of the Act; and
14, Any other federally funded programs administered by the State Agency that
are cormpatible with SSA’s programs. '

!-.)‘l

o

D. The State Agency will ensure that SSA data disclosed for the specific purpose of
- administering a particular federally funded benefit program is used only to
admrnst r that program.

Justification and Expected Results
A. Justification

This Agreement and related data exchangss with the State Agency are necessary

for SSA to assist the State Agency in its administration of federally funded benefrt - -
programs by providing the data required to accurately determine enm:lemcm and
eligibility of individuals for benefits. provided under these programs. ‘SSA uses
computer technelogy to transfer the data because itis more econormcal efficient,

and faster thaf using manual proceeses

B. Expectsd Results

The State Agency will use the data provided by SSA to improve public service
and program efficiency and integrity. The use of SSA data expedites the _
application process and ensures. that benefits are awarded only to applicants that
satisfy the State Agency’s program criteria. A cost-benefit analysis for the
exchange mace.under this Agreement is not required in accordance with the
determination by the SSA Data Integrity Board (DIB) to- waive such analysis
pursuanito 3 U.S.C. § 557a(u)(-l-)(B)
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Iv. Recbrd Description
A. Systems of Records
SSA SORs used for purposes of the subject data exchanges include:

s 60-0058 -- Master Files of SSN Holders and SSN Applications
(accessible through EVS, SVES, or Quarters of Coverage
(uery data systems);
» 60-0059 -- FEarnings Recording and Self-Employment Income System
. ‘(accessible through BENDEX, SVES, er Quarters of Coverage
Query data systems);.
» 60-0090 -- Master Beneficiary Record (accesmble through BENDEX or
_ SVES data systemis);
» 60-0103 -- Supplemental Securlty Income Record (SSR)-and Special
Veterans Benefits (SVB) (accessible through SDX or SVES
data systems); ,
« 60-0269 -- Prisoner Updzte Processing Systcm (PUPS) (accessible turough
: SVES or Prisorier Query data systems).-
» 60-0321 -~ Medicare Part D and Part D Subsidy:File

The State Agency will only use the tax retumn data-gontained in SOR 60-0059
(Eamnings Recording and Self- Emplovment Income. System) in accordance: with
26 US.C. §6103.

B. Data Elements
Data elements disclosed in computer maiching govered by this Agreement are
Persondlly Identifiable Information (PII) from specified SSA SORs, including
names, SSNs, addresses, amounts, and other information related to SSA benefits;

and earnings infermation. Specific listings of data elements are available-at;

httn:-//w'v.r»;.'.ssav.GMG ix/

€. Number of Records Involved -

The number of records for each program covered under this Agreement is equal to
the number of title I, title XVI, or title XVIII recipients resident in the State as-
recorded in SSA’s Annual Statistical Supplement found on the Internet at:

hitp:/iwvew . ssa.qovipolicvidocs/statcamps/

This number wil] fluctuate during the term of this Agreement, corresponding to
the number of title I, title XV1, and title X'VIII recipients added to, or deleted
from, SSA databases during the term of this Agreement.
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Notice and Opportunity to Contest Procedures
A. Notice 10 Applicants

The State Agency will notify.all individuals who apply for federally funded,
state-administered benefits under the Act that any data they provide are subject to
verification through computer matching with SSA. The State Agency and SSA

" will provide such notice through appropriate langrage printed on application
forms.or separate handouts.

B. Notice 10 Beneficiaries/Recipients/Annuitants
[ .
The State Agency will provide notice to beneficiaries, re¢ipients, and annuitants;
under the programs covered by this Agreement irforming them of ongoing
computer matching with SSA. SSA will provide such notice through publication
in the Federal Register and penodm mailings to all beneficiaries, rcc1p1ents .and
annuitants describing SSA’s matching activities.

C. Oppormunityto Contest

The State Agency will not temninate, suspend, reduce, deny, dr take other adverse
action against an applicant for or recipient of federally funded, state-administered
benefits based on data disclosed by SSA from its SORs until the individual is
notified in writing of the potvmxd adverse action and prov1ded an-opporctunity to
contest the planned action. “Adverse action” means any: action that results ina
termination, suspension, reduction, or final denial of eligibility, payment, or
benefit. Such notices will:

1. Irferm the individual of the matqh findings and the cpportumty 1o contest
these findings;

2. Give the individual until thé expiration of any time perod established for the
relevant program by a statute or regulation for the individual to respond to
the notice. If no such time pedod is established by a statute or regulation for
the program, a 30-day period will be provided The time period begins on -
the date on which notice is mailed or otherwise vrovided to the individual 1o
respond; and '

Clearly state that, unless the individua! responds te the notice in the required
time period, the State Agency will conclude that the SSA data are correct and
will effecruate the threatened action or otherwise make the necessary
-adjustment to the individual's benefit or entitlement.

(W3]
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V1. Records Accoracy Assessment and Verification Procedures

i

The State Agency may use SSA’s benefit data without independent verification.
SSA has independently assessed the-accuracy of its benefits data to be more than
99 percent accurate when they arc created. '

Prisoner and death data; some of which is not independently verified by SSA, does
not have the same degree of accuracy as SSA’s benefit data. Therefore, the State
Agency nust independently verify these data through applicable State verification

. procedures and the notice and opportunity to contest procedurés specified in

Section V of this Agreement before taking any adverse actior against any individual.

SSA’s citizenship data may be less than 50 percent current. Applicants for SSNs
report their citizenship status at the time they apply for their SSNs. There is no
obligation for an-individual to report to SSA a change in his or her immigration status
until he or she files a claim for benefits.

Disposition and Records Reténtion of Matched Items

A. The State Agency will retain all data received from SSA to administer programs
governed by this Agreemeént only for the required proeessing times for the
applicable federally funded benefit programs and will then destroy all such data.

B. The State Agency may retain SSA data in hardcopy to meet evidentiary
requirements, provided that they retire such data in accordance with applicable.
state laws governing the State Agency’s retention of reeords. .

C. The State Agency mady usc any accretions, deletions, or changes to the SSA datd.
governed by this Agreement to update their master files of federally funded,
state-administered benefit program applicants and recipients and retain such
master files in accordance with applicablé state laws governing the State
Agency’s retention of records.

~.D. The State Agency may not create separate files or records comprised solely of the

data provided by SSA to administer programs govemned by this Agreement.

E. SSA& will ‘del'cté electronic data input files received from the State Agency after it
processes the applicable match. SSA will retire its data in accordance with the
Federal Records Retention Schedule (44 U.S.C.§ 3303a).

Security Procedures

The State Agency will comply with the security and _safeguarding requirements of the
Privacy Act, as amended by the CMPPA, related OMB guidelines, FISMA, related
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NIST guidelines, and the current revision of IRS Publicatior 1075, Tax Information
Security Guidelines jfor Federal, State and Local Agencies and Enfities, available at
httpy//www.irs.gov. In addition, the State Agency will have in place administrative,
technical, and physical safeguards for the matched data and resulis of such matchés.
Additional admiristrative, techrical, and physical security requirements governing all
data SSA provides el ectromcally to the State Agency, including specific guidance on
safeguarding and reporting responsibilities for PII, are set forth in the IEAs.

IX.Records Usage, Duplication, and Redisclosure Restrictions

A. The State Agency will use and access SSA data and the records created using that
data only for the purpose ¢f venfyving ehg1b1htv for the specific federally funded
benefit programs 1den*nf edinthe [EA. -

B. The State Agency will comply with the followmg limitations on use, duplicatior,
and redisclosure of SSA datar

1. The State Agency will not use or redisclose the data disclosed by SSA for any
purpose other than to determine eligivility for, or the arnount of, benefits
under the state-administered income/health maintenance programs identified
in this Agreement. :

ted

The Statz Agency will not use the data disclosed by SSA to extract
information concerning individuals: who are neither applicants for, nor
recipients of, benefits under the state- a_mlmstered income/health maintenance
pxogra_'ns identified in this Agreemext.

“Lad

The State Agency will use the Federal tax information (FTI) disclosed by
SSA only to determine individual eligibility for, er the amount of, assistance
under a state plan pursuant to section 1137 programs and child support
enforcement programs in accordance with 26 U.8.C. § 6103(1)(7) and (8)}.

The State Agency receiving FTI will maintain all FTI from IRS in accordance
with 26 U.S.C. § 6103(p)}(4) and the IRS Publication 1075, Contractors and
agents acting on behalf of the State Agency will only have access to tax rétum
data where specifically authorized by 26 U.S.C. § 6103 and the IRS
Publicartion 1073,

The State Agency will use the ¢itizenship status data disclosed by SSA _
under'tha,Childran’s Health Insurance Program Reauthorization Act of 2008,
Pub. L. {11-3, only for the purpose of determining entitlement to Medicaid
and-CHIP programs for new applicants.

a

5. The State Agency will restrict access to the datz disclosed by SSA to only
those authorized State employees, contractors, and agents who nezd such data
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. to perform their official duties in connection with the purposes identified in
this. Agreement.

6. The State Agency will enter into a written agreement with each of its
contracters and agents who need SSA data to perform their official duties
whereby such contractor or agent agrees to abide by all relevant Federal laws, .
restrictions on access, use, and disclosure, and security requirements in this
Agreement, The State Agency will provide its contractors and agents with
copies of this Agreement, related IEAs, and all related attachments before
initial disclosure of SSA data to such contractors and agents. Prior to.signing
this Agreement, and thereafter at SSA’s request, the State Agency will obtain
from its contractors and agents a cwrent list of the employees of such”
contractors and agents with access to SSA data and provide such lists to SSA.

: , 7 7. The State Agency’s employees, contractors, and agents who access, use, or

l : disclose SSA data in'a manner or purpose not ‘authorized by this Agreement
' ' may be subject to civil and criminal sanctions pursuant to applicable Federal
stanites.

C. The State Agsncy will not duplicate:in a separate. file or disseminate, withont prior
written permission from SSA, the data governed by this Agreement for any
purpose other than to determine entitlement to, or-eligibility for, federally funded
benefiis. The State Agency proposing the redisclosure must specify in writing to
SSA what data are being disclosed, to whom, and the reasons that justify the
redisclosure. SSA will not give permission for such redisclosure untless the
redisclosure is required by law or essential to the conduct of the matcth

- program and authorized under a routine use.

ﬂ -~ X. Comptroller General Access

The Comptroller General (the Government Accountabdtty Office) may have access tQ
all records of the State Agency that the Comptroller General deems necessary to
moniter and verify comphance with this Agreement in accordance with

5U.S.C. § 552a(0)(1)(K).

XI. Duration, Modification, and Termination of the Agreement

A, Duration

1. This Agreement is effective from July 1, 2012 (Effective Date) throuah
December 31,2013 (Expiration Date).

2. Inaccordance with the CMPPA, SSA will: (a) publish a Computer
Matching Notice in the Federal Register at least 30 days prior to the
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Effective Date; (b) send required notices to the Congressional commizees of
jurisdictior under 5 U.S.C. § 552a(e)(2)(A)(1) at least 40 days prior io the
Effective Date; and (¢) send the required report to the OMB at least 40 days
prior to the Effective Date.

3. Within 3 months prior the Expiration Date, the SSA DIB may, without
additional review, renew this Agreement for a period not 1o exceed
12 months, pursuant to 3 U.8.C. § 552a(0)(2)(D), if:

. the applicable data exchange wiil continue without any 'éhange; and

. SSA and the State Agency certify to the DIB in writing that the
applicable data exchange has beer conducted in compliance with this
Agreement.

4, Iferther SSA or the State Agency does not wish to renew this Agreement, it
must notify the other party of its intent not to renew at least 3 months prior
to the Expiration Date. '

B. Modification

Any modification to this Agreenient must be in writing, signed b) both parties,
and approved.by the SSA.DIB. :

C. Termination

The parties may terminate this Agreement a* any time upon mutual written

consent of both pariies. Either party may unilaterally terminate this Agreement

upon 90 days advance written notice to the other party; such unilateral termination

will be effective 90 days afier the date of the notice, or at a later date specified in
. the notice.

- SSA may immediately and unila*erally susperd the data flow or terminate this
Agrzemen: if SSA determiines, in its:sole discretion, that the State Aoency has
vmlaLed or fmlec to.comply wah this Agrsement.

XII. Reimbursement

In accordance with section 1106(b) of the Act, the Commissioner of SSA has
determined not to charge the State Agency fhe costs of furnishing the electronic data
from the SSA SORs under this Agreement. : :
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XIHO. Disclaimer

SSA is not liable for any damages or loss resulting from errors in the data provided
to the State Agency under any IEAs govermned by this Agreement. Furthermore, SSA
is not liable for any- damages or loss resulting from the destruction of any materials
or data provided by the State Agency.

XIV. Points of Contaet

A. SSA Point of Confact
Regional Office

Martin White, Directer
San Francisco Regional Office, Center Tor Programs Support.
1221 Nevin Ave
* Richmond CA 94801
Phomne: (310) 970-8243/Fax’ (510 970-8101
Martin. White@ssa.gov

B. State Agency Point of Contact

Sonia Herrera _
Health and Human Services Ageney

1600 Ninth Street, Room 460

Sacramento, CA 93814 S
Phone: {916) 654-3459/Fax: (916) 44-5001
sherrera(@chhs.ca.gov-




XV

Chair
: SSA Datz Integrity Board
“"c,Q.Cﬁ - T 9\
Date :
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SSA and Data Integrity Board Approval of Model CMPPA Agreement

The signatories below warrant and représent that they have the competent avthority
on behalf of SSA to approve the model of this CMPPA Agreement.

SQCIAL SECURITY ADMINISTRATION

///M / W%

Dawn S, Wigding

Deputy Executive Director |
Office of Privacy and Disclosure
Office of the General Counsel

/)7 — 20/
Date

T certify that the SSA Deta Integrity Board approved the micdel of this CMPPA
Agreement, . '

l//? 4 /fL,

Daniel F. Callahan

Authorized Signatures

The signatories below warrant and represent that they have the competent authority:

on bekalf of their respective agencies to enter into the oohoa‘lons set forth in thls

|
Agresment.
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111 Ziel;
eglon Comnnssmner

San Francisco

05&0/%%

Date

HEALTH AND BUMAN SERVICES AGENCY

M%M

Diana S. Dooley
Secretary

(gl 27 M/:L

Date
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Aufhorized Data Exchange Svystem(s)

BEER (Beneficiary Earnings Exchange Record): Eraployer data for the last calendar year. -

BENDEX (Beneficiary and Earnings Data Exchange) Primary source for Title IT ehg1b1hty,
benefit and demographic data.

LIS (LDw-Income Subsndy) Data from the Low-Income Subsidy Apphcatton for Medlcare Part

D beneficiaries -- used for Medicare Savings Programs (MSP). -

Page 25 of 66

Medicare 1144 (Outreach); Lists of individuals on SSA roleé, who may be eligible for medical

assistance for: payment of the cost of Medicare cost-sharing under the Medicaid program
pursuant to Sections 1902(a)(10)(E) and 1933 of the Act; transitional assistance under Section
1860D-31(f) of the Act; or premiums and cost-sharing subsidies for low-income lndmduals

under Section 1860D- 14 of the Act.

PUPS (Prisoner Update Processing System): Confinement data received from over 2000 stafe
and local institutions (such as jails, prisons, or other penal institutions or correctional facilities) --

- PUPS matches the received data with the ‘\/[BR and SSR benefit data and generates alerts for
‘review/action. .

"QUARTERS OF COVERAGE (QC): Quarters of Coverage data as assigned and described-

under Title II of the Act -- The term "quarters of coverage” is also referred to as "credits” or
“Social Security credits” in varicus SSA public information documents, as well as to refer to
"qualifying quarters to determine euntlement to receive Food Stamps.

SDX (SSI State Data Exchanoe) anary source of Title XVI ehgmlhty, beneﬁt and
demographic data as well as data for Title VITI Special Veterans Benefits (SVB).

SOLQ/SOLQ-I (State On-line Query/State On-line Query-Internet): A real-time online
system that provides SSN verification and I\IBR and SSR benefit data similar to data provided
through SVES, : :
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SVES (State Verification and Exchange System): A batch system that provides SSN .

verification, MBR bensfit information, and SSR_ information through a uniform data
response based on authorized user-initiated quenes The SVES types are divided into
ﬁve different responses as follows .

SVES I: . This batch provides strictly SSN verification.

SVES I/Cltlzenshlp This batch provides sirictly SSN verification and
. citizenship data.
SVES 1 This batch provides strictly SSN verification and
~ MBR benefit information
SVES III: This batch provides strictly SSN Venﬁcatlon and -
: -SSR/SVB.
SVES IV: . This batch provides SSN verification, MBR benefit

information, and SSR/SVB information, which |
represents al] available SVES data.

Page 26 of 66

* Ciﬁzenship status data disclosed by SSA under fhe Children’s Health Insurance |

~ Program Reauthorization Act of 2009, Pub. L. 1113 is only for the purpose of
determining entitlement to Medicald and CHIP program for new appficants.

?-‘ ‘-"t'ﬁ—
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ELECTRONIC INFORMATION EXCHANGE SECURITY
REQUIREMENTS AND PROCEDURES'



Exhibit G . : : :
- Attachment |, o Page 29 of 66

ELECTRONIC INFORMATION EXCHANGE
SECURITY REQUIREMENTS AND PROCEDURES - o
STATE AND LOCAL AGENCIES
EXCHANGING ELECT_RbNIc INFORMATION WITH THE
SOCIAL SECURITY ADMINISTRATION =

SENSITIVE DOCUMENT

VERSION 5.0
MARCH 9, 2012
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ELECTRONIC INFORMATION EXCHANGE
SECURITY REQUIREMENTS AND PROCEDURES
* FOR
STATE AND LOCAL AGENCIES

EXCHANGING ELECTRONIC INFORMATION WIT,H THE

SOCIAL SECURITY ADMINISTRATION

Table of Contants
Introduction

Electronic Information Exchange (EIE) Definition

Roles and Resnonsi'bi}ities

General Systems Security Standards

Systems Security Reguireménts
5.1 Overview g

5.2 General System Security Design and Operating Environment
5.3 System Access Control -
Automated Audit Trail
Personally Identifiable Information (PII
Monitoring and Anomaly Detection :
" Management Oversight and Quality Assurance
Data and Communications Securitx
Incident Reporting
0 Security Awareness and Employee Sanctlons
1 Contractars of Electronic Information Exchange Partners

o

tn GF 1 b o1 o
e R0 00 S DY O

General--Security Certlftcatlon and Compliance Review Programs
The Security Certification Program
Documenting Securjty Controls in the Securl"v Desian Plan (SDP_1

£.2.1 When the SDP and BA are Required

The Certification Process

The Compliance Review Program and Proces
6.5.1 EIEP Compliance Review Participation
6.5.2 Verification of Audit Samples

. 6.5 Scheduling the Onsite Review

10.

Additional Definitions

Requ}_atorv References

Frequently Asked Questions

Diagrams
Flow Chart of the OIS Cettification Process

Flow Chart of the OIS Compliance Review Process
Compliance Review Decision Matrix
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ELECTRONIC INFORMATION EXCHANGE
SECURITY REQUIREMENTS AND PROCEDURES
FOR
STATE AND LOCAL AGENCIES
RECEIVING ELECTRONIC INFORMATION FROM THE
SOCIAL SECURITY ADMINISTRATION

1. Introduction O

The Social Security Administration (SSA} is requ:red by iaw to maintain oversight and assure the
protection of information it has provided to its ‘electronic information exchange partners’ (EIEP)s.

- EIEPs are entities that have established an electronic information sharing agreement with the
agency. :

The overall aim of this document is twofold. First, to ensure that EIEPs are properly certified as
compliant by SSA to SSA security requirements, standards, and procedures expressed in this
document, prior to being granted access to SSA information In a production environment; second,
to ensure that EIEPs adequately safeguard electronic information provided to them by SSA.

This document: {(which is considered SENSITIVE by SSA and must be handled accordingly), -
describes the security regquirements which must be met including, SSA's standards and procedures
which must be implemented by outsida entities (state and local agencies) in order to obtain
information from SSA electronically. This document assists outside entities in understanding the
criteria that SSA will use when evaluating and certifying the system design, and security features
used for electronic access to SSA-provided information. It also provides the framework and _
general procedures for SSA’s security compliance review program Intended to ensure, on a periodic
basis, conformance to SSA's securlty reguirements by outside entities.

The addition, elimination, and modiﬁcation of security’ controls, etc, are predicated upon factors .

which impact the level of security and due diligence required for mitigating risks, e.g., the

emergence of new threats and attack methods, the availability of new security technologies, etc.

System security requirements (SSR) are, therefore, perlodlcally reviewed and revised. Accordingly,
' over time, the SSRs may be subject to change,

* The EIEP must comply with SSA’s mast current SSRs for access to SSA-provided data. However,
SSA will work with its partners in the EIEPs’ resolution of any deficiencies which occur subsequent
to previous approval for access as the result of updated SSRs. Additionally, EIEPs may proactively
ensure their ongoing compliance with the SSRs by periodically requesting the most current SSR
package from thelr SSA contact and making such adjustments as may be necessary,

2, Electronic Information Sxchange (EIE) Definition O

For discussion purposes herein, EIE is any electronic process in which information under SSA
control is disclosed to any third party for program or non-program purposes, without the specific
consent of the owner of that information. ELE involves individual data transactions and data files
that are processed within the programmatic systems of either or all parties to electronic
information sharing agreements with SSA, This includes direct terminal access (DTA) to SSA
systems, batch processing, and variations thereof {e.g., online query) regardless of the systematn:
method used to accompllsh the acuv;ty or to interconnect SSA with the EIEP,
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2, Roles and Responsibilitiess ()

-The SSA Office of Information Security {(OIS) has agency-wide responsibility for interpreting,
developing, and Implementing security policy; providing security and integrity review reguirements
for all major SSA systems; managing SSA's fraud monitoring and reporting activities, developing
and disseminating security training and awareness materials, and providing consultation and
support for a variety of agency initiatives. SSA’s security reviews ensure that external systems

- receiving Information from SSA are secure and operate in a manner that is consistent with SSA’s
Information Technology (IT) security policies and In compliance with the terms of electronic
information sharing agreements executed by S5A and the outside entity. Within the context of
SS5A's security policies and the terms of electronic information sharing agreements with SSA's
EIEPs, QIS exclusively conducts and brings to closure initial security certifications -and periodic
security comnpliance reviews of EIEPs that process, meintzin, transmit, or store SSA-provided data
in accordance with pertment Federal requirements which include the fellowing (refer to
References):

a. The Federal Information Security Management Act (FISMA) requires the protection of “Federal
Information in contractor systems, including those systems operated by state and iocal
governments”.

b Social SECUFIt‘/ Administration (SCA) pohcres standards procedurcs and directives.

anacy information is information about an individual including, but not limited to, personal
identifying information including the social security number (SSN).

The data (last 4 digits of the S5N) provided by SSA to its EIEPs for purposes of the Help America
Vote Act (HAVA) does not identify a specific 1ndn.f|dual and, therefore, is not Prtvacy Information’
as defned by the Act. .

However, 5SA is diligent In discharging its responsibility for establishing aporonriate administrative,
" technical, and physical safeguards to ensure the security, confidentiality, and availability of its
recerds and to protact against any anticipated threats or hazards to their security or integrity.

Therefore, although the information providéd HAVA is not, by definition, *Privacy Information’ and
as such, does not require that SSA conduct compliance reviews of entities to which it provides
mformat:on for purposes of HAVA; SSA does require that those organizations adhere to the terms
of thElI' electronic information sharlng agreements with SSA.-

SSA reglcnal Data Exchange Coordmators (DECs) are the br|dge between SSA and state EIEPs.

As such, in the security arena, DECs will assist OIS in coordinating data exchange security review

activities with state and lgcal EIEPs; e.g., providing points of contact with state agencies, assisting

in setting up security reviews, etc. DECs are also the first points of contact for states if an

employee of a state agency or an employee of a state agency’s contractor or agent becomes aware
- of suspected or actual loss of SSA-provided personally identifiable information (PII). '

4. General Systems Security Standards 0.

EIEPs that request and receive information electronically. from SSA mus.t comply with the following
general systems$ security standards concerning access to and contrel of SSA-provided information,
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NOTE: EIEFs may not create separate files or records comprised solely of the information
provided by SSA.

l a. EIEPs must ensure that means, methods,- and technology by which SSA-provided information is
processed, maintained, transmitted, or stored neither prevent nor impede the EIEP's ability to:

» safeguard the information in conformance to SSA requirements;

¢ efficlently investigate fraud, breach, or security events that mvoive SSA-provided data, or
Instances of misuse of SSA-provided data.

For example, utllization of cloud computing may have the potential to jeopardize an FIEP's
compliance with the terms of their agreement or SSA s associated system security requirements
and procedures

. b, EIEPs must ensure that SSA-provided data is not processed, maintained, transmitted or stered
in or by means of data communications channels, electronic devices, computers, computer.
networks, etc, that are located in geographic or virtual areas not SUb_]ECt to U.S. faw. -

c. EIEPs must restrict access to the information to authorized users who need It to perform their
official duties. .

NOTE: Contractors and agents (hereafter referred to as co:jtractors) of the EIEP who
process, maintain, transmit, or store S5A-provided data are held to.the same security
requirements as are employees of the EIEP. Refer to the section 'Contractors of

Electronic Information Exchange Pa rtners’ in the '‘Systems Security Regwrements for
_ add.rt:onal information.

d. . Information recelved from SSA must be stored in a manner that, at all times, is phySIcalIy and
electronically secure from access by unauthonzed persons.

e. SSA-prov:ded information must be processed under the immediate supemsmn and control of
authorized personnel

f, EIEPs must employ both physical and technological safeguards to ensure against-unauthorized
- retrieval of SSA-provided information by means of computer, remote terminal, or other means.

'g. EIEPs must have in place formal PII incident response procedures. When faced with a security
incident whether caused by malware, unauthorized access, software Issues, or acts of nature, -
etc., EIEP must be able to respond in @ manner that protects SSA-provided information affected.
by the incident,

h. EIEP's must have an acfive and robust ei‘nployée security awareness program that is mandatory
for all employees who may have access to SSA-provided information.

i. EIEP eh"lplc_)yees with access to SSA provided information must be advised of the confidentiality
of the information, the safeguards required to protect the information, and the civil and criminal
sanctions for non-compliance contained in the applicable Federal and state laws. '

j. Atits discretion SSA or its designee, must have the option to conduct onsite security reviews
or make other provisions, to ensure that FIEPs maintain adequate security controls to
safeguard the mformatlon we provide.
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~ 5. Systems Security Requirsments (1]

5.1

5.2

Ovarview O

Following is a discussion of SSA’s security requirements that must be met by its EIEPs. SSA
must certify that controls to mest the reguirements have been implamented and working as
intended, before it will authorize initiating transactions to and from SSA through batch data
exchange processes or onling processes such as State Online Query (SOLQ) or Internet SOLQ.

The Systems Security Requirements (SSR)s address management, operational, and technical
aspects of security regarding the confidentiality, integrity, and availability of Social Security
Administration (SSA) prowded information used, maintained, transmitted, or stored by SSA's
EIEPS .

SSRs are representative of tha current state-of-the-practice security controls, safeguards, and
countermeasures required for Federal information systems by Federal reguiations and
statutes, congressional mandates, etc., including but not fimited to the Privacy Act of 1974,
the Federal Information Security Management Act (FISMA), etc. and recommended by
standards and guidelines established by NIST, etc.

Genaral System Security Dasign and Operating Envirenmsant O

The EIEP must provide descri-pi:ions and explanations of their overall system design,
configuration, security features, and cperational environment and include discussions of how
they conform to SSA’s requirements. Discussion must also includes

"« Description of the operating envir onment(s) In Wthh SSA- prowded data is to be utilized,

5.3

maintained, and transmitted
+ Description of the business process(es) in which SSA-provided information is to be used
o Physicai safeguards employed to ensure that unauthorized personnel cannot access SSA-

provided data and that audit information pertaining to use of and access to SSA—prowded
mformatlon and the EIEP’s associated apphcatlcms is readily available -

e Electronic safeguards, methods, anc proceduras for protecting the EIEP's network

Infrastructure and for protecting SSA-provided data while In transit, in use within a

process or application, at rest (stored or not In use); preventing unautheorized retrieval of

SSA-provided information by computer, remote terminal, or other means; including

descriptions of security software other than accéss control software (e. g i, securlty patch
and anti-malware software instaliation and maintenance, etc. )]

System Access vContro»l 0

EIEPs must utilize and maintain technological (logical) access controls that limit access to
SSA-provided information and associated transactions and functions to only those users,
processes acting on behalf of authorized users, or devices (including other infoermation
systems) authorized for such access based on their official duties or purpose{s). EIEPs must
employ a recognized user access security software package (e.g. RAC-F, ACF-2, TOP SECRET)

“or a security software design which is at minimum eguivalent to such products. The access

control software must utllize personal identification numbers (PI\J) and passwords or

-
s}
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biometric identifiers in combination with the user’s system identification code (userID), etc,

{e.qg., the access control software must employ and enforce (1) PIN/password, and/or (2)

PIN/biometric jdentifier, andfor (3) SmartCard/ biometric identifier, etc., for authentscatlon of -
© users),

~ Depending upon the computing platform (e.g., client/server (PC),"mainframe) and the access
software implementation, the terms “PIN” and “user system identification code (useriD)” may
be, for practical purposes, synonymous, For example, the PIN/password combination may be
required for access fo an individual’s PC after which, the useriD/password combination may

be required for access to a mainframe applicatmn (A blometrlc identlf‘er may supplant one
element in the pair of those combinations).

Implementation of the control software must be in compliance with recognized industry
standards. For example, password policies should enforce sufficient construction strength
{length and complexity) ta defeat or minimize risk-based identified vulnerabilities, ensure
limitations for password repetition; technical controls should enforce periodic password

" changes based on a risk-based standard (e.g., maximum password age of 30 — 45 days,
minimum password age of 3 - 7 days), enforce automatic disabling of user accounts that
‘have been Inactive for a specified period of time (e.g., 45 days); etc.

EIEPs must have management control and oversight of the function of authorizing individual
user access to SSA-provided information and over the process of issuing and managing
access control PINs, passwords, biometric identifiers, etc. for access to the EIEP’s system.

The EIEPs’ systems access rules must cover such matters as least priviiege and individual
accountability regarding access to sensitive information and associated transactions and
functions, control of transactions by permissicns modules, the assignment and limitation of |
system privileges, disabling accounts of separated employees (e.g., within 24 hours),-
individual accountability, work at home, dial-up access, and connecting to the Internet,

Automated Audit Trail O

EIEPs that receive information electronically from SSA are required to impiement and
maintain a fully automated audit trail system (ATS). The system must, at a minimum, be
capable of creating, storing, protecting, and efficiently retrieving and coliectmg records
identifying the individual user that initiates a request for information from SSA or accesses
SSA-provided data. At a minimum, Individual audit trail records must contain the data
needed (including date and time stamps) to associate each query transaction or access to
SSA-provided information with its initiator, their action; if any, and the relevant business -
purpose/process (e.g., SSN verification for driver license, etc.). Each entry in the audit file
-must be stored as a separate record, not overlaid by subsequent records. Transaction fiies

. must be created to capture all input from mteractive mternet apphcatlons which access or
guery SSA-provided data. .

. EIEPs whose transactions with SSA are mediated AND audited by an STC {e.g., State
Transmission Component) are responsible for ensuring that the STC’s audit capabilities meet
SSA’'s requirements for an automated audit trail system. The EIEP must also establish a
process by which the EIEP is able to efficiently obtain audit information from the STC
regarding the EIEP's SSA transactions.

Access to the audit file must be restricted to authorized users with a “need to know” and audit
file data must be unalterable (read only) and maintalned for a minimum of three {preferably
seven) years, Information in the audit file must be retrievable by an automated method and
capable of being made available to SSA upon request. Audit trail records must be backed up
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on a ragular basis to ensure their availability. Backup audit files must have the same level of
protaction as that applied to the orlgmal files.

If SSA-provided information is retained by the EIEP (e.q., Access database, Share Point, etc.),
or if certain data elements within the EIEP's system will indicate to users that the information
has bean verified by SSA, the EIEP's system must also capture an audijt trail record of any
user who views 5SA-provided information stored within the EIEP's system. ‘The audit trail
requirements for these inquiry transactions are the same as those cutlined above for the
EIEP’s transactions reguesting or accessing information directly from SSA.

Parsonally Identifiable Information (PII) Q

PII is defined as any information which can be used to distinguish or trace an individual's
identity, such as their name, social security number, biometric records, etc., alone or when

combined with other personal or identifying information which is Ilnked ar hnkab[e toa
specific individual, such as date and place of birth, mother’s maiden name, etc.

' PII joss is defined. as a circumstance wherein SSA has reason to believe that information on

hard copy or in electronic format which contains PII provided by SSA to an EIEP, has left the
EIEP's custody or has been disclosed by the EIEP to an unauthorlzed lndlwdua] or entity. PII
loss is a reoor“able lnCldent (refer to Incident Reporting),

'If a PII loss involving SSA-provided data occurs or is suspected, the EIEP must be able to

quantify the extent of the loss and compile a complete list of the individuais potentlal!y
affectad lnc,dent (refer to Incident Regortmg)

Monitoring and Anomaly Detection O

The EIEP must establish and/or maintain coniinucus monitoring of its network infrastructure
and assets to ensure that:

. implemented security. controls continue to be effective over time

+  only authorized individua! is, dewces and processes have access to SSA-provided
information

-« efforts by external and internal entities, devices, or processes to perform unauthorized

actions (i.e., data breaches, malicious attacks, access to network assets,
software/hardware installations, etc.) are detected as soon as they occur

= The necessary parties are immediately alerted to unautherized actions performed by
external and internal entities, devices, or processes

« upon detectlon of unau’rhonzed actions, measures are immediately initiated to prevent or
"mitigate assocuated risk :

.+ in the event of a data breach or security incident, the necessary remedial actions can be

efficiently determined and initiated

« trends, patterns, or anomaicus occurrences and behavior in user or network activity that
may ba lndlcatlve of potentizl security Issues are more readl[y discernable
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The EIEP's systemn must include the capability to prevent employees from browsing SSA
records (e.g., utilize a permission module and/or employ a system design which is
transaction-driven, whereby employees are unable to initiate transactions). If such a design

" 15 used, the EIEP then needs only minimal additional monitoring and anomaly detection

(detect and monitor employees’ attempts to gain access to SSA-provided data to which they
are not authorized and attempts to obtain information from SSA for cllents not in the EIEP's
client system). However, measures must exist to prevent circumveantion of the permission
module (e.g., creation of a bogus case and subsequently deleting It in such a way that it goes
undetacted}.

if the EIEP's design does not currentfy utilize a permission module and is not transaction-
driven, until at least one of these security features is implemented, the EIEP must develop ~ -
and implement compensating security controls to deter their employees from browsing SSA
records. These controls must include monitoring and anomaly detection features, either
systematic, manual, or a combination thereof. Such features must include the capability to
detect anomalies in the volume and/or type of transactions or queries requested or initiated -
by Individuals and include systematic or manual procedures for verifying that requests for and
queries of SSA-provided information are in compliance with valid official business purposes,
The system must also produce reports providing management and/or supervisors with the
capablllty to appropriately monitor user activity, such as:

¢ User ID Exception Reports:
‘This type of report captures information about usérs who enter incorrect user IDs when

attempting to gain access to the system or to the transaction that initiates requests for
information from SSA, including falled attempts to- enter a password.

e Inquiry Match Exception Reports.

This type of report captures informatlon about users who may be initiating transactions for |
SSNs that have no client case association within the EIEP’s system (100 percent of
these cases must be reviewad by the EIEP's management).

+ Systemn Error Exception Reports:

This type of report' caf:tures information about users who may not understand or be .
following proper procedures for access to SS__A-provided i_nformation.

+ Inquiry Activify Statistical Reports:

This ty[ﬁe of report captures information about transaction usage patterns among
authorized users and is a tool which would enable the EIEP’s management to monitor
_ typical usage patterns in contrast to extraord;nary usage.

The EIEP must have a process for distributing these monitoring and exception reports to
appropriate local managers/supetvisors or to local security officers to ensure that the reports
are used by those whase responsibilities include monitoring anomalous activity of users -
Including those who have been granted exceptional system rights and privileges.

Management Oversight and Quality Assurance Q)
The EIEP must establish and/or maintain ongoing fhanagément_'oversight and quality

assurance capabilities to ensure that only authorized employees have access to SSA-provided
information and to ensure that there is ongoing compliance with the terms of the EIEP's

9
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atectronic information sharing agreement with SSA and the SSRs established by SSA for
accass to and use of SSA-provided data by EIEPs. The rnanagement oversight function must
consist of one or more of the EIEP’s management officials whose job functions include
responsibility for assuring that access to and use of SSA- provided m;ormatlon is appropriate
for each employee position type for WhICh access is granted.

--The EIEP must assure ’that emp[oyees granted access to S5A-provided information receive

adequate training on the sensitivity of the information, asccc,ated safeguards, procedures
that must be foliowed and the penalties for misuse.

Although not requmred it is recommended that EIEPs establ;sh the following functions and
require that they be performed by employees whose job functions are separate from those
who request or use information from S5S5A:

» - Performing periodic self-reviews to rromtor the EIEP's ongomg usage of SSA-provided
information. .

* Random sampling of work activity Involving SSA-provided information to determlne
wheher the access and usage comply with SSA's requurements

Data and Communica‘-:ians.Securéty (1)

EIEPs must eqcrypt all PII and SSA-provided information when it is transmitted across
dedicated communications circuits between its systems, included in intrastate
commmunications among its local office locations, and resident on the EIEP's mobile
computers/devices and removable media, etc. The encryption method employed must meat
acceptable standards as dasignated by the National Institute of Standards and Technology
(NIST). The recommended encryption method for securing SSA-provided data during
transport is the Advanced Encryption Standard (AES) or triple DES (Data Encryption Standard
3) if AES is unavailable. Files encrypted for external users {when using tools such as ‘
Microsoft WORD encryption, etec.) require a key length of 9 characters. Although not required,
it is recommended that the key (zlso referred to as a password) contain both a number and a
special charactar. However, it is requirad that the key be deliverad in a manner.whergin the
key does not accompany the media. Also, the key must be secured when unattended or not
in use.

It is recommended that the public Internet not be used for transmission of SSA-provided
information. If it is, however, Internet and all other electronic cormmunications {e.g., emalls

. and FAXes) containing SSA-provided information must, at minimum, utilize Secure Socket

Layer (SSL) and 255-bit encryption protocols or more secure methods such as Virtual Private

Network technology. Additionally, the data must be’ transmltted only to a secure address or,
device.

EIEPs may retain SSA-provided dzata for only the business purpose(s) and period of time
stipulated.in the EIEP’'s Information Exchange Agreement with SSA. SSA-provided
information is to be deleted, purged, destroyed, or returned to SSA when the purpose for
which the information was obtained has been completed.

The EIEP may not save or create sepzrate files comprised solely of infor matlon prowded by

. 5S5A. The EIEF. may, however, apply specific SSA-provided data to the EIEP’s matched record
{l.e., specified data obtained from SSA which matches that in the EIEP’s preexisting record).

Duplication and redlsclosure of SSA- provided mformauon within or outside the EIEP without
the written approval of 55A 15 prohibited. .

10
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EIEPs must prevent unauthorized disclosure of SSA-provided data after processing has been
completed and also after the data is no longer required by the EIEP. The EIEP’s operational
processes must ensure that no residual SSA-provided data remains on the hard drives of
users’ workstations after the user has exited the application(s) in which SSA-provided data
was utilized, In cases where a PC, hard drive, or other computing or storage device on which .
SSA-provided information resided will be sent offsite from the EIEP for repair and its
information must be retrievable, the EIEP’s repair contract must include a requirement for
non-disclosure of SSA-provided data by the servicing vendor. SSA-provided information must
be completely removed from, rendered unrecoverable, or destroyed on any electronic device
or media {e.g., hard drives, removable storage devices, etc.) prior to the device or.media
being serviced by an external vendor (when the data need not be recovered), excessed, sold,
or placed in the custody of another organization.

To sanitize media, one of the Tollowing methods must be used:
"« Overwriting

Overwrite utilities can only be used on working devices. The medla to be overwritten
must be designed for multiple reads and writes, This includes dlsk drives, magnetic tapes,
floppies, USB flash drives, etc. The overwrlte utility must compietely overwrite the media
by the purging type of media sanitization to make the data irretrievable by a laboratory,
attack or laberatory forensic procedures (refer to Definitions for more information
regarding Media Sanitization). Reformatting the media does not overwrite the data.

'« Degaussing

~ Degaussing Is a sanltization method for magnetic media (e.g., disk drives, tapes, floppies,
etc.). Degaussing is not effective for purging non-magnetic media (e.¢., optical discs).
Degaussing must be performed with a certified tool designed for the media being
degaussed. Certlfication of the tool is required to ensure that the magnetic flux applied to
the media is strong enough to render the information irretrievable. The degaussing
process must render data on the media irrettievable by a [aboratory attack or laboratory

. forensic procedures (refer to Definitions for more information regard!ng Media
Sanitization). . :

¢« Physical destruction

Physical destruction is the method which must be used when degaussing or over-writing
cannot be accomplished (for example, CDs, floppies, DVDs, damaged tapes, hard drives,
damaged USB flash drives, etc.). Examples of physical destruction include shredding,
pulverizing, and burning.

State agencies may retain SSA-provided data in hardcopy if it is required to fulfill evidentiary .
requirements, provided the agencies retire such data in accordahce with applicable state laws. -
governing state agencies’ reteition of records. The EIEP must ensure that print media .
containing SSA-provided data is controlled to restrict its access to only authorized employees
who need such access to perform their official duties and must have in place secure processes
by which print media containing SSA-provided data is destroyed when it Is no Jonger required,
Paper documents containing SSA-provided data must be destroyed by burning, pulping,
shredding, macerating, or other similar means that ensures that the information cannot be
recovered.

NOTE: Hand tearing or lmmg through documents to obscure information does not
meel SSA's requ.-rements for appropriate destruction of PII}.

11
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The EIEP must employ measures to ensure that communications and daLa furnished to SSA -
contain no viruses or other malware.

5.9

Incident Raporting O

The EIEP must develop and imiplement policies and procedures for responding to the breach
or loss of PII and explain how they conform to SSA’s requu'ements The procedures must
include the fellowlng informa‘uon

If the EIEP experiences or suspects a breach or loss of PII or a security incident which
includes SSA-provided data, they must notify the United States Computar Emergency
Readiness Team (US-CERT) within one hour of discovering the incident. . The EIEP must
also notify the SS5A Systems Security contact named in the agreement. If within 1 hour
the EIEP has been unable to make contact with that person, the EIEP must call 55A's
National Network Service Center (NNSC) toll free at 877-697-4889 (select “Security and -
PIT Reporting” from the options list). The EIEF will provide updates as they become
available to SSA contact, as appropriate, Refer to the worksheet, Attachment 5,
provided in the agreement to faciiitate gathenng and orgamz!ng information about an

incident,. ,

The EIEP must agree that if SSA determines that the risk presented by the breach or security
incident requires the notification of the individuals whose information is involved and/or
remedial action, the EIEP wili perform those actions without cost to SSA.

 5.10 Security Awareness and Employee Sanctions O

The EIEP must establish and/or maintain an ongoing function that is responsible for providing

security awareness training for employeas, granted access to SSA provided mformatmn
+ Training.must include dls‘.ussmn of!

- The sensitivity of SSA—provided information and address tHe Privacy Act and other Federal

and state laws governing its use and misuse

Rules of behawor concerning use of and security in systems processing SSA- prowded data

Restrlctlons on viewmg and/or copying SSA-provided informatio'n

The employees’ responsitility for proper uss and protaction of SSA ~providad Information
including its proper disposal

Security incident raporting precedures

The possnble sanctions and penaitxes for misuse of SSA- prowded information.

The EIEP must provide security awareness training periodically or. as needﬂd and have in
place administrative procedures for sanctioning employees who violate laws governing the use.
and misuse of SSA-provided data through unauthorized or unlawful use or di sclosure of SSA-
provided information. :

5.11 Contractors of Electronic Information Exchange Pariners €

12..
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As previously stated, in The General Systems Security Standards, contractors of the EIEP
are-held to the same security requirements as are employees of the EIEP. As such, the EIEP
is responsible for oversight and compliance of their contractors with SSA’s security ,
requirements. The EIEP must be able to provide proof of the contractual agreement between
itself and its contractors (e.g., copy of their contract, etc.) who are authorized by the EIEP to
perform on its behalf-and who have access to or are involved in the processing, handling,
transmission, etc. of information provided to the EIEP by SSA. The EIEP must also explain
the role of those contracters within the EIEP's Operatlons . .

The EIEP must also require that their contractors who will have access to or be involved in the
processing, handling, transmission, etc. of information provided to the EIEP by SSA, sign an
agreement with the EIEP that obligates the contractor to follow the terms of the EIEP’s data

-~ exchange agreement with SSA; The EIEP must provide its contractors a copy of the data
exchange agreement between the EIEP and $SSA and related attachments before any
disclosure by the EIEP of SSA-provided information to the EIEP’s contractor/agent.

If the EIEP’s contractor will be involved with the processing, handling, transmission, etc. of
information provided to the EIEP by SSA offsite from the EIEP, the EIEP must have the
contractual option to perform onsite reviews of that offsite faclllty to ensure that the following
meet SSA’s requlrementS'

. safeguards for sensntwe information
e computer system safeguards

. security controls and measures to prevent, detect, and resclve unauthorized access to,
.use of, and redisclosure of SSA-provided information

6. General -- Security CEl‘tIflcatiO"l and Comp!iance Review Programs [1]

SSA’s security certlr"cat;on and complxance review programs are two distlnct programs with the
same objective. The certification program is a one-time process associated exclusively with an
EIEP’s initial request for electronic access to SSA-provided information or an initial change to online
-access. The certification process entalls two rigorous stages intended to ensure that technical,
management, and operational security measures implemented by EIEPs fully conform to SSA's
security requirements and are working as intended. EIEPs must satisfy both stages of the |
cert|f|cat|on process before SSA will permit online ‘access to its data in a preduction environment.

The compliance review program, however,_ Is intended to ensure that the suite of security measures
implemented by an EIEP to safeguard SSA-provided data remains in full compliance with SS5A’s
security standards and requirements. The compliance review program is applicable to online
access to SSA-provided data as well as batch processes. Under the compliance review program,
EIEPs are subject to ongoing periodic security reviews by SSA that are regularly scheduied or ad
hec. '

6.1 The Security Certification Program O

The security certification process applies to EIEPs that seek cnline electrenic access to SSA
information and consists of two general phases:

¢ Phase One: The Security Desfgn Plan (SDP} phase wherein a formal written plan is
- authored by the EIEP to comprehensively document its technical and non-technical
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security controls to safequard SSA-provided informaticn (refer to Pocumenting Security
Coptrols in the Security Desiun Plan).

NOTE: SSA rﬁay have legacy EIEPs (EIEPs not certified under the current
process) who have not prepared an SDP. OIS strongly recommends that these
" EIEPs prepare an SDP.

The EIEPs’ preparation and maintenance of a current SDP will aid them in
determining potential compliance issues prior to reviews, assuring continuad
compliance with SSA’s security requirements, and providing for more efficient
security reviews.

» Phase 2: S5A Onsite Certiﬁcatlon phase wherein a formal onsite review is conducted by
SSA to examine the full suite of technical and non-technical security controls implemented

by the EIEP to safeguard data obtainsd from SSA electron cally {refer to The
Certification Process).

6.2 Documenting Security Controls in ths Securuy Design Plan (SDP) 0
6.2.1 When the SDP and RA are Reguired O

EIEPs must submit to SSA an SDP and a security risk assessment {RA) for evaluauon when-
ene or more of the following circumstances apply. The RA must be in an electrotiic format -
-and include discussicn of the measuras planned or implemented to mitigate risks identified by
the RA and (as applicable) risks associated with the circumstances below:

+ to obtain approval for I'c:QU:St"d ini tla] access to SSA prowded informatien for an Initial .
agreement

+ to obtain anprovai to reestablish previcously terminated access to SSA-provlded data

« wher implementing a new operating or sacurity platform in which $SA-provided data will
be involved

» significant changas to the EIEP’s organizational structure, technical processes, operational
environment, datz recovery capabilities, or security implementations are plannad or havea
been made since approval of their most recont SDP or of their most recent successfully
completed security review :

+ one pr rmore sacurity breeches or incidents involving SSA-provided data have occurred.
since approval of the EIEP's most recent SDP or of their most recent successfully-
completed security review

+ to document descriptions a'ld explanatlons of measurss impiemented as the result of a
data breach or security incident -

» to document descriptions and explawatsons of measures implemented to resolve non-
compliancy tssue(s) _ ;

« when approval of the SDP has been revoked

The RA may also be requ;red if ch:nges (cther than thosz listad above) that may. impact the
terms of the EIEP's data sharing agreement with SSA have occurred.
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The SDP must be approved by SSA prior to the initiation of transactions and/or
access to S5A-provided information by the EIEP.

An SDP must satisfactorily document the EIEP’s compliance with all of SSA’s SSRs in order to
provide the minimum leve! of security acceptable to SSA for its EIEPs” access to SSA- provnded
information, '

_ Deficiencles identifled through the-evaluation of the SDP must be corrected by the EIEP and a
revised SDP which Incorporates descriptions and explanations of the measuras implemented
to eliminate the deficiencies must be submitted. Until the deficiencies have been corrected
and documented in its SDP, and the SDP is approved, the EIEP will not be granted access to
SSA-provided information or certified for electronic receipt of the information. The progress
of corrective implementation(s) must be communicated to SSA on a regular basis. If, within a
reasonable time as determined by SSA, the EIEP is unable to rectify a deficiency determined
by SSA to present an untenable risk to SSA-provided information or the agency, approval of
the SDP will be withheld.

If, at any time subseqguent to approval of its SDP the EIEP is found to be In non-compliance
with one or more SSRs, SSA may revoke approval of the EIEP's access to SSA-provided data.

A revised SDP which incorporates descriptions and explanations of the measures implemented .
to resolve the non-compliance issue(s) must be submitted. The progress of corrective
implementation(s) must be communicated to SSA on a regular basis. Until resolution of the -
issue(s) has been accomplished and documented in its SDP, and the SDP is approved, the

EIEP will be in non-compliance with SSA’s SSRs. If, within a reasonable time as determined

by SSA, the EIEP is unable to rectify a deficiency determined by SSA to present an untenable
risk to SSA-provided information or to SSA, approval of the SDP will be withheld and the flow
of SSA ~provided information to the EIEP may be d:scontmued

NOTE: EIEPs that function only a}s an STC, transferring SSA-provided data to other
EIEPs must, per the terms of their agreements with SSA, adhere to SSA’s System
Security Requirements (SSR) and exercise their respunssblhtles regarding
protectlon of SSA-provided information,

" 6.3 The Certification Process O

Once the EIEP has successfully satisflad Phase 1, SSA will conduct an onsite certification
review. The objective of the onsite review will be to ensure by SSA's examination and the
EIEP’s demonstration that the nen-technical and technical controls implemented by the EIEP
to safeguard Social Security-provided data from misuse and improper dlsciosure are fully
functioning and working as Jntended .

At its discretion, SSA may reguest that the EIEP participate in an onsitevreview and :
compliance certification of their security infrastructure and implementatlon of SSA’s security
requirements.

The onsite review may address any or all of SSA’s security requ;rements and include, where
appropriate:

» ademonstration of the EIEP’s implementation of each requirement

+ random sampling of audit records and transactions submitted to SSA
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« awalkt hrough of the EIEPs daLa center to observe and document physical se”urity
safeguards

« 2 demonstfatton of the EIEP” s lmpie'—lcntat on of electronic exchange of data with SSA
. dlscussmns w th managers/supemsors

s examination of management control procedures a'ld reports (e g., anomaly datection
reports, ete.)

s demonstration of technical tools pertaining to user access control and if appropnate,
browsing prevention, specifically:

o Ifthe design Is based an a permissicn module or similar design, or is transaction
driven, the EIEP will demonstrate how the system tnggers requests for information
from SSA. .

o If the design is based on a permission module, the EIEP will demonstrate the process
by which requests for SSA-provided information are prevented for SSNs not present in
_ the EIEP's system (e.g.; by attempting to obtain information from SSA using at Ieast
one, randomly created, fictitious nurmber not known to the EIEPs system).

During the certification review, SSA, or a certifier acting on its behalf, may request a
damonstration of the system’s audit trail and retrizval capability. The certifier may request a
demonstration of the system’s capability for tracking the activity of employees that are
permitted to view SSA-provided information within the EIEP’s system. Additionally, the
certifier may request those EIEPs whose transactions with SSA are mediated AND audited by
an STC te¢ demonstrate the process(es) by which the EIEP obtams audit informatien frem the -
STC regardmg tﬁe EIEP's SSA transacticns.

EIEPs whose transactions with SSA are madiated AND zudited by an STC will be required to.
 demonstrate both their own in-housa audit capabilities AND the process(es) by which the EIEP
obtaing audit mfo'matlon fram the STC regardmg the EIEP's transactions with SSA.

If the EIEP employs a contractor who will be involved with the processing, handling,

transmission, etc. of the EIEP's SSA-provided information offsite from the EIEP, SSA, at its
“discretion, may include in. the onsite certification review an cnsite inspection of the

contractor’s facility, The inspection may -occur with or without a representative of the EIEP.

Upon successful completien of the onsita certification exercise, SSA will authorize electronic

access to productlon data by the EIEP, SSA will provide written notlﬁcatzon of its certification -
to the EIEP as well as all appropriate internal componer‘ts
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The following is a high-level flow chart of the OIS Certification Process: 3

6.5 The Compliance Review Program and Process O
_ Similar to the certification process, the compliance revlew'program entalls a rigorous process.

intended to ensure that EIEPs currently recelving electronic information from SSA are-in full
compliance with the Agency’s security requirements and standards. As a practice, SSA
attempts to conduct compliance reviews following a 3 to 5 year periodic review schedule.
However, as circumstances watrant, a review may take place at anytime. Three prominent
examples that would trigger an ad hoc review are:

« 3 signiﬁcaht change in'the outside EIEP's computing platform

"e. a violation of any of SSA’s systems security requirements

s+ an unautharized disclosure of SSA informatlon by the EIEP
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The following is a high-level flow chart of the OIS Comgliance Raview Process: 0

SSA may, at its discretion, conduct compllance revsﬂws onblte atthe E*EPs snte, mc!udmg a
field oﬁ’ce jocation, if appropr:al.e,

'SSA may, also at its discretion, request that the EIEP participate in an onsite compliance
review of their s_ecurity infrastructure and implementation of SSA’s security requirernents.

‘The onsite review may addrass any or all of SSA’s security requlrﬂments and lncIude, wher_
approprlahe.

* a demonstration aof t'n_é EIEP's impiementation of each requirement
« random samphng of audit records and transactions submittad to SSA

« a walkthrough of the EIEP's data center to observe and document physical secmty
sa.eguards

« a demonstration of the EIEP's implementatiorr of online exchange of data with SSA
+ discussions with managers/supervisors

. exammat:on of management comrol procadures and reports (e g anorraly detection
reports, etc.)
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» demonstration of technical tools pertaining to user access control and if appropriate,
browsing prevention, specifically:

o 1If the design is based on a _perr_nission module or similar design, or is transaction '
driven, the EIEP will demonstrate how the system triggers requests for information -
from SSA. )

o If the deslgn is based on a permission module, the EIEP will demonstrate the process
by which requests for SSA-provided information are prevented for SSNs not present in
the EIEP's system (e.g.; by attempting to obtain information from SSA using at least
one, randomiy created, fictitious number not known to the EIEP's system).

' SSA may also, at its dlscret:on perform an ad hoc onsite or remote review for reasons .
including but not limited to the following:. :

s the EIEP has experienced a security breach or incident involving SSA-provided data
+ the EIEP nas_unresolved non-compliancy issue(s)

+ toreview an EIEP's offsite {relative to the EIEP) contractor’s facllities involving SSA-
provided data ' : '

« the FIEPis a Iegacy orgamzatlon that has not yet been through SSA's securlty certification
and compliance review programs

o the EIEP has requested that an IV & V (Independent Venﬁcatlon and Vahdatlon rewew) be
performed by SSA -

During the compliance rewew, SSA ora certlﬂer acting on lts behalf may request a ‘
demonstration of the system’s audit trail and retrieval capabllity. The certifier may requesta -
demonstration of the system’s capability for tracking the activity of employees that are
‘permitted to view SSA-provided information within the EIEP's system. Additionally, the
-certifier may request those EIEPs whose transactions with SSA are mediated AND audited by

an STC to demonstrate the process(es) by which the EIEP obtains audit information from the
STC regarding the EIEP’s SSA transactions. :

EIEPs .whose transactions with SSA are mediated AND audited by en STC may be required to
demonstrate both their own in-house audit capabilities AND the process(es) by which the EIEP
obtains audit information from the STC regarding the EIEP's transactions with SSA.

If the EIEP employs a contractor who wili be involved with the processing, handling,
transmission, etc. of the EIEP's S5A-provided information offsite from the EIEP, SSA, at its
discretion, may include in the onsite compliance review an onsite inspection of the
contractor's facility. The inspection may occur with or without a representative of the EIEP,
However, manpower limitations or fiscal constraints could drive an alternative approach, such -
as teleconferencing. In any event, the format of the review In routine circumstances (i.e., the
.compliance review is not being conducted to address a special circumstance, such as a
disclosure violation, etc.) will generally consist of reviewing and updating the EIEP's
compliance with the systems security requirements described above In this document. At the
conclusion of the review, SSA will issue a formal report to appropriate EIEP personnel.
Findings and recommendations from SSA's comphance review; if any, will be discussed in its
report and momtored for closure.
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NOTE: Documentation provided SSA by the EIEP for compliance reviews is
considered sensitive and is, therefore, handled accordingly by SSA. E.g., the
information is accessible to only authorized individuals who have a need for the
information as it relates to compliance of the EIEP with its electronic information
sharing agreement with SSA and SSA’s associated system security requirements
and procedures. Additionally, the EIEP’s documentation is retained for only as long
as required and is deleted, purged, or destroyed when the requ:rement for which
the information was obtained has exp:red.

The following is a high-level example of the analysis that aids in meaking preliminary decisions
as to which review forimat may be mest appropriate. Various additional factors may also be
factored in determining whether SSA-performs an onsite or remote compliance review.

» High/Medium Risk Criteria
o undocumented closing of prior review finding(s)
o Implementation of techmcal/operatzonal controls that impact security of SSA prov:ded
data (e.g., implernentation of new data access method, etc.)
o reported PII breach

. Low Risk Cnter:a -
o no prior review finding(s) or prlor finding{s) documented as closed :
o no implementation of techniczl/operational controls that ipact security of SSA provided
datz (e.g., implementation of new data access method, etc. )
o no reported PII breach

6.5.1 EIEP Compliance Review Participation O
During the compliance review SSA may request to meet with the following:

« asample of managers and/or supervisors responsible for enforcing and monitoring
ongoing compliance to security requirements and procedures to assess their level
of training to.monitor their employee’s use of SSA-provided mfor'natlon and for
reviewing reports and taking necessary action

_» the individuals responsible for security awareness and employee sanction functlons
and request an explanation of how these responsxbzlmes are performed

*» 3 Sampie of the EIEP's employees to assess their level of training and
understanding of the requirements and potential sanctions applicable to the use
and misuse of SSA-provided information

. thein'dividual(s) responsidle for management oversight and quality assurance .
functions and request a description of how these responsibilities will be carried out

_« additional individuals as deemed appropriate by SSA

6.5.2 Verification of Audit Samples €

Prior to or during the compliance review, SSA will present to the EIEP a sampling of
trensactions previously submitted to SSA for verification. The EIEP is required to
verify whether each transaction was, per the terms of their agreemem with SSA,
legitimately submitted by & user authorized to do ol
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The EIEP must provide SSA a written attestation of the results of the EIEP” s review of
the transact;ons The document must provsde

. conFrmatlon for each sample transaction located in the EIEP’s audit file(s) and
determined to have been submitted by its employee(s) for Ieg[tlmate and
authorized business purposes

» an explanation for each sampile transactlon located in the EIEP s audit file(s)
.determmed to have been unauthorized

'+ an expfanationv for each sample transaction not found in the EIEP’s ATS
When the sample transactions are provided to the EIEP, defailed instructions will be

included. Only an official responsible for the EIEP is to provide the attestation.

6.6 Scheduiing the Onsite Review O

The SDP must be apprbved before its associated onsite review is scheduled. Notification of
the approval of a plan will be sent via email. Although there is no prescribed time frame for.
arranging the subsequent onsite review (certification review for an EIEP requesting initial
access to SSA-provided information for an initial agreement or compliance review for. other
EIEPs), unless there are compelling circumstances precluding it, the onsite review will follow
as soon as reasonably p0551ble .
However, the scheduling of the onsite review may depend on additionaljfactors including:

s the reason for submission of a plan

« the séverity of security issues if any - ' - ’ ' ' o

s circums_tances' of the previous review if any

‘a  SSA workload considerations

. Although the scheduling of the review is contingent upon approval of the SDP, in extreme

circumstances, SSA may, at its discretion, perform an onsite review prior to approvat if .
determined necessary by SSA for completion of the evaluation of a plan.

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY)
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7. Additional Definitions 0

Back Button:

Refars to a button on a web browser’s toolbar, the backspace button ona computer keyboard, a
programmed keyboard button or mouse button, etc,, that returns a user to a previously visited
web page or application screen.

Breach:

Refers to actual loss, loss of control, compromise, unauthorized disclosure, unauthorized
acquisition, unauthorized access, or any similar term referring to situations where persons other
than authorized users and for other than authorized purposes have access or potential access to
PII or Covered Informaticn, whether physical, electronic, or In spoken word or recording.

Browsing

Requesta for or queries of S5SA-provided data for purposes not related to the performance of officia
job duties.

Choke Point:
The firewall between z local network and the Intarnet ls considered a choke point In network

security, because any attacker would have to come through that channel, which Is typically
protected and momtored '

Cioud Compuqng.

‘The term refers to Internet-basad computing and is derived From the cloud drawing representing
the Internet in computer network diagrams. Cloud computing providers deliver on-demand online
computing resources {e.q., servicas, software applications, data storage, and information)
accessib[e to their customers by means of a web service or browser.

' Cloud Drive:
A cloud drive isa Web based service.that prov1d==s storage space on & remote sarvnr

uioudAud it

CloudAudit is a spacification that provides cloud computlng service providers a standard way to
present and share detailed, automated statistics about performance and security.

Co"n‘nmgl.n._.,

The process by which an EIEP adjoins specific SSA-provided data to speczﬂc preamstmg EIEP
information according to a particular data-matching scheme.

Degaussmg.

Degaussing is the method of L.smg a degausser (i.e., a device that generates a magnetic fi Feld) in
arder to dlsrupt magentically recorded information. Degaussmg can be efiective for purging
damaged media and meadia with exceptionzlly large storage capacities. Degaussmg is not effective
for purging non- magnetlc media (e. . optical dlscs)

Dial-up:-

Sometimes used_synonymously with dfal-in, refers to digital data transmission over the wires of a
local telephene network.

Function;

One ar more persons or organizational components assigned to serve a particular purpose, or
perform a particuiar role. Also, the purpose, actlwty, or role assigned to one or more perSC}']S or
orgamzatlo..ai components.
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Hub:

As it relates to electronic data exchange with SSA, a hub is an organization which performs as an
. electronic information distribution and/or collection point (and may also be referred to as a State
Transmuss:on Component or STC).

ICON: . .
Interstate Connection Network (various entities use 'Connectivity' rather than 'Connection')

IV &V:
Independent Verification and Validation

Legacy System:

A term usually referring to a corporate or orgamzat:onal computer system or network that utilizes
~outmoded programming languages, software, and/or hardware that typically no longer recelve
support from the original vendors or developers.

Manual Transaction: :
An operation (also referred to as a ‘user-initiated transaction’) which Is initiated at the volition of a
user rather than systern-generated within an autemated process.

Examp!e: A user enters a client’s information including the client’s SSN on an input screen and
pressas the ‘ENTER' key to acknowledge that input of data has been completed. A new screen
. appears with multipte options which include *VERIFY SSN’ and ‘CONTINUE’, The user has the
option to verify the client’s SSN or perform alternative actions.,

Media Sanitizatian:

"« Disposal: Refers to the discarding {(e.q., recycllng) of media that contains no sensmve or
" confidentfal data . :

-« Clearing: This type of media sanitization is considered to be adequate for protecting

" information from a robust keyboard attack. Clearing must prevent retrieval of information by
data, disk; or file recovery utilities. Clearing must be resistant to keystroke recovery attempts
executed from standard input devices and from data scavenging tools. For example,
overwriting is an acceptable method for clearing media. Deleting ttems, however, is not
sufficient for clearing.

_ This process may include overwriting all addressabie locations of the data, as well as its logical
storage location (e.d., Its file allocation table). The aim of the overwriting process Is to replace
or obfuscate existing information with random data. Most rewriteable media may be cleared by
a single overwrite, This method of sanitization cannot be utilized on unwriteable or damaged
media. -

»  Purging: This type of media sanitization is a process that protects information from a
laboratory attack. The terms.clearing and purging are sometimes considered synonymous.
However, for some media, clearing is not sufficient for purging (I.e., protecting data froma .
laboratory attack). Although most rewriteable media may.be cleared by a single overwrite,
purging may require: multsple rewrites using different characters for each write cycle,

This is because a Iaboratory attack involves threats with the capability to employ non- standard '
assets (e.g., specialized hardware) to attempt data recovery on media outslde of that media’s
nermal operating environment S

Degaussing is.-also an example of an acceptable method for purging magnetic media. If purging
media is not a'viable method for sanitization, the media should be destroyed. - ' :
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« Destruction: Physical destruction of media is the most effective form of sanitization. Methods
of destruction include burning, pulverizing, and shr=ddlng Any residual medium shou d be able
to withstand a laboratery attack.

Parmission moduie:

A utility or subprogram within an appiicatian which automatlcaily enforces the relationship ofa
request for or query of SSA-provided data to an authorized process or transaction legitimately
initiated; e.qg., verification of an SSN for issuance of a driver license which can be triggered only
automatically from within a state’s drivar license application, requests for Information from SSA by
an EIEP's employee which cannot be initiated unless the EIEP’s client system has a record

‘containing the SSN of the individual for which information Is sought, ete,

Screen Scraping:

Screen scraping is normaily associated with the programmatic collection of visual data from a
source. Originally, screen scraping referred to the practice of reading text data from a computer.
display terminal's screen. This was generally done by rezding the terminal's memory through its
auxiilary port, or by connecting the terminal output port of one computer system to an input port
on another. The term screen scraping |s also commonly usad to refer to the bidiractional exchange
of data. :

_A screen scraper might connect to a legacy system viz Telnet, emulate the keystrokes needed to
‘navigate the legacy user interface, process the resultlng dlsplay output, extract the desired data,
" and pass it on to @ modern system,

Mora modern screen scraping techniques incluce cap urmg the bitmap data from & screen ard

running it through an-optical character reader engine, .or in the case of graphical user interface
applications, querying the graphical controls by programmatically obtaining refarencas to their
uncerlying pregramming objects.

Security Breach:

An act from autside an organlzatlon that bynasses or contravenes security pohcnes, practnct,s or
procradures : .

Sscurity Incident:

- A fact or event-which-signifies the possibility that a breach.of security may be tak'ing place', or may . -

have taken place. All thraats are security incidents, but not alf security Incidents are thraats.
Security Violation:

An act from within 2n organization that bypasses or centravenes security pol|c1es practices, or
procedures.

- Sensitive data:

Information such as PII and information provided by SSA to 2n EIEP, the loss; misuse, or
unauthorized access to or modification of which, could adversely affect the national interest or the .
conduct of Federal programs, or'the privacy to which individuals are entitled under 5 U.S.C. Section
552a (the Privacy Act), but that has not been specifically authorized under criteria established by
an Executive Order or an Act of Congrass to be kept classified in the interast of national defense ar
toreign policy but is to be pratected in accordancn with the requ'rements of the Computer Security .

" Act of 1987 (P.L. 100 -235).
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SMDS (Switched Multimegabit Data Service (SMDS):

SMDS is a telecommunications service that provides connectionless, high- performance, packet-
switched data transport. Although not a protocol, it supports standard protocols and
communications interfaces using current technology. ‘

SSA-provided data/information: T ' :
Synonymous with ‘SSA-supplied data/mformatlon defines :nformation under the control of SSA
provided to an external entity under-the terms of an information exchange agreement with SSA.
The following are examples of SSA-provided data/information Information:

+ SSA's response to a request from an EIEP for information from SSA (e.g., date of death)
+ SSA's response to a query from an EIEP for verification of an SSN

SSA data/mfarnatmn.

This is term, sometimes used mterchangeab]y with ‘SSA-prowded data/information’, denotes
information under the control of SSA provided to an external entity under the terms of an
information exchange agreement with SSA. However, ‘SSA data/information’ also'includes
information provided to the EIEP by a source other than SSA, but which [s attested by the EIEP to
have been verified by SSA, or is coupled with data from SSA as to the accuracy of the information.
The following are examples of SSA information:

» SSA's response to a request from an EIEP for mformatlon from SSA (e g., date of death)
» 55A%s response to a query from an EIEP for verlﬁcatlon of an SSN- -

» Display by the EIEP of SSA’s response to a query for verlf"cation of an SSN and the
associated SSN provided by SSA

+ Display by the EIEP of SSA’s response to a query for verification of an SSN and the
assoct ated SSN provided to the EIEP by a source other than SSA

-+ Electronic records that contain anly SSA’s response to a query for verification of an SSN
and the associated SSN whether provided to the EIEP by SSA or a source other-than SSA

SSN: ‘
Social Sec_urity Number

‘sTCH :
A State Transmission Component is an organization which perl’orms as an electronic Information

distribution. and/or coliection point for one or more other entities (and may also be referraed to as a
- hub)

System-generated transaction:
A transaction automat[cally triggered by an automated system process.

Example: A user enters a client’s information including the client’s SSN on an input screen and
presses the *‘ENTER’ key to acknowledge that input of data has been completed. An automated
process then matches the SSN against the user’s organization’s database and whean no match is
found, automatically sends an electronic request for verification of the SSN to SSA.

Syster*ls process‘

Refers to a software program module that runs in the background Withln an autornated batch
onhne or other process. :
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Third Party:
This term pertains to an entity (person or organization) provided access to SSA-provided
information by an EIEP or other SSA business partner for which one or more of the following apply:
s is not stipulated access to SSA- prov:ded data by an m.ormatron -sharing agreement between
an EIEP and SSA
= has no information-sharing agreement with SSA
s s not directly authorized by SSA for access to SSA-provided data

Transaction-driven: ) . _ :
This term pertains to an automatically initiated online query of or request for SSA information by
an automated transaction process (e.g., driver license issuance, etc.).. The query or request will
only occur if prescribed conditions are met within the automated process,

Uncontrofled transactson. : .

This term pertains to a transaction that is not controtled by a permission module (1 e., not subject
to a systematically enforcad relationship to an authorized process or appllcatlon or an existing
client record)
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1)

8. Regulatory References O
‘Federal Information Processing Standards (FIPS) Publications
Federal Information Security. Management Aet of 2002 (FISMA)
Homeland Security Presidential Directive (HSPD-12) |
National Institute of Standards and Technology (NIST) Special Publications

Office of Management and Budget (OMB) Ctrcu]ar A-123, Managements Responsibility for internal
Control

Office of Management and Budget (OMB) Clrcular A-130, Appendlx III Management of Federa/
Informat:on Resources

Office of Management and Budget (OMB) Memo M-06-16, Protection of Sensitive Agency
Informat;on June 23 2006 -

Ofﬁce of Management and Budget {OMB) Memo M-07-16, Memorandum for the Heads of Executive
Departments and Agencres, Ma y 22, 2007 '

Office of Management and Budget {OMB) Merno M-07-17, Safeguardmg Agalnst and Respondmg to
the Breach of Personally Identlr” able Information, May 22 2007

Privacy Act of 1974
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9. Frequantly Asked Questions O
{Click links for answers or additional information)

1.

10.

11,

12,

15.

xQ 2O RO RO XO ?’r?? Z 0

What is a breach of data?
Refer also to Sef'urltv Breach, Security Incident,-and Security Violation,

‘What is employe= browsing?
Click hyperlink

Okay, so the SDP was submitted Can the On51t= Review be schcduled now?
Refer to Scheduling the Onsite Rewew .

What is a 'Permission Module’?
Click hypertink '

What is meant by Screen Scraging?
Click hyperlink

When does an SDP have to be submitted?
Refer to When the SDP and RA are Reguired.

Does an SDP have to be submitted when the agreement is renewed?
The SDP does not have to be submitted because the agreement between the EIEP .

~and SSA was renewed. There are, hawever, circumstances that requnre an SDP to be

>Q |

submltted Refar to When the SDP and RA ara Reauired,

Is It acceptable to save SSA cata with a verified indicator on a {EIEP) workstation as
long as the hard drive is encrypted? If not, what options does the agency have?

. There is ne problem with an EIEP saving SSA-provided information to the encrypted

hard drives of computers processing the data provided the Information is retained only
as provided for In the EIEP’s data- sharmg agreement with SSA, Refer to'Data ahd
Communications Security.

Is caching of SSA- ~provi ded data on EIEP works ations aliowed? :
Caching during processing is not 2 problem. However, SSA-providad data must be
cleared from the cache when the user exits the application in which the data was used

. or accessed, Refer to Data and Communications Security.

??ao

» Q. =20

O

: What Is meant by “interconnections to other systems”?

As used in $SA's systam security requlremcnts document, the tarm “interconnections”

is synonymous with “connections”,

Is it acceptable to submit the SDP as a PDF nle'r' :
No it is not.

: Should the SDP be written from the standpoint of my agency’s SVES access itself, or

from the standpoint of access to all data provided to us by SSA?

The SDP is to encompass your agency’s electronic access to SSA-provided data as per
the electrenic data sharing agreement between your agency and SSA. Refer to
Developing the SDP,

: Does having a “transaction-driven” systam mean that empioyses cannot initiate a

query to SSA and that & permission module is not needed? - _
Mot necessarily. "Transaction driven” basically means that queries, etc. are submitted
automatically (and it might dapend on the transaction), Depandmg on the system
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implementation, queries might not be automatic or, if they are, manual transactions
might still be permitted (for example, when something needs to be corrected}. Also,
even if a “transaction-driven” system is implemented in such a waythat manual .
transactions cannot be performed, if the system does not require the user to be in a
particular application and/or the query to be for an existing record in the EIEP’s
system before the system will allow a query to go through fo SSA, it would still need
a permission module,

What is an Onsite Compliance Review?

The Onsite Compliance Review Is the process wherein SSA performs pertodu: site visits
to its Electronic Information Exchange Partners (EIEP) to certify whether the EIEP's
technical, managerial, and operational security measures for protecting data obtained
e!ectronlcally from SSA continue to conform to the terms of the EIEPs’ data sharing
agreements with SSA and SSA's associated system security requirements and’
procedures. Refer to the Compliance Review Program and Process.

What are the criteria for performing an Onsite Compliance Review?
The following are criteria for performing the Onsite Compllance Review:

e EIEP Initiating new access Or new access method for obtalmng information from

S5A

. EIEP s cyclical review (prewous review was performed remoteiy)

) «  EIEP has made sugnn’cant change(s) in its operating or security platform involving

SSA-provided data _
« EIEP experiénced a breach of $SSA-provided personally identifying information (PII)
« EIEP has been determined to be high-risk

Refer also to the Review Determination Matrix.

What is a Remote Compliance Rayiew?

The Remote Compliance Review is the process wherein SSA conducts periodic
meetings remotely (e.g., via conference calls) with its EIEPs to determine whether the
EIEP’s technical, managerial, and operational security measures for protecting data
obtained electronically from SSA continue te conform to the terms of the EIEPs’ data

" sharing agreements with SSA and SSA’s associated system security requirements and

procedures Refer to the Compliance Review Program and Process.

What are the criteria for periorming a Remote Compliance Review?
Each of the following criteria must be satisfied for performlng the Remote Comphance
Review: .

- EIEP's cyclical review (previous review was performed onsite without findings or

issues for which findings were cited have been satisfactorily resolved).

* EIEP has made no significant change(s) in its operatlng or security platform
involving SSA-provided data.

s EIEP has not experienced a breach of SSA—provided personally identifylhg
information (PII} since its previous compliance review.

» EIEP has been determined to be low-risk

Refer also to the Review Detarmination Matrix
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ATTACHMENT 5

- WORKSHEET FOR REPORTING LOSS OR POTENTIAL LOSS
OF PERSONALLY IDENTIFABLE INFORMATION



” T Exhibit G _
: Attachment | ‘ A Page 60 of 66

ATTACHMENT 5 : : 09/27/06

Worksheet for Reporting Loss or Potential Loss of Personally Idenuﬁable
Informatlon _

1. Information about the individual making the repbr’t to the NCSC:

Name:
Position:
Deputy Corumissioner Level Oroamzanon |
Phone Numbers: - . _
Work: | | Cell: | B | Home/Other: |
E-trail Address: | - - ‘
Check one of the following: :

Management Official. | | Security Officer | | Non-Management

2. I_hformatibn about the data that was lost/stolen:
Describe what was lost or stolen (e.g., case file, MBR data):

Which elemunt(s) of PII did the data contain?

Name . . Bank Account Info

SSN : Medical/Health Information
Dete of Birth Berefit Payment Info

Place of Birth : Mother’s Maiden Name
Address . Other (describe):

) Estimated Volum‘e of records involved:

3. How was the data physically stored packaged and/or contained?
Paper or Electronic? (cucle one):

If Electrom'c, what type of device? ”

Laptop Tablet Backup Tape . Blackberry |
Workstation Server - | CD/DVD Blackberry Phone #

Hard Drive Floppy Disk USB Drive
Other (describe): : :
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Additional Questions if Electronic: .
: Yes | No | Not Sure

a. Was the device encrypted?
b. Was the device password protected?-
¢. If a Japtop or tablet, was a VPN SmartCard Jost?

Cardholder’s Name:
Cardholder’s SSA logon PIN:
Hardware Make/Model:
Hardware Serial Number:

Additional Questiops if Paper:

Yes | No | Not Sure

a. Was the information in a locked briefcase?

b. Was the information in a locked cabinet or drawer?
c. Was the iniformation in a locked vehicle trunk?

d. Was the information redacted?

e. Other circumstances:

4, If the employee/contractor who was in possession of the data.or to whom the
data was assigned is not the person making the report to the NCSC (as hsted in
#1), information about this emplnyee/contractor

Name:
Position:.
Deputy CODJII]lSSlOIlEI Level OroamzauonJ

Phone Numbers:

JWork: | .. .. . [Cel:| .. . .. ] Home/Other: |
E-mail Address: | _ '

5. Circumstances of the loss:
a. When was it lost/stolen?

b. Brief description of how the loss/theft occurred:
c. When was it reported to SSA ménagement official (date and time)?

6. Have any other SSA componenté been contacted? If so, who? (Include deputy
" commissioner level, agency level, regional/associate level component names)

Page 61 of 66



B G A
Attachment | Page 62 of 66

ATTACHMENT 5 : . : © 09/27/06

7. Which reports have been filed? (include FPS, local police, and SSA reports)

‘Report Filed | Xﬁ No | Report Number
Federal Protecﬁve Service . :
Local Police

Yes | No

SSA-3114 (Incident Alert)
SSA-342 (Report of Survey)
Other (describey :

8. Other pertinent information (include actions under way, as well as any _cfmtacts :
with other agencies, law enforcement or the press): ‘ .
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RECERTIFICATION OF THE COMPUTER MATCHING AGREEMENT
BETWEEN
THE SOCIAL SECURITY ADMINISTRATLION (S§SA)
AND
THE HEALTH AND HUMAN SERVICES AGENCY OF CALIFORNIA
(STATE AGENCY)

SSA Match #6003

Under the applicable provisions of the Privacy Act of 1974, amended by the Compuler Matching
and Privacy Protection Act (CMPPA) of 1988, 5 U.S.C. § 552a(0)(2), a computer matching
agreement will remain in effect for a period not to exceed 18 months. Within 3 nonths prior to
the expiration of such computer maiching agreement, however, the Data [ntegrity Board (DIB)
may, without additional review, rencw the compuler matching agreement for a current, ongoing
matching program for a period not to exceed 12 additicnal months if:

1. such program will be conducted without any changes; and

2. each party to the agrezment certifies lo the DIB in writing that the program has been
conducted in compliance with the agreement.

The following match meels the conditions for renewal by this recertification:

I. TITLE OF MATCH:

Computer Matching and Privacy Protection Act Agreement Between the Sociat Security
Administration and the Health and Human Services Agency of California (Match #6003)

II. PARTIES TO THE MATCH:

Recipient Agency:  The Health and Human Services of California (State Agency)
Source Agency: Social Security Administraiion (SSA)

1. PURPOSE OF THE AGREEMENT:

This CMPPA Agreement between SSA and the State Ageucy, sets forth the terms and
canditions governing disclesures of records, information, or dala (collectively referred (o
herein “data”) made by SSA to the State Agency that administers federally funded benefit
programs under various provisions of the Social Security Act (Act), such as section 1137
(42 U.S.C. § 1320b-7), including the state-funded state supplementary payment programs
under title XVI of the Act. Under section 1137 of the Act, the State Agency is required
to use an income and ebigibility verification system to adminisler specified federally
funded benefit programs, including the state-funded state supplementary paymenl
programns under title XVI of the Acl. To assist the Stale Agency in determining
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entitlement to and cligibility for benefits under those programs, as well s other federally
funded benefit programs, SSA discloses certain data about applicants for stale benefits
from SSA Frivacy Act Systems of Records and verifies the Social Security numbers of
the applicants.

ORIGINAL EFFECTIVE AND EXPIRATION DATES OF THE MATCH:

Effective Dale: July §, 2012
Expiralion Date: December 31, 2013

RENEWAL AND NEW EXPIRATION DATES:

Renewal Dale: January 1, 2014
New Expiration Dats: December 31, 2014

CHANGES:

By this recertification, SSA and the Stale Agency make the [ollowing non-substantive
chinges to the cempuler malching agreement:

In Article X1V, “Points of Contact,” information under subsecticn A., “SSA Point of
Contact, Regional Office,” should be delsted i its entirety and replaced wilh the
following;

Doicres Dunnachis, Direcior

San Francisco Regional Office, Center for Programs Support
1221 Nevin Ave

Richmond CA 94801

Fhone: (310) 970-8444/Fax: (510) 870-8101

Dolores.Dunniachieissa. aov
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Social Security Administration

Source Agency Certificalion:

As the authorized representative of the source agency named above, I certify that: (1) the
subject maiching program was conducted in compliance with the existing computer
matching agreement between the partics; and (2) the sebject matching program will
continue without any change for an additional 12 months, subject to the approval of the
Data Integrity Board of the Social Security Administration,

y
R

e T
- J

Grace M. Kim

Regional Commissioner
San Francisco

it

Date i ) Lo \ Lo

Data Inteerity Board Certification;

As Chair of the Data Integrity Board of the source agency named above, [ certify that:
(1) the subject matching program was conducted in compliance with the existing
computer matching agreement between the parties; and (2) the subject matching program
will continue without any change for an additional 12 months.

/Ei'l e r—, Yo

l\_Lrst:nJ SR 1I}L¢}i )

Cheair
Drata nteyrity Boand

Date ___q JJ_LI lf_—" _—
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Health and Human Services Avency of California

Recipient Asency Certification:

As the authorized represenlative of the recipient agency named above, I certify that:

(1) the subject matching program wus conducted in compliance with the existing
computer matching agreement belween the parties; and (2) the subject matching program
will continue without any change for an additional 12 months, subject to the approval of
the Data Integrity Board of the Social Security Administration.

G . it

Diana S. Dooley, Sccretary

oo Vil 30 4013




CCC-307
CERTIFICATION

1, the official named below, CERTIFY UNDER PENALTY OF PERJURY that 1 am duly
authorized to legally bind the prospective Contractor to the clause(s) listed below. This
certification is made under the laws of the State of California.

Contractor/Bidder Firm Name (Printed) Federal ID Number —1
Yolo County Department of Health Services 14-90116

By (Authorized Signature) K m

Printed Name and Title of Person Signiny’

Karen Larsen, Mental Health Director and Alcohol & Drug Administrator

Date Executed Executed in the County of

| /&/@/ Y/ Yolo

CONTRACTOR CERTIFICATION CLAUSES

1. STATEMENT OF COMPLIANCE: Contractor has, unless exempted, complied with

the nondiscrimination program requirements. (Gov. Code §12990 (a-f) and CCR, Title 2,
Section 8103) (Not applicable to public entities.)

2. DRUG-FREE WORKPLACE REQUIREMENTS: Contractor will comply with the
requirements of the Drug-Free Workplace Act of 1990 and will provide a drug-free
workplace by taking the following actions:

a. Publish a statement notifying employees that unlawful manufacture, distribution,
dispensation, possession or use of a controlled substance is prohibited and specifying
actions to be taken against employees for violations.

b. Establish a Drug-Free Awareness Program to inform employees about:

1) the dangers of drug abuse in the workplace;

2) the person's or organization's policy of maintaining a drug-free workplace;

3) any available counseling, rehabilitation and employee assistance programs; and,
4) penalties that may be imposed upon employees for drug abuse violations.

¢. Every employee who works on the proposed Agreement will:

1) receive a copy of the company's drug-free workplace policy statement; and,

2) agree to abide by the terms of the company's statement as a condition of employment
on the Agreement.

Failure to comply with these requirements may result in suspension of payments under
the Agreement or termination of the Agreement or both and Contractor may be ineligible
for award of any future State agreements if the department determines that any of the
following has occurred: the Contractor has made false certification, or violated the




certification by failing to carry out the requirements as noted above. (Gov. Code §8350 et
seq.)

3. NATIONAL LABOR RELATIONS BOARD CERTIFICATION: Contractor certifies
that no more than one (1) final unappealable finding of contempt of court by a Federal
court has been issued against Contractor within the immediately preceding two-year
period because of Contractor's failure to comply with an order of a Federal court, which
orders Contractor to comply with an order of the National Labor Relations Board. (Pub.
Contract Code §10296) (Not applicable to public entities.)

4. CONTRACTS FOR LEGAL SERVICES $50,000 OR MORE- PRO BONO
REQUIREMENT: Contractor hereby certifies that contractor will comply with the

requirements of Section 6072 of the Business and Professions Code, effective January 1,
2003,

Contractor agrees to make a good faith effort to provide a minimum number of hours of
pro bono legal services during each year of the ¢ontract equal to the lessor of 30
multiplied by the number of full time attorneys in the firm’s offices in the State, with the
number of hours prorated on an actual day basis for any contract period of less than a full
year or 10% of its ¢ontract with the State, ~ _

Failure to make a good faith effort méy be cause for non-renewal of a state contract for
legal services, and may be taken into account when determmmg the award of future
contracts with the State for legal services.

5. EXPATRIATE CORPORATIONS: Contractor hereby declares that it is not an
expatriate corporation or subsidiary of an expatriate corporation within the meaning of
Public Contract Code Section 10286 and 10286.1, and is el1g1ble to contract with the
State of California.

6. SWEATFREE CODE OF CONDUCT:

a. All Contractors contracting for the procurement or laundering of apparel, garments or
corresponding accessories, or the procurement of equipment, materials, or supplies, other
than procurement related to a public works contract, declare under penalty of perjury that
no apparel, garments or corresponding accessories, equipment, materials, or supplies
furnished to the state pursuant to the contract have been laundered or produced in whole
or in part by sweatshop labor, forced labor, convict labor, indentured labor under penal
sanction, abusive forms of child labor or explmtatlon of children in sweatshop labor, or
with the benefit of sweatshop labor, forced labor, convict labor, indentured labor under
penal sanction, abusive forms of child labor or exploitation of children in sweatshop
labor. The contractor further declares under penalty of perjury that they adhere to the
Sweatfree Code of Conduct as set forth on the California Department of Industrial .
Relations website located at www.dir.ca.gov, and Public Contract Code Section 6108.

b. The gdhtractor agrees to cooperate "fully in providing reasonable access to the
contractor’s records, documents, agents or employees, or premises if reasonably required
by authorized officials of the contracting agency, the Department of Industrial Relations,



or the Department of Justice to determine the contractor’s compliance with the
requirements under paragraph (a).

7. DOMESTIC PARTNERS: For contracts over $100,000 executed or amended after

January 1, 2007, the contractor certifies that contractor is in compliance with Public
Contract Code section 10295.3.

DOING BUSINESS WITH THE STATE OF CALIFORNIA

The following laws apply to persons or entities doing business with the State of
California.

1. CONFLICT OF INTEREST: Contractor needs to be aware of the following provisions
regarding current or former state employees. If Contractor has any questions on the

status of any person rendering services or involved with the Agreement, the awarding
agency must be contacted immediately for clarification.

Current State Employees (Pub. Contract Code §10410):

1). No officer or employee shall engage in any employment, activity or enterprise from
which the officer or employee receives compensation or has a financial interest and
which is sponsored or funded by any state agency, unless the employment, activity or
enterprise is required as a condition of regular state employment.

2). No officer or employee shall contract on his or her own behalf as an independent
contractor with any state agency to provide goods or services.

Former State Employees (Pub. Contract Code §10411):

1). For the two-year period from the date he or she left state employment, no former state
officer or employee may enter into a contract in which he or she engaged in any of the
negotiations, transactions, planning, arrangements or any part of the decision-making
process relevant to the contract while employed in any capacity by any state agency.

2). For the twelve-month period from the date he or she left state employment, no former
state officer or employee may enter into a contract with any state agency if he or she was
employed by that state agency in a policy-making position in the same general subject

arca as the proposed contract within the 12-month period prior to his or her leaving state
service.

If Contractor violates any provisions of above paragraphs, such action by Contractor shall
render this Agreement void. (Pub. Contract Code §10420)

Members of boards and commissions are exempt from this section if they do not receive
payment other than payment of each meeting of the board or commission, payment for
preparatory time and payment for per diem. (Pub. Contract Code §10430 (e))

2. LABOR CODE/WORKERS' COMPENSATION: Contractor needs to be aware of the
provisions which require every employer to be insured against liability for Worker's
Compensation or to undertake self-insurance in accordance with the provisions, and




Contractor affirms to comply with such provisions before commencing the performance
of the work of this Agreement. (Labor Code Section 3700)

3. AMERICANS WITH DISABILITIES ACT: Contractor assures the State that it
complies with the Americans with Disabilities Act (ADA) of 1990, which prohibits
discrimination on the basis of disability, as well as all applicable regulations and
guidelines 1ssued pursuant to the ADA (42 U.S. C 12101 et seq)

4, CONTRACTOR NAME CHANGE: An amendment is required to change the
Contractor's name as listed on this Agreemient. Upon receipt of legal documentation of
the name change the State will process the amendment. Payment of invoices presented
with a new name cannot be paid prior to approval of sa1d amendment,

5. CORPORATE QUALIFICATIONS TO DO BUSINESS IN CALIPORNIA

a. When agreements are to be performed in the state by corporatlons the contractmg
agencies will be verifying that the contractor is currently quahﬁed to do business in
California in order to ensure that all obligations due to the state are fulfilled.

b. "Doing business" is defined in R&TC Section 23101 as actively engaging in any -
transaction for the purpose of financial or pecumary gain or profit. AIthough there are
some statutory exceptions to taxation, rarely will a corporate contractor performmg
within the state not be subjéct to the franchise tax. '

c. Both domestic and foréign corpotations (those incorporated outside of California) must
be in good standing in order to be qualified to do business in California. Agencies will
determine whether a corporation is in good standing by calling the Ofﬁce of the Secretary
of State.

6. RESOLUTION: A county, city, district, or other local public body must provide the
State with a copy of a resolution, order, motion, or ordinance of the local governing body
which by law has authority to enter into an agreement, authorizing execution of the
agreement, ‘

7. AIR OR WATER POLLUTION VIOLATION: Under the State laws, the Contractor
shall not be: (1) in violation of any otder or resolufion not subject to review promulgated
by the'State Air Resources Board or an air pollution control district; (2) subject to cedse
and desist order not subject to review issued pursuant to Section 13301 of the Water
Code for violation of waste discharge requirements or discharge prohibitions; or (3) -
finally determined to be in violation of prov1s1ons of federal law relating to air or water
poIIutlon

8. PAYEE DATA RECORD FORM STD. 204: This form must be completed by all
contractors that are not another state agency or other governmental entity.

SMDMINVHOMEPAGEVCCC\CCC-307.doc



Fiscal Management and Accountability Branch (FMAB)

County Assignment Listing

Effective October 14, 2014

County Name

Analyst Name

County Name

Analyst Name

County Name

Analyst Name

Alameda Susan Munoz Madera Valerie Ludington San Joaquin Shirley Rath
Alpine Anita Valdivia Marin Brad Watson San Luis Cbispo Xerylle Almojuela
Amador Shirley Rath Mariposa Ely Munoz San Mateo Jutie Munoz
Butte Jeff Trapnell Mendocino Shirley Rath Santa Barbara Ely Munoz
Calaveras Jarrett Davis Merced Scott Oros Santa Clara Tamara Martfeld
Colusa Jeff Trapnell Modoc Scott Oros Santa Cruz Jarrett Davis
Contra Costa Shirley Rath Mono Valerie Ludington Shasta Brad Watson
Del Narte Irma Nieves Monierey Xerylle Almojuela Sierra Scott Oros
£l Dorado Anita Valdivia Napa Valerie Ludington Siskiyou Tamara Martfeld
Fresno Susan Munoz Nevada Irma Nieves Solano Tamara Martfeld
Glenn Irma Nieves Orange Irma Nieves Sonoma Tamara Martfeld
Humboldt Susan Munoz Placer Leslie Fang Stanisiaus Shirley Rath
imperial Anita Valdivia Plumas Brad Watson Sutter-Yuba Julie Munoz
Inyo Ely Munoz Riverside Anita Valdivia Tehama Xerylle Almojuela
Kern Scott Oros Sacramento Tamara Martfeld Trinity Tamara Martfeld
Kings Anita Valdivia San Benito Brad Watson Tulare Susan Munoz
Lake Jeff Trapnell San Bernardine Susan Munoz Tuolumne Julie Munoz
Lassen Leslie Fong San Diego Jarrett Davis Ventura Jarrett Davis
Los Angeles Brad Watson San Francisco Valerie Ludington Yolo Susan Munoz
Supervisor: Susan Heavens Superviser: Mike Reeves Supervisor: Francine Manas
{916) 445-0323 {916) 327-4886 (916) 322-4847
Jeff Trapnell {916) 323-1819 Brad Watson (916) 327-8342 Leslie Fong (916) 323-1815
Susan Munoz (916) 322-8043 Shirley Rath (916) 327-9501 Ely Munoz {916) 323-1810
Tamara Martfeld (916) 445-7438 Julie Munoz {916) 323-1817 Xerylle Almojuela (916) 327-9882
Jarrett Davis {916) 324-7228 Anita Valdivia (916) 327-4884 Valerie Ludington {916) 322-1847
Vacant Scott Oros (918) 324-0235 Vacant
Vacant

Branch Chief: Susan King

(916

323-6698

Irma Nieves

(916) 323-2087

Rosie Porraz

(916) 324-3077




