


























9. I understand that all HHSA software and hardware, including the County e-mail system and

electronic health records system, are County property and subject to monitoring and review.

10. I understand and agree that I will only use computing devices, such as desktop computers, laptop

computers, tablets, mobile phones, and external storage that are protected by HIPAA compliant

encryption software, before using them for any purposes involving protected health information

and/or confidential information.

11. I understand that I am prohibited from sending an unencrypted email if it contains protected

health information and/or confidential information.

12. I understand that I must secure any device that contains protected health information and/or

confidential information. This includes locking my desktop computer, laptop computer, tablet,

mobile phone or any other device that contains access to protected health information and/or

confidential information prior to leaving it unattended.

13. I understand and agree that I will not leave documents containing protected health information

and/or confidential information in a location where persons that do not have authorization can

access them. This includes:

• Using a secure print function, if it is available;

• Immediately retrieving documents from a printer where unauthorized persons

may be able to access them, including faxes and fax confirmations;

• placing any documents in locked cabinet when I am away from my desk.

14. I understand that I may be personally responsible for any breach of confidentiality resulting from

an unauthorized access to data due to theft, loss, or any other compromise, as a result of me not

properly securing the information.

15. I understand that any violation of HHSA or County policies and procedures may result in

termination of contract and/or disciplinary action against me including termination of

employment. Further, violation of State and federal laws also provide for civil action under the

provisions of Welfare and Institutions Code Section 5330, for the greater of the following amount:

• Ten thousand Dollars ($10,000)

• Three times the amount of actual damages, if any sustained by the plaintiff.

16. I understand and agree that this agreement shall remain in effect during my relationship with

HHSA and shall continue thereafter. I agree that upon completion of contract, separation,

termination or if for any other reason I am not affiliated with HHSA, I will continue to abide by the

confidentiality provisions in this agreement.
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17. I understand and agree that upon completion of contract or upon leaving HHSA, I will not remove
any confidential or proprietary information from the County and I will return any and all

confidential and/or proprietary information I may have in my possession. I have read the above
confidentiality statement and I agree to comply fully with its terms.

hereby acknowledge that I have read and understood the foregoing information and that my 

signature below signifies my agreement to comply with the above terms. In the event of a breach or 

threatened breach of the Confidentiality Statement, I acknowledge that HHSA may, as applicable and 

as it deems appropriate, pursue disciplinary action up to and including my termination from HHSA or 

the termination of my contract with HHSA. 

PRINTED NAME SIGNATURE 

ORGNANIZATION/JOB TITLE EMAIL 

CHECK ONE: [ ] Employee [ ] Volunteer [ ] Intern 

DATE 

TELEPHONE 

[ ] Temporary Employee [ ] Consultant/Contractor [ ] Other _____ _ 
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