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Transmittal Letter 
October 1, 2021 
 
 
Alberto Lara, Director 
Department of Human Resources 
625 Court Street, Room 101 
Woodland, CA  95695 
 
Re:  Internal Control Review of Countywide Payroll  
 
Dear Mr. Lara: 
 
The Division of Internal Audit performed an internal control review of Countywide Payroll to determine whether 
adequate internal control exists to provide reasonable assurance to county management that there is an acceptable 
level of operational accountability in the countywide payroll system.  The review was selected based on areas of 
high risk of core functions within the payroll processes and controls.  The audit was approved by the Audit 
Committee in the fiscal year 2019-20 audit plan.  This report does not include a full system review of the county 
human resources and payroll system controls.   
 
We conducted our audit in accordance with the International Standards for the Processional Practice of Internal 
Auditing.  These standards require that we plan and perform the audit to obtain sufficient, reliable, relevant, and 
useful information to provide reasonable assurance that our objective as described above is achieved.  An internal 
audit includes the systematic analysis of information to evaluate and improve the effectiveness of internal 
controls.  We believe this audit provides a reasonable basis for our conclusion. 
 
Internal controls are processes designed to provide management reasonable assurance of achieving efficiency of 
operations, compliance with laws and regulations, and reliability of financial and non-financial information.  
Management is responsible for establishing and maintaining adequate internal controls.  Our responsibility is to 
evaluate the internal controls. 
 
Based upon the results of our audit, we identified opportunities for improvement of internal controls relating to 
payroll duties and system access, time recording, payroll policy and procedures, and amounts paid to third 
parties.   
 
As required, in accordance with auditing standards and the County Audit Follow-up Policy, County Management 
has responded to each finding and recommendation contained in our report. 
 
In regard to auditor’s independence, the Internal Audit Division reports administratively to the Chief Financial 
Officer, but functionally to the Board of Supervisors. 
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We thank the County Employees, Department of Financial Services, Innovation and Technology Services 
Department and the Human Resources management and staff for their cooperation; their assistance contributed 
significantly to the successful completion of this audit. 
 
Sincerely, 

 
Kim Eldredge, CGAP 
Internal Audit Manager 
 
Distribution 
Daniel Kim, Interim Yolo County Administrator 
Chad Rinde CPA, Yolo County, Chief Financial Officer 
Lee Gerney, Yolo County, Chief Technology Officer 
Taro Echiburú, Director, Department of Community Services 
Kevin Yarris, Director, General Services 
Karen Larsen, Director, Health and Human Services Agency 
Tom Lopez, Sheriff-Coroner-Public Administrator 
Yolo County Audit Committee 
Audit File Project No. 2020-0021 
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Detailed Findings and Recommendations 
 
Background 
PAYROLL SYSTEM 
On April 1, 2014, the County entered into an agreement with Infor Public Sector, Inc. for the purchase and 
implementation of the Infor Enterprise Resource Planning (ERP) software.  The ERP includes systems for 
Finance, Procurement, Payroll, Timekeeping, and Human Resources.  The Human Resources/Payroll systems 
went live in March 2015, and the Finance/Procurement systems in November 2015.  The ERP is managed by the 
Department of Financial Services, Human Resources and Innovation and Technology Services.   
 
The Human Resources/Payroll system has four modules.  They are: 

1. Global Human Resources (GHR) for personnel transactions such as new hires, salary changes, 
and position changes.  

2. Payroll including benefits, employee self-service, and leave balance management.  
3. Workforce Management System for electronic timesheets, time, labor, time off requests, and 

assumption of leave balance management from the GHR module.  
4. Talent Management for online performance evaluations and implementation of a competency-

based Human Resources system.  
 

On September 13, 2016, the Board of Supervisors approved the agreement with Kinsey & Kinsey, Inc. to provide 
an assessment of the GHR/Human Resources, Payroll, Finance, and Procurement to identify areas of improvement 
and the course of correction to align the ERP structure and operations with the needs of the County.  The agreement 
term period was from August 1, 2016 to June 30, 2018.  Services were extended to June 30, 2019 with a revised 
scope of work.  Human Resources contracted with Axsium (certified Infor Partner) to provide support and 
maintenance for the Workforce Management System with a term period of March 1, 2020 to June 30, 2023. 
 
PAYROLL PROCESS 
Payroll is based on an 80-hour work pay period.  Each Yolo County employee enters their working hours, track 
leave balances, and requests time off in the Workforce Management System (WFM).  WFM is a self-reporting 
tool that allows every Yolo County Employee to enter their own working hours, track vacation balances and 
request time off.  Time for both weeks must be submitted for each biweekly pay period.  Once time is entered and 
employees “Submit for Approval”, an email is sent to the associated supervisor for timesheet approval.  Only 
approved timesheets are sent to Payroll.  Employees can edit previously submitted timesheets however, this is 
limited to the two-week period immediately prior to the current pay period.  Retroactive adjustments for timesheets 
older than the prior pay period can only be done by the Supervisors or the HR Generalists. 
 
Typically, on Friday of the non-payroll week, the Payroll division exports the time records from WFM to the Infor 
Smart Office Module (S3 system).  The Innovation and Technology Services picks up the files from a central 
repository and uploads the files into the S3 system.  Payroll runs various jobs in WFM checking for errors and 
uploads integrated system files into the S3 system.  HR Generalists are notified that time records are available in 
the S3 system and instructed to verify time records.  Payroll again runs various edit reports to identify missing 
records before deductions and benefits are applied.  Additional pays for GHR are loaded and batch reports are 
generated.  More reports are generated such as adjustments (repayments, SDI adjustments, and retirements) and 
overtime.  Earnings are calculated, updated and payment files are created.  Payroll period is closed.  Payday is on 
Fridays for Yolo County employees of the payroll week and the process starts all over again. 
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ABSENCE MANAGEMENT PROGRAM 
In August 2010, the County rolled out an absence management program (eSchedule) that was developed by the 
Information Technology department (Innovation Technology Services) to increase efficiencies with timekeeping 
and replace the approval of time in paper form.  In March 2014, eSchedule was enhanced to standardize 
timekeeping in the departments and to maintain record of certified time worked and not worked by the employee 
with supervisor approval to comply with the County’s policy on timekeeping.  With the new ERP system, 
eSchedule was replaced by the Workforce Management System in June 2019. 
 
Objective, Scope, and Methodology: 
The objective of the review was to determine whether adequate internal control exists to provide reasonable 
assurance to county management that there is an acceptable level of operational accountability in the countywide 
payroll system.  Operational accountability is achieved when the countywide payroll system operates effectively 
and efficiently, transactions are executed in accordance with laws, regulations and Board policies and reliable 
information is generated and reported. 
 
The scope of our audit included the review of all core functions of the payroll process as it relates to paying 
employees for the period of July 1, 2018 to September 30, 2019 with emphasis on payroll internal controls through 
year 2021.  We did not review detailed processes pertaining to Human Resources activities in position 
management and classifications.  This report does not include a full system review of the county human resources 
and payroll system controls.  
 
We performed the following procedures:  

 Verified duties of all employees in the payroll department and ensured their payroll system access is 
restricted to the type of work they do.  

 Compared regular and overtime wages with employees’ timekeeping data, which should be approved by 
their respective supervisors or managers. 

 Reviewed internal payroll policies relating to timekeeping. 

 Reviewed amounts paid to third parties with the amounts posted in the county’s financial statements. 
Ensured accurate coding. 
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A. Payroll Duties and System Access 
Segregation of duties involves dividing responsibilities for handling payroll, as well as recording, authorizing, 
and approving transactions, among different people, so that no one person can control the payroll process 
from start to finish. 
 
Access controls provide reasonable assurance that access to computer resources (data, equipment, and 
facilities) is reasonable and restricted to authorized individuals, including effective, protection of information 
system boundaries, identification and authentication mechanisms, authorization controls, protection of 
sensitive system resources, audit and monitoring capability, including incident handling, and physical security 
controls. 
 
Audit Objective/Methodology 
The auditors evaluated 5 core payroll functions to verify duties of the employees in the payroll department and 
ensure that their payroll system access is restricted to the type of work they do. The core functions are: 

Core Functions 
Personnel Actions 
 

Benefit 
Administration 

Pay Employees Payroll 
Maintenance 

Pay Third Parties 
and Complete 
Accounting Tasks 

 Authorize and make 
changes to GHR for 
personnel actions received 
by departments 

 Make changes to 
authorized position and 
salary resolutions 
approved by the Board of 
Supervisors 

 Implement personnel/ 
payroll actions in GHR as 
agreed by labor unions 

 Enroll employees 
and dependents in 
county benefit 
programs 

 Setup payroll 
actions in GHR 

 Administer the 
Dental and Vision 
contract and pay 
bill 

 Approve county 
disability 
applications and 
claims  

 Handle CalPERS 
programs 

 Audit department 
timesheets 

 Process retroactive 
pay 

 Correct payroll 
errors 

 Adjust state 
disability insurance 
payments 

 Adjust worker’s 
compensation 
payments 

 Adjust county 
disability insurance 
payments 

 Balance biweekly 
payroll 

 Distribute payroll 
checks and advices 

 Produce off-cycle 
payroll checks 

 Setup payroll 
actions in S3 

 Enter new 
employee 
demographics in 
retirement 
system 

 Enter direct 
deposit request 
and submit file to 
bank 

 Maintain payroll 
tables 

 Pay third parties 
(by warrant) 

 Pay payroll taxes 
and child support 
payments (by on-
line) 

 Deposit checks 
for healthcare 
payments 

 Prepare payroll 
journal entries 

 Balance payroll 
trust accounts 

 
Finding #1:  Segregation of duties  
The auditors found that many of the core functions did not have proper segregation of duties.  The assigned 
employee(s) prepares payroll files; transfers files into the payroll system; obtains additional pays and edits to 
time records; calculates earnings; creates payments; and closes out the payroll cycle without an additional 
review by an independent person.  Duties that involve one person with control of all aspects of a transaction 
may cause errors to go unnoticed and provide an opportunity for fraudulent activity to occur. 
 

 Recommendation 1 
We recommend that Human Resources review their procedures for processing payroll and ensure that an 
independent person verifies the accuracy of the information on all payroll actions entered in the payroll system. 
(Priority 2 – 120 days required corrective action) 
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Management Response 1 
Human Resources:  The main reason for this is lack of personnel. We process payroll for over 1700 
employees with a staff of 3 and since we are on a bi-weekly pay cycle, processing time is fast paced. 
Definitely a deficiency that needs to be addressed during the next budget cycle. Our staff does an 
outstanding job with the tools and time provided; I am concerned with errors more than I am concerned 
with anyone committing fraud, our employees are reliable and trustworthy. 
 
Finding #2:  Payroll security 
The auditors found that the payroll security classes for GHR and Payroll (S3 system) use a standard setup 
within the software “out of the box” (functionality of a software that works immediately without any 
configuration or modification).  Roles were assigned to security classes without knowing the full access 
permissions within each security class, thus potentially posing a segregation of duties issue with each user 
assignment.  All payroll staff and the HR Director have full access to many security classes within the payroll 
role “PRAllRole”.  Security access and change control reports were not available for review therefore the 
auditors were unable to test access permissions.  Recently, the County approved an ERP Analyst position 
within the Innovation Technology Services to support Human Resources with security, maintenance, and 
system operations.  Without proper security management of security classes and roles, improper user access 
rights and permissions may result in information that is added, deleted, or changed without approval and 
authorization. 
 
Recommendation 2 
We recommend that Human Resources and the Innovation Technology Services determine what each security 
class has access to what information and if the access is appropriate for the job being performed.  Further 
security and change controls reports should be available and actively monitored, logged, and reported 
appropriately.  
(Priority 1 Issue – 60 days required corrective action) 
 
Management Response 2 
Innovation Technology Services:  Within 60 days, the ERP Team and Human Resources will determine 
exactly what level of access/permission is granted in S3 with the PRALLRole security role.  Folks 
identified as not needed the "PRALLRole" will be removed immediately.  Payroll staff will remain in the 
"PRALLRole" role so payroll processing does not experience any interruptions.  Once permissions 
associated with the PRALLRole role are identified, HR must analyze their processes and determine if 
there is a need to separate duties and responsibilities for proper control within their payroll team.  Once 
HR's needs are analyzed, identified changes will be implemented during the Infor migration project as 
there will not be work capacity to implement in the currently system while the migration project is 
underway.  (Date of Anticipated Completion 1/1/2023) 
 
Human Resources:  I have read the response provided by CIO Lee Gerney and I concur with it. 
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B. Time Recordkeeping 
According to the General Accounting Office (GAO) Internal Controls Standards over time and attendance 
information should provide reasonable assurance that such information is (1) recorded completely, 
accurately, and as promptly as practicable, (2) relates to authorized individuals, (3) reflects actual work 
performed and leave taken or other absences during authorized work hours and periods, (4) sufficiently 
detailed to allow for verification, (5) complies with legal requirements, and (6) supported by recorded 
evidence of supervisory review and approval. 
 
The Yolo County payroll is completed 26 times a year for 1,768 employees, producing on-average a $5.2 
million-dollar gross pay amount per pay period.  During the audit period, the total amount of overtime and 
compensation time earned was 123,051 hours for $4.2 million in earnings; illustrated below in Figure 1 and 2 
are the Top 20 Highest Paid Employees and Overtime Hours accumulated. 
 

Figure 1: Top 20 Highest Paid Employees 

 
Source: Auditor generated based on Infor S3 payroll data; amounts do not include employee health or retirement benefits. 

 
 
 

 
  

The blue area in Figure 1 above, shows the employee’s Regular pay, while the red area shows compensation 
related to Overtime pay.  As represented, two employees were able to double their income as a result of the 
availability of overtime hours.  All other employees ranged from $18,000 to $56,000 of overtime paid. 
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Figure 2: Top 20 Highest Overtime Hours by number of employees 

 
Source: Auditor generated based on Infor S3 payroll data. 

 
 
 
 
 
Audit Objective/Methodology 
To determine that the employee time reported on the timesheet is approved and recorded in the payroll system 
correctly.  The auditors selected a sample of 88 timesheets for employees with the largest number of Overtime 
and Compensatory Time during the audit period. 
 
To accomplish our objective, the following procedures were performed: 
 Agreed hours worked per employee timesheet to the payroll register to determine time was recorded 

correctly in the payroll system 
 Verified that the employee timesheet has been signed by the employee and approved by the supervisor 
 Verified that overtime hours have been approved and determine reason for overtime is adequate 
 Verified that total hours worked agree to the employee time study report 

 
 
Finding #3:  Pre-approval of overtime and compensatory time 
GAO Internal Control Standards:  Approval for overtime should be obtained before the work has been performed 
when feasible and, when not feasible, as soon as possible after the work has been performed.  The official most 
knowledgeable of the time worked should approve any overtime or compensatory time records.  Care should be 
taken to ensure that the overtime was approved, preferably in advance, and that the amount and type of 
overtime (regular or irregular), credit hours, and compensatory time is accurately recorded and reported.   

Fair Labor Standards Act:  Unless specifically exempted, employees covered by the act are entitled to receive 
Overtime pay for hours above the standard 40-hour workweek at a rate not less than one and one-half (1-1/2) 
times their regular rates of pay. 

Yolo County Labor Bargaining Units (Memorandum of Understanding or MOU):  Hours worked on an employee's 
regularly scheduled day off shall be paid at the overtime rate provided the overtime was authorized in advance 
by the supervisor, or the employee was directed to work overtime. 
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Figure 2 represents the number of employees in the range of total Overtime hours.  Six 
employees ranged from 500 to 600 hours of overtime more than 25% of their Regular hours.  
With one employee working more than 53% of their Regular hours worked.  The normal 
payroll hours worked in a fiscal year is 2,080 hours. 
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The auditors requested supporting documentation for the 88 employee timesheets examined to determine if pre-
approval of overtime existed.  The following was noted: 

 Overtime slips and or other supporting documentation not available for review 

 Overtime and compensatory time earned on an employee’s regularly scheduled day off not approved in 
advance as required by MOU 

 Overtime and compensatory hours earned not limited to the number of hours worked within a pay period 
(several employees were paid 60-80 overtime hours per pay period and additional salaries of $3,000-
$5,100) 

 Approved work schedules not available for review (alternative work schedules) 
 
Without pre-approval on file, the County may be liable for unauthorized work performed by the employee.  In 
addition, not limiting the number of overtime/compensatory hours within a pay period may result in employee 
burnout or a reduction in employee engagement. 
 
Recommendation 3 
We recommend that Human Resources provide guidance to county management and employees on the proper 
documentation of pre-approval of overtime/compensatory time to comply with County Policy, FLSA standards, 
MOU provisions, and Best Practices.  In addition, that Human Resources recommend county departments to 
monitor the number of overtime/compensatory hours earned on a pay period to avoid employee burnout.  
Furthermore, that Human Resources explore the system functionality within WFM to determine if an overtime 
time request form is available in the system to document approval before the time is worked.   
(Priority 1 – 60 days required corrective action)  

Management Response 3 
Human Resources:  HR provides guidance to management on this subject. Overtime is managed strictly at 
the department level and actually limiting OT/Comp time would potentially trigger request for bargaining 
from the various EE associations in the County. We encourage staff to keep their health and wellness in 
mind, but we are not able to deny them the right to earn overtime if they are qualified for it, if it is available 
and if they sign up for it. Departments know pre-approval of overtime is a best practice and there will be 
instances where it is impossible to obtain pre-approval, such as in the event of an emergency requiring all 
hands on deck.  Regarding the form in WFM, the system is not currently programmed to have an automated 
pre-approval form; this would require system reconfiguration.  (Date of Anticipated Completion 
January 2022) 
 
Finding #4:  Recording of overtime and compensatory time 
Yolo County Labor Bargaining Units:  All hours assigned and actually worked (exclusive of hours worked on a 
holiday) above the standard 40-hour workweek by a non-exempt employee workweek or 80 hours in a 14-day 
work period for Correctional Officers shall be paid at the overtime rate (one and one-half (1-1/2) times) in 
accordance with the Fair Labor Standards Act (FLSA). Classifications designated as exempt under FLSA will be 
entitled to forty 40 hours of Administrative Leave.   
 
The auditors found 72 exceptions out of 88 timesheets tested (82%) of overtime/compensatory time recorded 
incorrectly.  Overtime/compensatory hours were recorded on the employee’s timesheet on a day-by-day basis and 
not until actual hours worked had exceeded the standard 40-hour workweek for regular employees or the 80 hours 
for Correctional Officers.  Not recording overtime/compensatory time properly could lead to unauthorized 
overtime payments, improper crediting of compensatory time, and or amount/hours due to the employee.   
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Recommendation 4 
We recommend that Human Resources provide training to county departments on the proper recording of 
overtime and compensatory time.  In addition, that Human Resources monitor overtime and compensatory time 
on a regular basis to ensure that time is properly recorded in the system as in accordance with FLSA standards 
and MOU provisions.  Example:  Review the overtime/compensatory time report for the pay period, select a 
sample and review detailed employee timesheets.  Furthermore, that Human Resources explore the WFM system 
functionality to restrict the entry of overtime/compensatory time until the threshold has been met or other MOU 
provisions are applied.  
(Priority 1 – 60 days required corrective action)  
 
Management Response 4 
Human Resources:  HR has provided ample training and each department has an HR generalist that is 
well versed in this arena. When we reach proper staffing levels we will be happy to spot check records 
for accuracy. We are working with WFM consultants on various aspects of the system and could explore 
what you are recommending. 
 
Finding #5:  Monitoring of standby pay 
Yolo County Labor Bargaining Units:  Standby pay is a special compensation paid to County employees who are 
required to be available to respond immediately to calls for service.  Employees that are designated by their 
supervisor as being on standby are compensated at a rate of $3 per hour ($3.50 per hour for Lieutenants and 
Captains) for all hours so assigned.  Employees called to work are paid at the overtime rate for all time worked.  
Payment for simultaneous standby and overtime is not authorized; except for, Child Protective Service employees 
and Adult Protective Services employees under the General bargaining unit. 

Standby duty requires the employee so assigned: 
 To be ready to respond immediately to calls for service; 
 To be reachable by telephone or other electronic device; 
 To remain within a reasonable distance of the work location; and  
 To refrain from activities which might impair ability to perform assigned duties. 

When an employee is assigned standby duty, the County shall inform the employee of the dates and hours 
of such assignment at least one (1) week in advance, except in unforeseen circumstances. 

Best Practice:  Department Heads are responsible for determining the need for on-call availability and for 
assigning employees to standby status.  The supervisor of the employee assigned to standby status shall maintain 
a roster of all qualified employees who may be required to be on-call.  An equitable rotation policy shall be 
followed in requiring employees to be on-call. 
 
The auditors reviewed 25 timesheets that included standby pay from the Community Services, General Services, 
Health & Human Services Agency, Innovation Technology Services and Sheriff’s departments and verified 
compliance of standby hours with the applicable bargaining units and approved department standby duty 
schedules.  The following was noted: 
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Audit Result # of 
Exceptions 

Do not agree to schedules – Standby hours did not agree to approved standby duty schedules 16 

No standby schedules – Standby schedules not available for review 2 

Simultaneous payment of standby and overtime – Employee received standby pay and overtime 
simultaneously (not allowed under MOU).   

1 

Excessive standby hours – Employee was on standby duty for 13 consecutive days and earned a total 
of 178.75 hours during the pay period.   

1 

Excessive overtime hours – Employees were on standby duty between 8 to 16 hours per day and 
received overtime for the entire standby assignment.  There was no supporting documentation of the 
actual times worked to determine overtime eligibility. 

6 

 
Not monitoring standby hours properly may lead to unnecessary overtime and standby costs.  Excessive overtime 
and standby hours may cause staff burnout.  In addition, not having standby schedules on file or provided to the 
department payroll clerk may result in unauthorized standby hours recorded on payroll records.  
 
Recommendation 5 

a. We recommend that Human Resources monitor the number of overtime and standby hours by employee 
in a calendar year to ensure excessive hours and staff burnout is avoided.  Training should also be 
provided to supervisors on the provisions established within the MOUs for eligibility to receive standby 
pay and recording within WFM.  (Priority 2 – 120 days required corrective action)  
 

b. We recommend that Health & Human Services Agency monitor the standby hours and reason for work 
assignment by employee to ensure that proper employee rotation is maintained.  In addition, provide 
the department payroll clerk a copy of the standby duty schedule before processing payroll to ensure 
that the time and attendance records are accurately recorded.  (Priority 1 – 60 days required corrective 
action) 
 

c. We recommend that Community Services, General Services, and Innovation Technology Services 
provide the department payroll clerk a copy of the standby duty schedule before processing payroll to 
ensure that the time and attendance records are accurately recorded.  (Priority 1 – 60 days required 
corrective action) 
 

Management Response 5 
a. Human Resources:  I concur that HR should always assist departments with training. However, 

monitoring of overtime and standby hours is done at the departmental level. 
 

b. Health & Human Services Agency:  Management concurs that standby hours and reason for work 
assignment by employee should be monitored. However, we do not concur that this responsibility 
lies solely on the payroll clerk. The Health & Human Services Agency is bound by the countywide 
systems in place to process payroll; namely, the Infor version 10 and WFM software systems. 
County Human Resources has placed very tight timelines around the processing of payroll hours 
which do not allow for thorough review of all 600+ Agency employees between the time of 
supervisor approval and the due date to submit to County Human Resources. It is the Agency's 
recommendation that the responsibility for monitoring the standby hours and reason for work 
assignment be assigned to the supervisor and manager, as appropriate. Additionally, the Agency 
has begun regular discussions and trainings with supervisors to ensure that they are referencing 
the standby calendar when approving timesheets with standby (and related overtime) hours 
claimed. The Agency has started a quality improvement project around standby hours and has 
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assigned Business Process Analyst resources to the project. The goal of the project is to provide 
clarifying guidance about how to correctly use, document, monitor, claim, process and track 
standby pay to ensure our procedures are in accordance with all applicable Labor Association 
Memorandums of Understanding and county policies. The product of this work will be applicable 
to existing systems and policies and may very well be superseded by policies and procedures that 
result from the upcoming countywide implementation of Infor version 11.  (Date of Anticipated 
Completion 12/1/2021) 
 

c. Community Services:  The Environmental Health Accounting Technician responsible for payroll 
is provided a copy of the on-call schedule by the Hazardous Materials Unit Supervisor who 
oversees the on-call staff. This schedule is for four months at a time.  It is sent a week to staff at 
least one week prior to it taking effect.  The tech is also notified by on-call staff prior to any 
schedule changes.  However, ultimately, the responsibility for making sure that staff are not paid 
for unauthorized standby hours lies with the Supervisor that oversees the on-call staff and 
approves their timesheets. 

 
General Services:  We were never advised to keep the past on-call schedules nor is that a county 
policy.  If that is the best practice, we are happy to do so moving forward.  As they are not official 
timesheets, they are validated each payroll to ensure the proper staff get credit and pay for those 
on-call hours. 
 
Innovation Technology Services:  Innovation Technology currently has an outlook calendar that 
tracks the standby duty schedule.  We will provide access to our payroll clerk so time and 
attendance can be verified.  (Date of Anticipated Completion 9/17/2021) 

 
Finding #6:  Recording shift differential pay 
Certain bargaining units require the County to pay additional shift differential earnings to employees who are 
scheduled to work other than a standard day time shift (normally hours between the hours of 6:00 PM and 
6:00 AM).  Employee’s eligibility criteria are established by MOU.  Shift differential rates are between $0.75 to 
$1.50 per hour depending on the bargaining unit and should only be paid for time worked.  No employee shall 
receive shift differential for other time; such as, vacation, sick leave or holiday pay. 
 
The auditors reviewed 15 timesheets that included shift differential pay from the Probation and Sheriff’s 
departments and verified compliance of shift differential hours with the applicable MOUs.  The auditors found 
that the shift differential hours were calculated manually by the employee or the HR Generalist and noted the 
following exceptions: 

 One (1) timesheet where the employee received shift differential and was not entitled according to MOU 

 Eight (8) timesheets where shift differential hours did not agree to the actual time worked 
 
Not properly recording shift differential may lead to incorrect payments to employees.   
 
Recommendation 6 
We recommend that Human Resources explore WFM to determine if shift differential pay for eligible employees 
can be automatically applied in accordance with the bargaining agreement requirements.  In addition, that training 
be provided to employees, supervisors and HR Generalists on the provisions established within the MOUs for 
calculating and entering shift differential hours.   
(Priority 1 – 60 days required corrective action)  
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Management Response 6 
Human Resources:  I agree with the training recommendation and WFM is not configured to 
automatically calculate shift differentials, this remains a manual process.  (Date of Anticipated 
Completion January 2022) 
 
Finding #7:  Prior period payroll adjustments  
According to the GAO Internal Control Standards over time and attendance reporting, time and attendance 
information should be recorded as promptly as practicable.  Employees should enter their hours within the pay 
period in which the hours are worked.  Adjustments or corrections required because of changes after time and 
attendance information was approved should be processed promptly and be traceable to the pay period for 
which the correction applies.  Changes should be approved by an authorizing official. 
 
The auditors selected timesheets from various pay periods within the audit period and noted that the Health & 
Human Services Agency, Probation, and Sheriff’s departments had several prior period adjustments.  Out of the 
58 timesheets selected, 43 timesheets (49%) had prior period adjustments on future pay periods.  Many of the 
adjustments were for overtime, compensatory time, shift differential, and standby pay.  Per inquiry with county 
management and the HR Generalists, the departments must process their payroll early 3-4 days prior to the payroll 
due date, in order, to complete payroll entries within the Workforce Management System.  Any time worked after 
the cut-off date is paid in the subsequent pay period.  Timesheets are signed by the employee and/or supervisor 
6-8 days prior to the pay period.  According to one department manager, “The County’s timekeeping system is 
not the best system for all the MOU nuances.  Basic things like adding shift differential to a person working a 
regular shift is a manual process.  It is not automatically entered when their schedule is entered; we have to add 
it.  In fact, every additional pay code is a manual entry.”  Time not promptly recorded creates additional 
accounting for the department payroll staff, managing of employee time by the supervisor, and a potential 
financial burden on the employee. 
 
Recommendation 7 
We recommend that Human Resources review the payroll cut-off dates and determine if additional time is 
warranted, automate special pays within WFM, if applicable, and provide department training to limit the number 
of prior period adjustments. (Priority 2 – 120 days required corrective action) 
 
Management Response 7 
Human Resources:  Automation would take a system reconfiguration effort and we would need to budget 
for that in the next budget cycle. Regarding the recommendation for training, HR is in agreement and will 
work with the department HR generalists to accomplish the training needed. 
 
Finding #8:  Workforce Management System and S3 module  
The auditors met with payroll staff and an HR Generalist to review the timesheet processing in the WFM and S3 
System and observe system controls.  The results are listed below: 

Area Tested System Process System Concern 

1. Time off 
requests 

WFM A Time Off Request Form is 
submitted by the employee to request 
future absences.  Once approved by 
the supervisor, the requested time is 
applied to the employee’s timesheet. 

Employee can modify timesheet after approval by 
supervisor. 

2. Timesheet 
Approval 
Supervisor  

WFM Employee enters time worked and 
leave taken in WFM, certifies that 
time is “true and accurate”, and 
submits their weekly timesheet to their 

 Supervisor can modify the employee 
timesheet without notification to the employee 

 Weekly timesheet does not include a signature 
stamp to identify the employee who submits 
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Area Tested System Process System Concern 

supervisor for approval.  Supervisor 
reviews and approves employee 
timesheet for export to payroll. 

timesheet and the supervisor who approves the 
timesheet 

 Audit log that includes all updates made to the 
original time record is not available 

3. Proxy and 
Delegates 

WFM The Proxy feature gives a user the 
ability to temporarily act as another 
user at the supervisor (or above) 
security level including HR 
Generalists.  When users proxy other 
users, they essentially “become” that 
user for a specified period of time to 
perform transactions on that user’s 
behalf.  The user has their full security 
privileges when proxying as another 
user.  When the user proxies as 
someone else, their actions are 
recorded as being completed by the 
original user in the WFM system.   

 Proxy can be assigned to any employee at a 
supervisor security level, including the 
employee’s subordinate 

 Proxy can edit and approve timesheets for any 
employee assigned to the original user’s team, 
including their own timesheet 

 Proxy acting as HR Generalist can perform 
any payroll duties including the closing of 
payroll and editing timesheets  

 Proxy acting as payroll administrator has 
administrative rights to the WFM system 

 Audit log that includes all updates in proxy 
assignments is not available 

4. Edit 
Timesheets 
HR 
Generalist 
and Payroll 
Administrator 

WFM HR Generalists and payroll 
administrators review employee 
timesheets before export to payroll.    

HR Generalists and payroll administrator can 
perform the following changes without notification 
to the employee or supervisor: 
 Update the employee’s work schedule 
 Approve timesheets for any employee within 

the department 
 Modify pay codes and hours the employee’s 

approved timesheet  
 Perform prior period adjustments 

5. Edit Payroll 
Records HR 
Generalist 
and Payroll 
Administrator 

S3 
System 

At the end of the pay period, time 
records are transferred from WFM to 
the S3 system.  HR Generalists and 
payroll administrators verify the 
accuracy of time records and add the 
accounting units to the individual 
timesheets under the PR35.2 Detail 
Time Entry module. 

HR Generalists and payroll administrators can 
perform the following unauthorized changes to 
individual timesheets under the PR35.2 Detail 
Time Entry module: 
 Edit hours and pay codes 
 Add overtime hours for non-exempt 

employees 
 Update pay rates 
 Change employee’s position 

 
Without proper controls in place in the WFM and S3 System may result in information that is added, deleted, or 
changed without approval and authorization.  If deemed too difficult or impractical to implement control in WFM 
and S3 System, then a compensating control should be put in place to prevent the system control noted. 
 
Recommendation 8 
We recommend that Human Resources review the system controls in WFM and the S3 System to ensure that the 
employee, supervisor, HR Generalist and payroll administrator have the proper security permissions for any 
changes, additions, or deletions of payroll information on the employee’s time record.  In addition, that Human 
Resources explore the functionality in WFM to have the employee enter the accounting units on their individual 
timesheet instead of under the PR35.2 to avoid duplication of efforts and prevent unauthorized changes.  
(Priority 1 – 60 days required corrective action)  
 
Management Response 8 
Human Resources:  As with prior recommendations, this would take a collaborative effort between 
HR/Technology and the vendor, possibly also the need to have a consultant assist with the review and 
suggested changes to the system. This will take several months to accomplish. 
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C. Payroll Policy and Procedures  
A payroll policy describes the payroll process as it relates to administration of salaries, timekeeping, payroll 
schedules and payment methods.  Procedures documented in a payroll policy handbook ensure a clear and 
defined approval process, efficient payroll activities, availability of forms and appropriate controls. 
 
Audit Objective/Methodology 
To determine if the County’s Employee Timekeeping policy confers with standards of internal control and Best 
Practices. The auditors reviewed the County’s policy against the General Accounting Office Internal Control 
Standards and other agencies payroll policies and procedures. 
 
To accomplish our objective, the following procedures were performed: 
 Reviewed the County’s policy for recommended essential components within a payroll policy 
 Verified that the payroll processes are documented 

 

Finding #9:  County policy on employee timekeeping 
The auditors reviewed the County’s Policy on Employee Timekeeping against GAO Internal Control Standards 
on controls over employee time and attendance reporting and found that the policy lacks several essential areas 
such as setting forth the responsibilities for employees, supervisors, HR Generalists, and payroll administrators 
in regards to recording, examining and approving time and attendance transactions. 
 
GAO Internal Control Standards recommend that the time and attendance (T&A) policy include the following 
components: 
 
Authorizing and Approving T&A Transactions 
 Attestations, verifications, and approvals 
 Authorization of employee’s work schedule 
 Approval of leave time 
 Approval of T&A reports and related supporting documents (e.g., overtime pay authorizations) 
 Adjustments or corrections of T&A after the end of the pay period 
 Self-approval of T&A reports for high level management 

 
Recording and Maintaining Complete and Accurate T&A Records 
 Maintain T&A information and documentation (e.g. hours worked, leave taken, evidence of approval, 

records for absences, and other information agencies believe necessary) 
 Record T&A data (supervisor’s observations, time clocks or automated timekeeping devices) 
 Maintain T&A supplementary records (work schedules, flexplace arrangements, overtime, etc.) 
 Maintain T&A records for employees temporarily assigned to another agency 
 Limit access to T&A information to authorized individuals 
 Maintain accountability for alternative workplace arrangements (supervisor review of work output, 

occasional phone calls or visits to the employee) 
 
Outdated and/or inconsistent policy and procedures may result in governing standards not being followed as 
intended and may allow for non-compliant matters to arise. 
 
Recommendation 9 
We recommend that Human Resources review and update the County Policy on Employee Timekeeping to ensure 
that it meets the established governing standards or recommended Best Practices.  The updated policy and 
guidance should be disseminated to all county employees, supervisors, HR Generalists, and payroll 
administrators.  (Priority 2 Issue – 120 days required corrective action) 
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Management Response 9 
Human Resources:  This policy was under the Auditor-Controller (Finance) not HR. Since Payroll now 
resides within HR, it is something we can take a look at and update.  (Date of Anticipated Completion 1st 
quarter 2022) 
 
Finding #10:  Documentation of payroll processes  
Human Resources has training guides for entering, modifying, approving, and exporting timesheets in WFM.  
Detailed procedures for handling other various payroll tasks are not available. 
 
The State Controller’s Office recommends that the following components be present in a payroll procedures 
manual: 
 Attendance reporting 
 Miscellaneous payments (e.g. overtime, shift differentials, and special pays)  
 Deductions 
 Time certifications 

List not inclusive 
 
Not providing employees, supervisors, and HR Generalists with a comprehensive payroll procedures manual may 
result in procedures not being followed as approved and allows inconsistent procedures to be carried forth by 
departments. 
 
Recommendation 10 
We recommend that Human Resources consider developing a Payroll Procedures Manual that details payroll 
procedures and processes not provided elsewhere and coordinate instructions of various authorities on specific 
payroll subjects.   
(Priority 3 Issue – 180 days required corrective action) 
 
Management Response 10 
Human Resources:  Staffing levels will need to be looked at. The existing staff is unable to dedicate the 
needed time to developing a manual. An alternative is to hire a consultant to assist with this specific task, 
but HR did not budget for such service in the current budget cycle.  
 
Finding #11:  Record retention policy  
According to the State Controller’s Accounting Standards for Local Governments, all financial transactions and 
records are subject to audit and should be well documented to provide a complete audit trail.  Records should be 
maintained and disposed of as required by applicable laws and regulations, with internal controls and 
transparency in mind.  According to Government Code section 12236, the Secretary of State administers the Local 
Government Records Program, which provides the minimum guidelines for local government records 
maintenance and retention.  Each agency may have additional specific guidelines for documentation and 
retention (e.g., grants, etc.).  It is the responsibility of each agency to ensure that they are in compliance with 
any applicable requirements. 
 
The County’s retention schedule for payroll records is an outdated document that was approved by the Board 
in 1985.  Code sections and retention requirements have changed since the approval of this document. 
 
Outdated record retention schedule and policy may result in the destruction of documents needed for compliance 
with laws and regulations and audit purposes. 
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Recommendation 11 
Department of Financial Services should review and update the County’s policy on record retention to ensure that 
the policy is in accordance with applicable laws and regulations for financial and payroll records.   
(Priority 3 Issue – 180 days required corrective action) 
 
Management Response 11 
Department of Financial Services:  The Department of Financial Services will update the record retention 
schedule for financial documents and will incorporate input from the Human Resources department where 
financial records are payroll related in nature. We expect to be able to complete the updated of the record 
retention schedules by March of 2022.  (Date of Anticipated Completion March 2022) 
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D. Amounts Paid to Third Parties 
Payment of employee benefits are recorded in various payroll liability accounts.  Reconciliation of the accounts 
should be completed for every pay period and no later than 30 days after fiscal month end close.   
These accounts should ideally have zero balances absent any timing differences. 
 
Finding #12:  Reconciliation of payroll liability accounts 

The following accounts relate to the payment of employee benefits that were not reconciled on a regular basis.  In 
many cases, it has been several years since the last reconciliation and missing data has resulted in unidentified 
balances.  The auditors noted the following exceptions within the accounts below: 

Description FY 2019 FY 2020 Balance as of 5/31/2021 

Vision Care (77,317.57) (84,134.82) (97,505.59) 

Dental insurance  (37,180.81) (311,255.39) 187,840.99 

Health insurance  (319,432.17) (262,201.52) (230,168.10) 

Deferred compensation (192,149.52) 309,915.32 (65,772.02) 

Deferred compensation 401 A Plan 0.00 (360,553.55) 294,442.51 

 
 County has overpaid both the dental and vision plans.  Exceptions were found 

where terminated employees continued to receive benefits after leaving county 
employment.  The auditors sampled the months of February and March 2021 and 
found that the County paid dental benefits for 3 employees that had been 
terminated between November 2016 and February 2020.  

 Premium rates used for vision insurance do not agree to the rates billed by the 
vendor. 

 For the Health insurance, county management has completed a preliminary 
review of payroll deductions versus PERS billing, but further research is required 
to reconcile the account. 

 Deferred compensation balances do not match the amounts paid and the 
adjustments noted lack supporting documentation. 

This is not an inclusive list of the unreconciled payroll liability accounts. 
 
Without regular and timely reconciliations, errors may not be detected, differences not resolved timely, and the 
risk for fraud is increased. 
 
Recommendation 12 
We recommend that Human Resources reconcile all payroll liability accounts at least monthly, that documentation 
be maintained to support the account balances and that reconciliations be reviewed and approved by management. 
(Priority 1 – 60 days required corrective action) 
 
Management Response 12 
Human Resources:  This is something we will look at as a priority. 
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E. Further Review Needed 
CalPERS Contributions 
Pursuant to CalPERS requirements, employers must pay careful attention when reporting special 
compensation.  Some common mistakes when reporting special compensation include longevity pay, uniform 
allowance, temporary upgrade pay, and final settlement pay.  Misreported special compensation can create 
financial hardships for members and administrative fees charged to the County.  The auditors noted that one 
payroll staff handled the CalPERS contributions, established new members, and resolved payroll errors in the 
CalPERS system without an additional review by an independent person.  We did not review the process for 
calculating CalPERS contributions and recommend a follow-up review to determine that CalPERS 
contributions are calculated correctly. 
 
Health Benefit Calculation 
Yolo County employees are eligible for the health insurance benefits through the CalPERS Health Benefit 
program.  The employee’s payroll deduction is the difference between the premium for the chosen health plan 
and the fixed county contributions as in accordance with the bargaining units.  There are several rates that are 
applicable and a potential for error may occur.  In addition, it was noted in this report that monthly 
reconciliations of the health bill are not performed.  We recommend a follow-up review to determine that the 
employee’s contribution share for health insurance is calculated correctly in accordance with applicable 
bargaining units. 
 
Leave Balances 
Eligibility requirements for leave accruals are based on bargaining units and county policy. We did not 
perform testing of leave balance eligibility, accruals, usage, and adjustments; therefore, a follow-up review 
is recommended to determine that leave balances are correctly recorded for employees. 
 
Payroll Taxes 
Employers are responsible for withholding payroll taxes from their employees and for paying the employer’s 
share of these taxes.  Taxes not properly calculated may result in penalties to the employer.  We did not 
perform a review of payroll taxes and recommend a follow-up review to determine whether payroll taxes are 
properly calculated for the amounts paid to employees. 
 
Accuracy of Employee Pay Rates 
We did not perform a review of the amounts paid to employees and recommend a follow-up review to 
determine whether the amounts paid to employees are following bargaining units and approved salary 
resolutions. 
 
Human Resources staffing of Payroll Function 
To implement all audit recommendations within this report, it is recommended that a follow-up review be 
performed to determine if adequate staffing resources is available within the Human Resources Payroll 
Function. 
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F. Status of Prior Audit Recommendations 
Summarized below is the current status of all audit recommendations reported in the Internal Control 
Review of the County Payroll System report dated February 14, 2011.   

 Title Audit Recommendation Status of Corrective Action 
1 Underutilized 

functionality of the 
PeopleSoft 
application. 

County to form a team to fully explore the functionality of the PeopleSoft 
payroll system and determine how it can better meet the payroll needs of 
the county. 

Not applicable; The County 
purchased a new human 
resources and financial system 
(ERP Software System) in 
2015. 

2 Time & attendance 
policy and 
procedures 
 

County to develop a uniform time and attendance policy and procedure to 
standardize timekeeping in the departments and to ensure that an adequate 
audit trail exists for authorizing time and prior period adjustments. 

Not Implemented; Time & 
attendance is captured in the 
ERP System-Workforce 
Management.  Employee 
Timekeeping Policy is 9+ years 
old and should be reviewed. 
{Repeat Finding}  

3 Reassignment of 
accounting 
functions 

Human Resources and Central Payroll to review their accounting tasks to 
determine whether they could be streamlined and re-assigned to one work 
unit.  It is also recommended that all payroll adjusting journal entries and 
claims be approved by the Auditor-Controller General Accounting division. 

Implemented 

4 Distribution of 
payroll checks and 
advices 

Central Payroll to mail all checks to home or designated addresses and 
establish a secured electronic folder where payroll clerks can extract a copy 
of their department payroll advices for the employee.  In the long run the 
county should explore the self-service features of PeopleSoft that would 
allow employees to view online and/or print their own payroll advices. 

Implemented; (available in 
new ERP System) 

5 Segregate duties of 
payroll functions 
 

Central Payroll to have another person verify the accuracy of the information 
on all payroll actions entered into the payroll system and approve all 
subsidiary reconciliations and work papers that are used in payroll 
calculations and reporting.  

Not Implemented 
{Repeat Finding} 

6 Contractual 
agreements and 
levies tracked 
outside payroll 
system 

Central Payroll to consult with Information Technology to determine if the 
contract balance and goal amounts for levies and garnishments can be 
integrated within the PeopleSoft application.  

Not applicable; The County 
purchased a new human 
resources and financial system 
(ERP Software System) in 
2015. 

7 Reconciling payroll 
trust accounts 

Central Payroll to continue to use the ACL software to reconcile all payroll 
trust accounts at least monthly, that documentation be maintained to 
support the account balances and that reconciliations be reviewed and 
approved by management. 

Not Implemented 
{Repeat Finding} 

8 Calculation of State 
Disability 
adjustments 

Central Payroll to obtain a copy of the State Disability wage computation 
prepared for the employee and automatically deduct the weekly amount 
against the employee’s gross pay and leave balances.  Central Payroll should 
also review their entire SDI procedure to determine if additional controls and 
efficiencies can be implemented. 

Removed by auditor 

9 Documentation of 
State Disability 
adjustments 

Central Payroll to obtain a copy of the SDI check and an account history from 
SDI showing the final amount paid.  The supporting documentation should be 
routed to the supervisor for review when adjusting employee pay and leave 
balances. 

Removed by auditor 

10 Bulletin board 
needed for payroll 
procedures and 
updates 

Central Payroll to create and maintain a County bulletin board on the County 
intranet similar to Human Resources to provide answers to routine payroll 
related questions, inform customers of upcoming payroll and tax changes 
and revisions to payroll procedures. 

Implemented – Only for 
employee self-service access 
(available in new ERP System) 

11 Reconciling monthly 
dental insurance bill 

Human Resources to reconcile the dental insurance bill monthly and 
automate their process similar to the health insurance bill reconciliation 
completed by Central Payroll using the software ACL. 

Not Implemented 
{Repeat Finding} 

12 Repeated data 
entry errors 

Human Resources to institute a control to ensure the accuracy of the 
personnel changes entered into the payroll system before sending the 
personnel and payroll data to Central Payroll for further processing.  

Implemented; corrected with 
new ERP System 
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G. Priority Ranking Definitions 
 
Auditors use their professional judgment to assign rankings to recommendations using the criteria and 
definitions listed below. The purpose of the rankings is to highlight the relative importance of some 
recommendations over others based on the likelihood of adverse impacts if a corrective action is not taken 
and the seriousness of the adverse impact that may result. Adverse impacts are situations that have or could 
potentially undermine or hinder the following:  
 
a. The quality of services department provides to the community;  
b. The accuracy and completeness of County books, records, or report;  
c. The safeguarding of County asset;  
d. The County’s compliance with pertinent rules, regulations, or laws;  
e. The achievement of critical programmatic objectives or program outcomes; and/or,  
f. The cost-effective and efficient use of resources.  
 
Priority 1 Issues  
Priority 1 issues are control weaknesses or compliance lapses that are significant enough to warrant 
immediate corrective action. Priority 1 recommendations may result from weaknesses in the design or 
absence of an essential procedure or control, or when personnel fail to adhere to the procedure or control. 
These may be reoccurring or one-time lapses. Issues in this category may be situations that create actual or 
potential hindrances to the department’s ability to provide quality services to the community, and/or present 
significant financial, reputational, business, compliance, or safety exposures. Priority 1 recommendations 
require management’s immediate attention and corrective action within 60 days of report issuance.  
 
Priority 2 Issues  
Priority 2 issues are control weaknesses or compliance lapses that are of a serious nature and warrant prompt 
corrective action. Priority 2 recommendations may result from weaknesses in the design or absence of an 
essential procedure or control, or when personnel fail to adhere to the procedure or control. These may be 
reoccurring or one-time lapses. Issues in this category, if not corrected, typically present increasing 
exposure to financial losses and missed business objectives. Priority 2 recommendations require 
management’s prompt attention and corrective action within 120 days of report issuance.  
 
Priority 3 Issues  
Priority 3 issues are the more common and routine control weaknesses or compliance lapses that warrant 
timely corrective action. Priority 3 recommendations may result from weaknesses in the design or absence 
of a procedure or control, or when personnel fail to adhere to the procedure or control. The issues, while 
less serious than a higher-level category, are nevertheless important to the integrity of the department’s 
operations and must be corrected or more serious exposures could result. Departments must implement 
Priority 3 recommendations within 180 days of report issuance. 
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