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The County had 155 purchase cards issued to
employees, During the audit period, the County

departments  spent $456,758 of 2481

transactions charged to the purchase cards issued to
their employees. The auditors reviewed the purchase
card activity to identify transactions exceeding single
and monthly credit limits; split transactions; weekend
and holiday transactions; and other unusual activity.

The results of the procedures performed
included custom data analytics and review of
purchase card transactions to determine if
purchase card transactions were supported by
adequate documentation, and in compliance
with County policies and procedures.

Continuous Auditing isa method used to perform audit-related activities on a continuous basis

that includes control and risk assessment performed by Internal Audit.

(Best Practice by the Institute of Internal Auditors)

For more information, please contact:

Internal Audit Manager: Kim Eldredge, CGAP
Senior Auditor: Noemy Mora-Beltran
Internal Auditor: Navpreet Ghuman

County of Yolo

Department of Financial Services
Division of Internal Audits

P.O. Box 1995

Woodland, CA 95776

Visit the Division’s Website at
http://www.yolocounty.org/general-government/general-
government-departments/financial-services/internal-audit
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Date: July 21, 2021

To: Ryan Pistochini, Procurement Manager
Merilyn Tiriboyi, Accounting & Financial Reporting Division Manager

From:  Kim Eldredge, Internal Audit Manager \6/"" C N e &(J)\\_)

Subject:  Purchase Card Continuous Auditing Report
For the period July 1, 2020 to December 31, 2020
Audit Project: No. 2021-17

The Division of Internal Audit has completed the audit of Purchase Card - Continuous Auditing as part of our
FY2020-21 Audit Plan approved by the Audit Sub-Committee. The scope of this audit consisted of all
purchase card transactions for the period July 1, 2020 to December 31, 2020. The audit objectives were to:

o develop custom data analytic reports that continuously identify purchase card transactions that may
require further review;

o test the items identified in the custom reports to ensure they adhere to purchasing card policies and
procedures; and,

e determine if the custom reports could be used by management as a tool to increase awareness and
compliance throughout the organization.

We conducted our audit in accordance with the International Standards for the Professional Practice of Internal
Auditing (Standards) established by the Institute of Internal Auditors. These standards require that we
identify, analyze, evaluate, and document sufficient information and evidence to achieve our objectives. We
believe that the evidence obtained provides reasonable basis for the results, observations, and
recommendations contained in our report.

In regards to auditor’s independence, the Internal Audit Manager reports administratively to the Chief
Financial Officer, but functionally to the Board of Supervisors.

As required, in accordance with auditing standards, County Management responded to each finding and
recommendation contained in our report.

We thank the Department of Financial Services management, staff and other county personnel for their
assistance.

Attachments

Cc. Chad Rinde, Yolo County, Chief Financial Officer
Daniel Kim, Interim Yolo County Administrator
Yolo County Audit Sub-Committee
Internal Audit Website
Audit File

FISCAL RESPONSIBILITY & SUSTAINABILITY



Internal Auditor’s Report

Executive Summary

The DIYISIOn of Internal Audit (I_DIA) compl_e'ted Purchase Card Transactions (CAATs Results) - 7/01/2020 12/31/2020

the audit of Purchase Card — Continuous Auditing i i — __

as part of our FY2020-21 Audit Plan approved by 8 Fﬂﬁﬁ Split Transactions- Potent.lal split purchases within the
. . . . E same day and across multiple days to circumvent

the Audit Sub-Committee. This audit performed an burchase card limits

analytical review of the purchase card activity to — , -

determine that the purchase card transactions were 64 ’é} Exceeds Limit- Transactions exceeded Cardholder’s

€ d b d p q ( di o single purchase and monthly credit limits

supporte y. a equate 0(_:u_mentat|on, and i 259 Weekend/Holiday Transactions- Transactions that

compliance with County policies and procedures. 5] | occurred on weekends or holidays

We performed a Va“ety_ of aUd_It . tests Of Fhe 396 Purchases made through other means- Transactions

purchase Ca:rd tran_sactlon . activity ut|I|Z|ng * typically made through the County’s travel agency

computer-assisted audit techniques (known by the (hotels, airline, car rental, fuel)

acronym CAATs). Continuous auditing is a

method used to perform control and risk assessments automatically on a frequent basis. Internal auditors use CAATS
as a tool to help identify exceptions, duplicates, gaps, etc. in a set of data that require further review. CAATS can
query 100% of the data population automatically with predetermined criteria. The audit was conducted in
conformance with the International Standards for the Professional Practice of Internal Auditing (Standards)
established by the Institute of Internal Auditors.

Scope and Methodology

The scope of this audit consisted of all purchase card transactions for the period of July 1, 2020 to December 31, 2020,
which included 2481 transactions totaling $456,758. Our objectives were to analyze purchase card data, employee
data and vendor payments to identify purchase card activity in the following areas:

* Transaction overview of purchase card activity
« Transactions exceeding single purchase limits
« Transactions exceeding monthly credit limits

« Transactions occurring on weekends and holidays
« Purchases typically made through other means
» Top Ten Merchants with the highest transaction

« Transactions split to circumvent purchasing card limits amounts

What We Found

The audit found exceptions as the result of tests conducted on the purchase card activity in the following areas:

Lack of supporting documentation (original or

. . Split transactions
supporting receipts)

Purchase card statements not approved by an

authorized Approving Official Goods not verified when received

Program eligibility and department’s policy and

Description of business purpose not identified . . .
procedures for client services needs improvement

[L[E ISy ur

What We Recommend

The auditors recommend that County Management consider the following to improve accountability and compliance
within the Yolo County Purchase Card Program.

o County Procurement Manager (CPM) should research reported exceptions and regularly monitor purchase card
activity to reflect all changes to procedures, personnel, and updates to the Cal-Card system. In addition, the
CPM should review Cardholders with low usage, no activity, or with multiple cards to determine need of card.

o Department Financial Services (DFS) should ensure that the Cardholders attach copies of sales receipts or other
documentation to support the charge expensed to the County.

Purchase Card Continuous Auditing
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Internal Auditor’s Report

Transaction Analysis

The County’s policy for the Purchase Card Program governs what types of purchases are allowed with the purchase
card. The card is used to pay for small dollar transactions for items such as supplies, goods and services. The single
dollar limit per transaction must not exceed $5,000 including sales tax and any additional charges, such as freight or
shipping.

Summary of Purchase Card Transactions by Department

At the time of the audit, the County had 155 purchase cards issued to employees. County departments spent $456,758
during the audit period. An overview of the of the number of cards and the purchase card transactions by department
is presented in Figure 1.

Fiscal Year 2020-21 (as of 12/31/2020)
Issue
d # of Transaction
Department Cards |Transactions| Amount

Agriculture 5 55 $10,920 ( \
Assessor Clerk Elections 4 164 $9,324 Number of purchase
Board of Supervisors 1 31 $5,741 cards have decreased
Child Support Services 3 22 $2,264 by 34 cards due to the
Community Services 8 75 $16,656 efforts made by the
Coronavirus Recovery Operations Cente 1 11 $318 R O
County Administrator 7 200 $32,616 upon updating the
County Counsel 1 8 $761 P’;ii:;’::;‘:::;::e
District Attorney 3 65 $5,861 e T
Financial Services 5 84 $33,700
General Services 21 395 $65,342
Health Human Services 37 862 $209,187
Library 7 91 $11,901
Probation 7 113 $10,770
Public Defender 21 80 $8,120
Sheriff 24 225 $33,277

Total 155 2481 $456,758

(Figure 1) Transaction Summary by Department

Common Types of Merchants

The most common merchants paid by the purchase card relate to items purchased for a specific program, office
supplies, training, travel and shelter/utilities paid for clients as illustrated in the “Top 10 Merchants” in the pie chart
below totaling $146,119 from July 1, 2020 to December 31, 2020. Seven (7) vendors were added to the top ten based
on goods needed during the pandemic.

' N
TOP 10 MERCHANTS 2020-21 (as of 12/31/2020)

$6,570 $6,067 = AMAZON

$6,589

= WALMART
$37,193

$7,024 = PG&EEZPAY
HOTELSCOM

$8,550 = SAFETYGEAR ONLINE

= WWW _CALWORKFORCE.ORG

$10,891 - USPS

= BEST BUY

$12,642 = PHLEBOTOMY TRAINING SP

$34,385
= MOTEL 6

$15,308
G v

(Figure 2) Top 10 Merchants
Purchase Card Continuous Auditing
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Internal Auditor’s Report

Transactions Typically Made Through Travel Agency

The County has contracted with an outside travel agency to arrange travel involving airfare and/or an overnight stay
in a hotel. The preferred method for arranging travel is through the County’s Travel Agency. In certain
circumstances, better rates may be obtained via the Internet or sources other than the Travel Agency. Travel may be
obtained from these other sources only if it results in a net saving to the County and has been pre-approved by the
department head or their designee. During the audit period, there were 81 transactions totaling $33,690 for airfare,
and hotels (Figure 3). Hotels include transactions for clients under the CalWORKSs Housing Support Program (HSP)
and transactions during COVID-19 to shelter clients.

e ™\
Purchase Card Used

(instead of County's Travel Agency)

$35,000 $32,363
$30,000
25,000
$20,000
$15,000
$10,000

55,000 $1,327

50 —

\_ Airline Hotels Y,

(Figure 3) Purchase Card Used (instead of County’s Travel Agency)

Summary of Spending Limits

Each purchase card has a single purchase limit and monthly credit limit established within the CAL-Card system.
Cardholders have single dollar limits that range from $200 to $6,000 and monthly credit limits from $500 to $20,000.
The auditors reviewed the purchase card accounts and found that 32 Cardholders had low activity (less than 4
transactions per year); 24 Cardholders had no activity during the period under review; and 9 Cardholders had
duplicate cards.

COVID-19 Transactions

The Yolo County Coronavirus Recovery Operations Center (CROC) is responsible for monitoring COVID-19 related
transactions and for ensuring compliance with the Federal Emergency Management Agency (FEMA) and other
applicable policy and procedures. The auditors reviewed thirty-two (32) COVID-19 related transactions totaling
$54,044. There were 34 exceptions noted for lack of supporting documentation, goods not verified when received,
and purchase card statements not signed by authorized Approving Official. The following charts provide an overview
of the COVID-19 purchase card transactions tested.

# of | Transaction

Category Item Purchased Trans | Amount COVID-19 Transactions
Personal Protective |Face shields, masks, hand 8 $25,585
Equipment (PPE) sanitizers, air purifiers
Vaccine Site Safety vests, badges, temperature 16 $19,691 ® Personal Protective
. . . . s Equipment (PPE)
Supplies monitors, folding chairs and r

tables, gloves, folding platforms AT S e

for trucks, and syringes

Continuity of Thermometers, plastic sneeze 4 $5,730 i cominuttyer Gerations
Operations guards, and canopies 419,691 Food
Food Food for COVID-19 individuals 3 $1,850
and lunch for volunteers ® Hotels
Hotels Hotel to shelter COVID-19 1 $1,189
individuals
Total 32 $54,044 R ——

(Figure 4) COVID-19 Purchase Card Transactions (Items Purchased) (Figure 5) COVID-19 Purchase Card Transactions

Furcridse vdru Cornuruous Audiunyg
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Internal Auditor’s Report

Results of Transaction Testwork

The following findings and recommendations are made as a result of tests conducted on 115 transactions by
Cardholders at the Agriculture, Assessor Clerk Elections, Board of Supervisors, Child Support Services, Community
Services, County Administrator, District Attorney, Financial Services, General Services, Health & Human Services
Agency, Library, Probation, Public Defender and Sheriff’s departments. The auditors reviewed the transactions and
additional documentation provided by the department management and verified compliance with County policy and

procedures. The results are listed below.

[0 Nine (9) transactions had no
approved Travel Request Forms
attached

0 Twelve (12) transactions had
no documentation for using
alternative methods for travel
arrangements instead of the
County’s Travel Agency

County in the order they appear
on the statement. The
Approving Official ensures that
receipts and documentation are
in order and that they match the
statement. The Reconciler
reviews the supporting
documentation, records the
proper expenditure accounts, and
prepares the journal entry.

Purchase Card Transactions (CAATs Results) — 7/01/2020 to 12/31/2020
8 Fﬁ Split Transactions- Potential split purchases within the same day and across multiple days to
E circumvent purchase card limits
63 1}5‘/' Exceeds Limit- Transactions exceeded Cardholder’s single purchase and monthly credit limits
U=
259 Weekend/Holiday Transactions- Transactions that occurred on weekends or holidays
396 * Purchases made through other means- Transactions typically made through the County’s travel
agency (hotels, airline, car rental, fuel)
Summary of Findings and Recommendations
Title Finding Recommendation Management Response
1. Lackof DIA identified: DFS should ensure that the Concur. Merilyn Tiriboyi,
supporting ") Four (4) transactions had no Cardholders review the Accour_mng &_F_lnanmal
documentation - : . statement for accuracy and Reporting Division Manager
. original or supporting receipt on - .
(original or . : . attach copies of sales receipts or | 7/20/2021. The process of
- file and/or incomplete evidence - -
supporting of all items purchased other documentation to support ensuring proper
receipts) P the charge expensed to the documentation is a shared

responsibility between DFS
and the departments. DFS
will continue to offer training
as part of the travel and
purchasing policy training
that will be held at a
minimum twice year.

2. Description of

DIA identified:

[J Four (4) transactions with not
enough information to
determine compliance with
County policy and procedures

DFS should ensure that detailed

Fund codes need to be exact and
having information to better
assist in the coding of the
transaction is helpful.

Concur. Merilyn Tiriboyi,

business ) Three (3) transactions had no information be documented Accounting & Financial
purpose not description of bUsiness bUrnose when the business purpose is not | Reporting Division Manager
identified P purp evident from the sales draft. 7/20/2021. Departments are

responsible for documenting
the business purpose and
appropriate coding for
accounting purposes. There is
therefore shared ownership
between DFS and the
departments in ensuring that
proper procedures are
followed. DFS will continue
to reinforce procedures as

Purchase Card Continuous Auditing

Audit No. 2021-17

Page 6 of 9




Internal Auditor’s Report

procedures for
client services
needs
improvement

management system at the time
the items/services were
provided

[0 Two (2) cases where cost of
the items procured exceeded the
designated amount per policy
for each person

0 Three (3) cases were missing
acknowledgement from the
client for the receipt of
items/services

) Seven (7) cases where
management approval to
procure the services/items on
behalf of client was not received
in advance

other documentation to support
the charge expensed to the
County in the order they appear
on the statement. The
Approving Official ensures that
receipts and documentation are
in order and that they match the
statement. The Reconciler
reviews the supporting
documentation, records the
proper expenditure accounts, and
prepares the journal entry.

Title Finding Recommendation Management Response
part of the monthly journal
entry review process.

3. Goods not DIA identified thirty-nine (39) DFS should ensure that the Concur. Merilyn Tiriboyi,
verified when | transactions with no verification | Cardholder keep a copy of the Accounting & Financial
received of when goods were received order form, including all Reporting Division Manager

shipping and sales tax 7/20/2021. Mandatory

information. When the order is | cardholder training that

received, the Cardholder should | began in December 2020

keep a copy of the packing slip emphasized the need to

and attach it as proof that the record receipt of goods.

goods were received. Additionally, ensuring
adequate documentation is a
shared responsibility between
DFS and the departments.
Specifically, the approving
official for the cardholder is
the first line of defense. DFS
will continue to push back to
departments as part of the
monthly journal entry review
process to remind users to
keep and provide necessary
documentation to verify that
goods were received.

4. Program DIA identified: DFS should ensure that the Concur. Merilyn Tiriboyi,
eligibility and 0 Three (3) cases were not Cardholders review the Accounting & Financial
department’s L , statement for accuracy and Reporting Division Manager
policy and active in the department’s case attach copies of sales receipts or | 7/20/2021. This relates to

specific county departments
serving clients including
HHSA, Probation and Public
Defender. It is the department
responsibility to comply and
enforce department policy
and to ensure that cases are
active in their case
management system. DFS
has no visibility to the case
management system. DFS
will reiterate the importance
for department to follow
policy guidelines in regard to
these specific transactions.
Additionally, the mandatory
cardholder training that
began in December 2020
contains a portion that
focuses on documenting
allowable purchases for
clients.

5. Purchase card
statements not
approved by
an authorized
Approving
Official

DIA identified:

) Four (4) purchase card
statements were not signed by
authorized Approving Official

CPM should communicate to the
Cardholder, Approving Official,
and Reconciler of the policy
requirement for approval of
purchase card statements.

Concur. Ryan Pistochini,
Procurement Manager
7/20/2021. As part of the
monthly mandatory purchase
card user training that started
in December 2020,
cardholders were reminded of

Purchase Card Continuous Auditing
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Internal Auditor’s Report

transactions

transaction that was split into
multiple purchases

transactions and communicate to
the Cardholder, Approving
Official, and Reconciler actions
required to resolve this type of
transaction.

Title Finding Recommendation Management Response
) Fourteen (14) purchase card the importance of signing
statements were missing wet or their statements.
electronic signature Management is developing
specific training for
approvers and reconcilers to
roll out in late 2021.
6. Split DIA identified one (1) CPM should review the Concur. Ryan Pistochini,

Procurement Manager
7/20/2021. Management will
review the split transaction
with the cardholder. The
mandatory cardholder
training that begin in
December 2020 discusses
what a split transaction is,
and how to properly avoid
creating a split transaction.

Since the last Purchase Card Continuous Auditing report, the CPM has conducted a series of 8 trainings commencing
in October 2020 for cardholders on the use of the purchase card, policy and procedures. In addition, the CPM has
made improvements on the monitoring of Cardholder’s single purchase and monthly credit limits by maintaining
supporting documentation for all changes in spending limits.

For the exceptions and findings noted in this report, we forwarded the exceptions to the County Procurement Manager
for further research, which involves contacting departments/agencies and/or clarifying existing purchase card policies
and procedures.

All findings above are rated as Priority 1 Issues — 60 days required corrective action. See Attachment A for
definitions of priority rankings.

Purchase Card Continuous Auditing
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Internal Auditor’s Rep

Attachment A

PRIORITY RANKING DEFINITIONS

Auditors use their professional judgment to assign rankings to recommendations using the criteria and definitions listed
below. The purpose of the rankings is to highlight the relative importance of some recommendations over others based on
the likelihood of adverse impacts if a corrective action is not taken and the seriousness of the adverse impact that may result.
Adverse impacts are situations that have or could potentially undermine or hinder the following:

The quality of services department provides to the community;

The accuracy and completeness of County books, records, or report;

The safeguarding of County asset;

The County’s compliance with pertinent rules, regulations, or laws;

The achievement of critical programmatic objectives or program outcomes; and/or,

- Do o 0 T o

The cost-effective and efficient use of resources.

Priority 1 Issues

Priority 1 issues are control weaknesses or compliance lapses that are significant enough to warrant immediate corrective
action. Priority 1 recommendations may result from weaknesses in the design or absence of an essential procedure or
control, or when personnel fail to adhere to the procedure or control. These may be reoccurring or one-time lapses. Issues in
this category may be situations that create actual or potential hindrances to the department’s ability to provide quality
services to the community, and/or present significant financial, reputational, business, compliance, or safety exposures.
Priority 1 recommendations require management’s immediate attention and corrective action within 60 days of report
issuance.

Priority 2 Issues

Priority 2 issues are control weaknesses or compliance lapses that are of a serious nature and warrant prompt corrective
action. Priority 2 recommendations may result from weaknesses in the design or absence of an essential procedure or
control, or when personnel fail to adhere to the procedure or control. These may be reoccurring or one-time lapses. Issues in
this category, if not corrected, typically present increasing exposure to financial losses and missed business objectives.
Priority 2 recommendations require management’s prompt attention and corrective action within 120 days of report
issuance.

Priority 3 Issues

Priority 3 issues are the more common and routine control weaknesses or compliance lapses that warrant timely corrective
action. Priority 3 recommendations may result from weaknesses in the design or absence of a procedure or control, or when
personnel fail to adhere to the procedure or control. The issues, while less serious than a higher-level category, are
nevertheless important to the integrity of the department’s operations and must be corrected or more serious exposures
could result. Departments must implement Priority 3 recommendations within 180 days of report issuance.

Purchase Card Continuous Auditing
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